
Security Issues in the Border Gateway Protocol (BGP)

Evangelos Kranakis P.C. van Oorschot Tao Wan

{kranakis, paulv, twan}@scs.carleton.ca

School of Computer Science, Carleton University, Ottawa, Canada.

March 19, 2005

Abstract

The Internet has become a critical communication infrastructure which we are increasingly

reliant upon. As the world moves into a converged network where voice, video, and data are all

transmitted over the same network, disruption of the Internet can cause more severe damage.

Therefore, it is critical in order to protect the Internet from potential service disruption to

ensure its continous functioning.

The Border Gateway Protocol (BGP) is the standard and only inter-domain routing protocol

used on the Internet. BGP discovers and maintains routing information used for transmitting

traffic across the Internet. Attacks on BGP will result in large scale service disruption. Thus,

BGP is widely considered as a crucial component of the Internet infrastructure. In this report,

we study BGP security. Specifically, we study 1) the BGP protocol and its real world opera-

tions; 2) BGP security vulnerabilities and threats; and 3) BGP security mechanisms, including

S-BGP from BBN, soBGP from Cisco, and psBGP from Carleton University. This report aims

to provide sufficient background information for understanding BGP security issues, and to

better understand the differences between existing BGP security proposals and the challenges

faced in the design and practical deployment of a more secureBGP. We also provide comments

regarding the role the government may play in helping to address security issues in BGP.
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1 Introduction

The Internet is becoming increasingly important to our daily lives. As new exciting Internet tech-

nology and services are being developed, more and more traditional communication services are

also being moved onto the Internet. As a result, we are becoming increasingly reliant on the In-

ternet, and decreasingly tolerant of network connectivityoutages. It is important to protect the

Internet in order to ensure its continuous healthy operation.

However, it is well-known that the Internet is not secure, thanks to the wide spread of worms,

viruses, trojans. While many people start to realize security problems caused by upper layer pro-

tocols (e.g., TCP) and software vulnerabilities (e.g., buffer overflow), less people are aware of

potential damages which can be caused by exploiting security vulnerabilities of underlying Inter-

net routing protocols.

The Internet routing infrastructure consists of a large number of intermediate systems (i.e.,

routers), each of which runs routing protocols for automatically discovering and maintaining rout-

ing tables. Routing tables are used for making decisions on how traffic should be forwarded over

which paths to reach their ultimate destinations. If a routing table contains misinformation, wrong

routing decisions will be made and traffic flow will be affected. Examples of consequences include

denial of service and man-in-the-middle attacks.

In this report, we study security issues related to the Border Gateway Protocol [31], which is

an IETF standard and the only inter-domain routing protocolfor exchanging routing information

between Autonomous Systems (ASes) on the Internet. Attackson BGP can result in large scale

service disruption, and can also be used to facilitate more sophisticated attacks against other pro-

tocols. Therefore, BGP is widely considered by security experts as one of the most important

systems on the Internet which should be secured.

Unlike many other protocols whose security problems can be fixed by changing the protocols

themselves, some security problems related to BGP result from deployment practices other than

the BGP protocol specification itself. Thus, fixing BGP protocol vulnerabilities does not solve

all BGP security problems. In addition, BGP is based on a distance vector approach in that each

router computes its own routing table based on the routing tables it receives from its direct neigh-

bors. While this approach allows propagation of good reachability information, it also facilitates

propagation of misinformation. For example, one misbehaving router can poison the routing tables

of many others even though they may behave correctly.

This report focuses on operational aspects of BGP which might have impact on BGP security,

including IP address space allocation, AS business relationships, AS route exporting policies, and

BGP route selection algorithms. We examine in detail a number of important threats against BGP
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may soon be, or are already, happening on the Internet. We useexamples to show step by step how

a single misbehaving node can poison the routing tables of many other nodes on the network. We

also show howprefix hijackingcan be used to facilitateadvanced spamming, password resetting,

andphishing.

We then outline a number of BGP security goals for counteringidentified threats. Three pro-

posals for securing BGP (S-BGP [19, 20], soBGP [37], and psBGP [35]) are then discussed and

compared against specified BGP security objectives. We suggest that psBGP has practical ad-

vantages over S-BGP and soBGP regarding IP prefix ownership verification, because it offers a

distributed IP prefix registration model, i.e., each AS chooses a selected subset of its direct neigh-

bors to endorse its prefix assertions. In other words, each ASregisters its IP prefixes both in its own

Prefix Assertion List (PAL) and in the PALs of a small number ofdirect neighbors (e.g., service

providers). A prefix assertion made by X verifies successfully if it is consistent with the assertion

made by one AS with which X chooses to register its prefixes. Advantages of the distributed prefix

registration model used by psBGP include: 1) it distributesIP prefix registration service across the

Internet and thus is more scalable and practical; and 2) it isresilient to a single point of failure.

The rest of the report is organized as follows. Section 2 gives a brief overview of the Internet

and general routing protocols (e.g., distance vector and link state). Section 3 describes the BGP

protocol and real-world operations. BGP security threats are discussed in Section 4. In Sections

5 and 6, we respectively analyze and compare three proposals(S-BGP, soBGP, and psBGP) for

securing BGP. We conclude in Section 7.

2 Background - Routing Protocols

The Internet is a collection of a large number of networks operated by many Internet Service

Providers (ISPs). ISPs can be classified into different tiers based on the sizes of their networks.

Tier-1 ISPsusually have national-wide backbone networks;tier-2 ISPsmay have a state-wide

network; andtier-3 ISPsmay have an even smaller network and usually provide Internet access to

end users.

Due to the extremely large size of the Internet, a hierarchical routing approach has been

adopted. Logically, the Internet consists of a number of ASes (see Figure 1), each of which con-

sists of a number of routers under the same technical administration (e.g., using the same routing

policy). An AS is identified by a 16-bit integer (this may be extended to 32 bits in the future), and

usually belongs to a single ISP. For example, AS 7018 belongsto AT&T. However, one ISP may

own multiple ASes. For example, UUNET owns AS 701, 702, etc.
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Figure 1: An example of the Internet

On the AS level, the Internet can be abstracted as a graph, where a vertex is an AS and an edge

is a BGP session between two ASes. BGP is the only inter-domain routing protocol used on the

Internet for exchanging reachability information betweenASes. For example, in Figure 1, for a

computer in AS E to communicate with another computer in AS H (assuming the path E-A-D-H

is used), BGP sessions need to be established between E-A, A-D, and D-H respectively.

Within an AS, a network graph consists ofrouters(vertices) andnetwork links(edges). Intra-

domain routing protocols (e.g., RIP, OSPF, IS-IS) are used for exchanging reachability information

within an AS. For example, for a computer in AS B to communicate with another non-directly

connected computer located in the same AS, an intra-domain routing protocol such as RIP, is

usually used to discover the path between the two computers.Such a path usually consists of a

number of routers, each of which runs RIP.

There are two popular approaches used by routing protocols:distance vectorandlink state. In

a distance vector routing protocol, each node maintains a routing table consisting of a number of

vectors. Each vector represents a route for a particular destination in the network, and is usually

measured by some distance metric (e.g., number of hops) to that destination. Each node periodi-

cally advertises its routing tables to its direct neighbors, and updates its own routing table based

on the advertisements received from others. Examples of distance vector routing protocols include

RIP and BGP.

In a link state routing protocol, each node advertises its link states to every other node in

the network by flooding Link State Advertisements (LSAs). AnLSA usually consists of a link

identifier (e.g., a subset attached to a link), state of the link, cost of the link, and neighbors of the

link. Every node receives the LSAs from every other node in the network, and builds the same

link state database (which is a weighted graph as each edge isassociated with a cost). Each node

runs Dijkstra’s algorithm to compute a shortest path from itself to every other destination in the

network. OSPF and IS-IS are two popular link state routing protocols.
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3 BGP Protocol and Operation

In this section, we give a brief overview of the BGP protocol and its operational practice in real

world deployment, including IP address allocation, AS business relationships, AS route exporting

policies, and BGP route selection algorithm.

3.1 Overview of BGP

BGP is an inter-domain routing protocol based on a distance vector approach. ABGP speaker

establishes a session over TCP with its direct neighbors, exchanges routing information with them,

and updates its own routing table based on the information received from them. Unlike a simple

distance vector routing protocol (e.g., RIP) where a route usually has a simple metric (e.g., num-

ber of hops), a BGP route is associated with a number of attributes and abest routeis selected

among multiple routes to the same destination based on localpolicy. One notable route attribute

is AS PATH, which consists of a sequence of ASes traversed by this route. Thus, BGP is often

referred to as apath vectorrouting protocol.

Figure 2: A BGP view of the Internet

We use Figure 2 to illustrate how BGP announcements propagate across a network. Suppose IP

prefix 15.0.0.0/8 (abbreviated 15/8) is allocated to AS I (see Section 3.2.1 for IP address allocation

practice). To allow other ASes to send traffic to 15/8, AS I advertises (15/8, I) to AS G. (15/8,

I) is a selected portion of aBGP update messagewhich consists of Network Layer Reachability

Information (NLRI) and a number of attributes (e.g., ASPATH) associated with the NLRI. In this

example, NLRI is 15/8 and ASPATH consists of AS I.

When AS G receives (15/8, I), a sequence of operations will beapplied to (15/8, I). They

include application of route importing policies, a route selection algorithm, route exporting po-

lices, and route transformation. We consider the simple case that (15/8, I) passes AS G’s importing
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polices, is selected as the best route to 15/8, and passes AS G’s exporting policies. AS G then trans-

forms (15/8, I) to (15/8, G-I) by inserting its own AS number into the ASPATH and announces

the transformed route to its direct neighbor AS C.

The above process is repeated by every AS receiving the route. Eventually, AS J receives route

(15/8, H-D-C-G-I). This route allows AS J to send traffic to 15/8, and J expects traffic will reach

15/8 via ASPATH H-D-C-G-I. However, there is no guarantee that H-D-C-G-I will be the path

traversed by traffic from AS J to 15/8 because each forwardingdecision on the Internet is done

on a hop-by-hop basis. In other words, AS J has no control overhow other ASes will forward its

traffic.

If every AS announces its IP address space through BGP, afterthe Internet reaches a conver-

gence state, every other AS will have a route for reaching other ASes’ IP address space. This

effectively builds a routing infrastructure allowing for communications across the Internet.

3.2 BGP Operational Practice

Here we discuss some BGP operational practices which are outthe scope of BGP protocol speci-

fication [31] but are nonetheless important to BGP security.

3.2.1 IP Address Allocation

The Internet Assigned Number Authority (IANA) [16] is the central authority of the whole IP

address space. When the Internet was small, any organization could apply directly to IANA for

a block of IP address space (or IP prefix). As the Internet grew, it became obvious that a sin-

gle authority could not handle the extremely large number ofIP address requests. As a result, a

hierarchical structure was developed for IP address allocation.

On the top level, IANA is still the central authority of IP address space. On the second level,

four Regional Internet Registries (RIRs) have been created, each of which is responsible for IP ad-

dress allocation in a particular geographic location. Theyare: the American Registry for Internet

Numbers (ARIN – www.arin.net), Reseaux IP Europeens (RIPE –www.ripe.net), Asia Pacific Net-

work Information Centre (APNIC – www.apnic.net), and LatinAmerican and Caribbean Internet

Addresses Registry (LACNIC – www.lacnic.net).

A large ISP (e.g., tier-1) may apply for an IP address space directly from an RIR, and then

delegate a portion of that address space to a downstream service provider (e.g., tier-2). A sub-

scriber (i.e., an organization having access to the Internet but not providing Internet access service

to others) may obtain IP address space directly from a tier-1ISP or from a smaller ISP. IP address

8



space delegation among ISPs and subscribers is mainly driven by business relationships. There

is no mandated policy dictating who should get IP address space from whom. In addition, a sub-

scriber obtaining IP address space from one ISP may buy its Internet access service from another

ISP. For example, a subscriber may obtain IP address space from AT&T but connect to the Internet

via Sprint.

Currently, about 180,000 IP prefixes are announced through BGP. However, it is not clear on the

Internet-wide which IP prefixes have been delegated to whichorganizations via which ISPs. While

some route registries (e.g., the Internet Routing Registries – www.irr.net) may attempt to maintain

such information, it is usually out of date. The consensus isthat IANA and the RIRs are responsible

for initial IP address delegation, but not for keeping trackof further delegation among ISPs and

subscribers. To quote from a study by Atkinson and Floyd [3] on behalf of the Internet Architecture

Board (IAB): “a recurring challenge with any form of inter-domain routingauthentication is that

there is no single completely accurate source of truth aboutwhich organizations have the authority

to advertise which address blocks”.

3.2.2 AS Business Relationships

ASes on the Internet can be roughly classified into three categories: astub-AShas only one con-

nection to other ASes; amultihomed-AShas more than one connection to other ASes, but is not

designed to carry traffic for other ASes (e.g., for the purpose of load balance or backup); and a

transit-AShas more than one connection to other ASes, and is designed tocarry traffic for others.

Business relationships usually exist between two neighboring ASes. These are mainly derived

from the cost model adopted on the Internet. The Internet hasa different cost model than the

traditional telephony industry in that: 1) users usually pay fixed subscription fees (e.g., a flat

monthly fee) for their Internet access while paying toll voice service on a per transaction basis;

2) both the caller and the callee of an Internet transaction (e.g., a TCP connection) pay their own

portion of cost, assuming each transaction incurres a certain cost; while for a voice transaction, it

is usually the caller that pays the whole cost.

The cost model reflects the hierarchical structure of the Internet. At the bottom are subscribers

who pay their service providers for the Internet access. Looking bottom-up, smaller service

providers usually pay larger service providers for connecting through them to the Internet. At

the core of the Internet, a small number of large ISPs have peer relationships and do not pay each

other for accessing the others’ networks. Two small ISPs mayalso establish a peer relationship to

allow “quick” access among their customers without going through the core Internet.

To summarize, there are usually four types of AS business relationships [15, 9]:customer-
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to-provider, provider-to-customer, peer-to-peer, andsibling-to-sibling. A customer AS usually

pays a provider AS for accessing the rest of the Internet. Forexample, a stub-AS is very likely a

customer of the AS it connects to. Two peer ASes usually find that it is mutually beneficial to allow

each other to have access to their customers. Two sibling ASes are usually owned by a common

organization and allow each other to have access to the rest of the Internet.

G C

I

D H

J

peer-to-peer
costomer-to-provider

A B FE

sibling-to-sibling

Figure 3:A simple AS topology with different types of AS relationships.

In Figure 3, ASes A, B, C, and D may attach to a Network Access Point (NAP), and form

peer-to-peer relationships between each other. Each also has a direct customer, i.e., ASes E, F, G,

and H are the direct customers of ASes A, B, C and D respectively. AS G has a customer AS I, and

AS H has a customer AS J. AS F and H may be owned by the same ISP butare located in different

geographic locations, and they form a sibling-to-sibling relationship.

3.2.3 BGP Route Exporting Policy

As discussed in Section 3.1, a BGP update message needs to pass through a number of steps before

being further propagated to a next AS. One step is to check route exporting policies. While one

AS might have a high degree of freedom in defining its own specific route exporting policies (e.g.,

for traffic engineering purposes), there are some general rules which should be obeyed. These

rules are mainly derived from AS business relationships, and are summarized below (see [15, 9]

for further discussion):

• customer-to-provider: a customer AS I of AS J exports to AS J its own routes and the routes

it has learned from its customers. This exporting policy allows AS J to further propagate

routes destined to AS I and all of its customers (including its customers’ customers). The

ultimate goal for AS I is to receive from AS J traffic destined to itself or its customers.
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• provider-to-customer: a provider AS J of AS I exports to AS I its full routing tables,includ-

ing its own routes, the routes it has learned from customers,providers, peers, and siblings.

This allows AS I to send to AS J traffic destined to the rest of the Internet.

• peer-to-peer: a peer AS I of AS J exports to AS J its own routes and the routes it has learned

from its customers. A peer relationship is symmetric, thus AS J is also a peer of AS I. This

allows AS J to send to AS I traffic destined to AS I and its customers, and vice versa.

• sibling-to-sibling: a sibling AS I of AS J exports to AS J its full routing tables, including its

own routes, the routes it has learned from its customers, providers, peers, and siblings. A

sibling relationship is symmetric, thus AS J is also a sibling of AS I. This allows two sibling

ASes to access through each other the rest of the Internet.

3.2.4 BGP Route Selection Process

The BGP specification (see§9 in [31]) defines some basic rules for selecting the most preferable

route among a set of routes for a common destination. In practice, a larger set of route selection

rules are usually implemented. For example, ASPATH is not mandated to be used as part of

a route selection process by the BGP specification. However,it is commonly used in practice,

e.g., by Cisco IOS. Here we summarize a list of route selection rules with an order of decreased

preference:

1. Select the route with the highest degree of preference. Preference values are configurable

based on local policy, and are usually assigned to routes (i.e., assigning LOCALPREF val-

ues during the route importing process) based on the business relationship with the advertis-

ing AS. For example, a higher LOCALPREF value is usually assigned to routes received

from a customer AS than a provider or a peer.

2. Select the route with the shortest ASPATH if all routes have the same preference value.

3. Select the route with the lowest MULTIEXIT DISC among those with the same NEXTHOP.

MULTI EXIT DISC is used by an advertising AS to influence which link inbound traffic will

be received. (explain more about MED)

4. Select the route with the lowest cost to the NEXTHOP of that route. The cost to the

NEXT HOP is determined by an intra-domain routing protocol, e.g., OSPF.

5. Select the route advertised by a BGP speaker with the lowest BGP identifier.
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4 BGP Security Threats

In this section, we discuss a number of BGP security threats.We start with an overview of potential

threat sources and malicious actions an adversary may take to attack BGP. We then focus on two

serious falsification attacks.

4.1 Sources of Threats

BGP is based on TCP and IP. Thus, it is vulnerable to all threats against its underlying protocols.

For example, BGP is vulnerable to a TCP Reset attack [] which can result in significant Internet

instability. BGP best practices [] may help mitigate those threats. Here we consider threats against

the BGP protocol itself.

BGP faces threats from both BGP speakers and BGP sessions (see Figure 4). For example, a

BGP speaker may be compromised (e.g., by exploiting software flaws), misconfigured (mistakenly

or intentionally), or unauthorized (e.g., by exploiting a BGP peer authentication vulnerability).

An attacker can also set up its own BGP speaker and connect it to the Internet by purchasing

connection service from a sloppy ISP (this is indeed happening on the Internet []). In addition, a

BGP session may be compromised or unauthorized.

G C D
�

H

J

A B F

�
E

I

compromised

misconfigured

unauthorized

Figure 4: Sources of threats against BGP

4.2 Malicious Actions

Attacks against BGPcontrol messages(see next paragraph) include, for example,modification,

insertion, deletion, exposure, andreplayingof messages. In this report, we focus on modification

and insertion (hereafterfalsification[4]) of BGP control messages. Deletion appears indistinguish-

able from legitimate route filtering. Exposure might compromise confidentiality of BGP control
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messages, which may or may not be a major concern [4]. Replaying is a serious threat, which

can be handled by setting expiration time for a message; however it seems challenging to find an

appropriate value for an expiration time [].

There are four types of BGP control messages: OPEN, KEEPALIVE, NOTIFICATION, and

UPDATE. The first three are used for establishing and maintaining BGP sessions with neighbors,

and falsification of them will very likely result in session disruption. These messages, along with

underlying transport mechanisms (e.g., TCP) can be protected by a point-to-point authentication

protocol, e.g., IPsec [17]. We concentrate on falsificationof BGP UPDATE messages (hereafter,

we refrain from capitalizing update as UPDATE) which carry inter-domain routing information

and are used for building up routing tables.

A BGP update message consists of three parts: withdrawn routes, network layer reachability

information (NLRI), and path attributes (e.g., ASPATH, LOCAL PREF, etc.). A route should

only be withdrawn by a party which had previously announced that route. Otherwise, a malicious

entity could cause service disruption by withdrawing a route which is actually in service. Digitally

signing BGP update messages allows one to verify if a party has the right to withdraw a route.

Here we examine in detail falsification of NLRI and one of the most important route attributes

– AS PATH. Other route attributes (e.g., LOCALPREF, COMMUNITY, etc) are also important.

However, they are either non-transitive (i.e., not propagated beyond an AS) or transitive but static

(i.e., unchanged when being propagated between ASes). Thus, they are easy to protect.

Figure 5: An AS topology with attackers
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4.3 Falsification of NLRI

NLRI consists of a set of IP prefixes sharing the same characteristics as described by the path

attributes. NLRI is falsified if an AS originates a prefix not owned by that AS, or aggregated

improperly from other routes. Falsification of NLRI is oftenreferred to asprefix hijacking, and can

cause serious consequences including denial of service andman-in-the-middle (MITM) attacks.

We assume that the network has converged on 15/8, i.e., everyAS has a route to 15/8 (see Table

1). We use Figure 5 to illustrate how an attacker controllinga BGP speaker in AS E (i.e., the router

establishing a BGP session with AS A) might hijack 15/8 whichis allocated to AS I.

AS Route to 15/8 AS Route to 15/8

A (15/8, C-G-I) F (15/8, B-C-G-I)
B (15/8, C-G-I) G (15/8, I)
C (15/8, G-I) H (15/8, D-C-G-I)
D (15/8, C-G-I) I direct route
E (15/8, A-C-G-I) J (15/8, H-D-C-G-I)

Table 1: Routes to 15/8 from each AS

(AS E) This AS configures a BGP speaker under its control to advertise route (15/8, E) to AS A.

Since 15/8 isnot allocated to AS E (it is allocated to AS I), it is illegitimate for AS E to

originate route (15/8, E). However, an attacker does not play by the rules.

(AS A) After receiving (15/8, E), AS A may have two distinct routes to destination 15/8: (15/8,

E) and (15/8, C-G-I). AS A will select as preferable one of these using the route selection

process as described in§3.2.4. Assume that AS A implements a common policy that a

customer route is preferred over a provider route or a peer route. In other words, among

a set of routes with the same destination prefix, the route received from a customer AS is

preferred over those received from a provider or a peer AS. Thus, (15/8, E) is preferred over

(15/8, C-G-I) since AS E is a customer of AS A and AS C is a peer ofAS A. As a result,

(15/8, E) is installed on E’s routing table, andA’s routing table is poisoned.

Since (15/8, E) is learned from A’s customer, AS E will also re-advertise it as (15/8, A-E) to

AS B and AS C (see§3.2.3 for peer-to-peer route exporting policy).

(AS C) After receiving (15/8, E), AS C will compare it with (15/8, G-I). Assume that AS C imple-

ments a common policy that a customer route is preferred overa provider route or a peer
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route. Since AS G is a customer of AS C and AS B is a peer, (15/8, G-I) will be selected.

Thus,C’s routing table isnot poisoned.

(AS B) When AS B receives (15/8, A-E), it will compare it with (15/8, C-G-I) assuming (15/8, C-

G-I) has been received from AS C. Since AS B has a peer relationship with both AS A and

C, the preference values assigned to the two routes might be the same. Thus, the second rule

in the route selection process (cf.§3.2.4) will be applied, favoring the shorter ASPATH. So

(15/8, A-E) will be selected.B’s routing table is poisoned.

AS B will also propagate (15/8, B-A-E) to AS F and H because they are his customers (see

§3.2.3 for provider-to-customer route exporting policy). However, AS B will not propa-

gate this route to AS C and D because they are his peers (see§3.2.3 for peer-to-peer route

exporting policy).

(AS F) After receiving (15/8, B-A-E), AS F uses it to replace the existing route to 15/8, i.e., (15/8,

B-C-G-I) without going through route selection process because in BGP, a new route will

always replace an old one for the same destination if they arereceived from the same source

(e.g., AS B in this case).F’s routing table is poisoned.

(AS H) After receiving (15/8, B-A-E) from AS B, AS F needs to compare it with (15/8, D-C-G-I).

If we suppose the link H-D is a primary link and link H-B is a backup one (e.g., H-D is

more cost effective than H-B), then AS F will assign a higher preference value to the routes

received from H than those from B. AS a result, (15/8, B-A-E) is not selected.H’s routing

table isnot poisoned.

After the above process, the routing tables of ASes A, B and F are poisoned and the routing

tables of ASes G, C, D, H, J arenot poisoned (see Table 2). As a result, traffic destined to 15/8

and initiated from ASes A, B, and F will be forwarded to AS E, not to the real address owner AS

I. In other words, prefix 15/8 has beenhijackedfrom AS I from the view point of some part of the

network.

Prefix hijacking can be used to facilitate many types of attacks, includingdenial of service,

man-in-the-middle (MITM), or service hijacking(e.g., email). While service hijacking will always

deny the service of a real address holder, it also has the purpose of impersonation thus causing

not just disruption. Therefore, it could cause more seriousconsequences. Here we present three

types of attacks using service hijacking:spamming, interception of password Reset messages, and

Phishing. The first two attacks described here are related to email server impersonation, and the

third attack is related to web server impersonation.
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AS Route to 15/8 AS Route to 15/8

A (15/8, C-G-I)→ (15/8,E) F (15/8, B-C-G-I)→ (15/8, B-A-E)
B (15/8, C-G-I)→ (15/8, A-E) G (15/8, I)
C (15/8, G-I) H (15/8, D-C-G-I)
D (15/8, C-G-I) I direct route
E (15/8, A-C-G-I) J (15/8, H-D-C-G-I)

Table 2: Routes to 15/8 from each AS after the attack

4.3.1 Advanced Spamming

Recently, falsification of NLRI might have been used by spammers to facilitate advanced spam-

ming [6]. Here we describe how spammers can use prefix hijacking to bypass some email authen-

tication mechanisms. We first give an overview of the Simple Mail Transfer Protocol (SMTP),

then introduce how a sender address can be spoofed, followedby a description of a proposed email

authentication mechanism. Finally, we show how to use emailserver hijacking to bypass email

authentication.

SMTP Basics. Figure 6 illustrates the SMTP message flow between an originating SMTP

server “alice.com” and a receiving SMTP server “bob.com” for delivering an email message from

“x1@alice.com” to “y1@bob.com”. Note the sender address specified by the SMTP command

“HELO” and “MAIL FROM” can be forged to an arbitrary address if “bob.com” does not employ

any authentication mechanism. This is exactly the vulnerability exploited by spammers.

Sender Address Spoofing. A spammer usually sends a large number of people unsolicited

emails with spoofed sender addresses. Since SMTP does not verify the authenticity of an origi-

nating party’s domain name, a spammer can use a single SMTP engine (e.g., running on a com-

promised PC) to send out spams with arbitrary sender addresses. Figure 7 shows how an attacker

sends out spams from “attack.com” to “bob.com” using “alice.com” as the sender domain.

Email Authentication . A number of mechanisms have been proposed for fighting spamsby

authenticating sender addresses. Sender Policy Framework(SPF) [23] is a popular proposal which

has been adopted by some organizations. SPF requires a domain running SMTP servers to publish

in DNS the identities (e.g., IP addresses) of its authorizedoutgoing SMTP servers. An SMTP

server implementing SPF can verify the authenticity of a sender address (i.e., the domain name

in the MAIL FROM field) by checking the consistency between the IP address of an originating

SMTP server and the IP addresses of the authorized SMTP servers published by the sender domain.

For example in Figure 7, “alice.com” publishes in DNS 15.15.2.7 as the IP address of its au-

thorized outgoing email server. Upon receiving from “attack.com” the SMTP commands “HELO
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SMTP Server

alice.com

15.15.2.7

SMTP Server

bob.com

10.10.1.8

mail client

x1@alice.com

mail client

xn@alice.com

mail client

y1@bob.com

mail client

yn@bob.com

Telnet bob.com 25

220 bob.com

MAIL FROM:  x1@alice.com

HELO     alice.com

250 OK

250 OK

RCPT TO: y1@bob.com

250 OK

DATA

354 Enter msg

bla bla bla  (msg body)

250 OK

QUIT

Can be forged!

Internet

Figure 6: SMTP message flow
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attack.com
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Telnet bob.com 25

220 bob.com

MAIL FROM:    x1@alice. com
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250 OK

DATA

354 Enter msg

Y1 -  you win a lottery!

250 OK

QUIT

forged!!!

Internet

SMTP Server

alice.com

15.15.2.7

Figure 7: Spamming - sender address spoofing
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alice.com” (which may be omitted by a sender) or “MAIL FROM: alice.com”, the SMTP server

in “bob.com” verifies the sender IP address “20.20.3.6” against the IP address of the authorized

SMTP server published by “alice.com” which is “15.15.2.7”1. Since they are inconsistent, the

SMTP server in “bob.com” will detect that this email is originated by an unauthorized party (or

with a spoofed sender address), thus will NOT accept it. If every domain adopts this mechanism,

it is expected that a significant amount of spams will be detected and dropped.

Defeating Email Authentication. However, authentication mechanisms such as SPF can be

defeated by prefix hijacking. A spammer who wants to send out spams using the domain name

“alice.com” can hijack the IP address space containing the authorized IP addresses published by

“alice.com”. For example, the spammer with control of a BGP speaker can announce routes for

prefix 15.15.2.0/24, and set up a SMTP server with IP “15.15.2.7”. This allows the spammer to use

the hijacked IP address “15.15.2.7” to establish SMTP connections with “bob.com” and send out

spams using ’alice.com’ as the domain of the sender address.Email authentication mechanisms

such as SPF will not be able to detect this type of spamming. Infact, any authentication mechanism

based only on IP address can be defeated by prefix hijacking.

4.3.2 Interception of Password Reset Messages

One possible attack using prefix hijacking is to intercept password reset messages2 for gaining

illegitimate access to other people’s email accounts. A traditional way of doing this is to crack

the password of a victim account by either offline or online dictionary attacks. Offline dictionary

attack usually requires access to the password database (e.g., /etc/passwd in Unix) which may

not be possible. Online dictionary attack usually involvesautomatic logon retries with candidate

passwords (e.g., chosen from a dictionary). Since some email service providers have adopted

reverse Turing tests to defeat automatic logon retries, it becomes more difficult for online dictionary

attack to succeed.

However, many email services provide “user-friendly” features to allow users to reset their

passwords in the case they forget them. When a link such as “forgot your password” is clicked, a

password reset message is sent to another email account (namely backup email account) associated

with the account whose password has been forgot (namely primary email account). A backup

email address is usually asked by many email service providers for authentication purpose such

as receiving password reset message. A password reset message may contain an automatically

1To publish the IP addresses of authorized email servers, a domain needs to add new records, namely SPF records,
into its DNS records. A verifier can then lookup DNS for an SPF record to obtain the IP address of the authorized
email server for a particular domain.

2This attack was mentioned to us by Dan Boneh during a conversation at NDSS’05.
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generated new password, or a link pointing to a page where theuser can type in a new password

without being asked for the old password.

The assumption made here is that a backup email address is only accessible to its owner. This

assumption usually holds since an email account is usually password protected and it appears

difficult to intercept an email message if an attacker does not have access to the communication

paths: 1) from the mail server originating a message to the mail server receiving it, and 2) from the

mail client retrieving the message to the mail server storing it.

However, such an assumption will loose ground if an attackercan manipulate BGP to hi-

jack IP prefixes. Suppose a user has a primary email address “x1@alice.com”, and the backup

email address associated with this account is “x1@bob.com”. An attacker may gain access to

“x1@alice.com” by performing the following steps:

1) looking up the IP address of the email server of “bob.com” (e.g., by looking up the MX

record of “bob.com” in DNS), which is 10.10.1.8 (see Figure 7);

2) hijacking 10.10.1.8 by announcing a BGP route for the prefix 10.10.1/24, assuming that

10.10.1/24 is the most specific prefix on the network;

3) requesting password reset for “x1@alice.com”;

4) intercepting the password reset message sent from “alice.com” to “x1@bob.com”, e.g., by

setting up an email server with the IP address 10.10.1.8. Since the IP prefix containing

10.10.1.8 has been hijacked, the password reset message will be sent to the attacker instead

of the legitimate mail server of “bob.com”.

5) resetting the password for “x1@alice.com” by following instructions in the intercepted pass-

word reset message. As a result, the attacker gains access to“x1@alice.com”.

While some online service providers (e.g., Expedia) may accept requests for password resets

without asking for any additional information (except the userid of the account being reset for

password), many (e.g., Yahoo) do take additional steps for verifying identities. In other words,

additional information is often required to show that you really are the owner of the account whose

password will be reset. For example, Yahoo asks for a date of birth and a postal code, and Ebay

asks for a postal code and a phone number. Gmail asks for characters in a picture for countering

automatic password reset attacks, but not for identity verification. However, most information

requested for countering identity theft could be obtained,e.g., by social engineering. Thus another

risk that results from prefix hijacking is that it enables an attack which results in the interception

of password reset messages.
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4.3.3 Phishing

A primary objective ofphishingis to steal people’s confidential information, e.g., creditcard num-

bers, social insurance numbers, date of birth, home addresses, etc. so that they can be used directly

or indirectly (sold to a third party) for financial benefit. A phisher usually sends out spams to a

large number of people using well-known sender addresses (e.g., the email address of the security

team of a well-known bank) to ask a recipient to reset its account by going to a spammer-controlled

website and filling in confidential information. The link to afraudulent website can be a numeric

IP address, an irrelevant domain name, or a domain name very similar to the real one of a claimed

organization. The URL which a potential victim sees displayed may also be entirely different than

the URL linked to in underlying html. However, a careful usermay be able to find the discrepancy

and thus avoid being fooled. The legitimate domain name or URL can also be used if its DNS

record on a victim machine (i.e., the machine from which a user clicks the link) is changed (poi-

soned) to the IP address of the fraudulent website. Again, a careful user may still be able to notice

the trick.

To use the legitimate domain or URL of a claimed organizationin a phishing email without

poisoning a DNS record, a phisher can hijack the IP address space of that organization and set up

a fraudulent website using the IP address of the legitimate website. In this way, it will be difficult

(essentially impossible) for a user to distinguish a phishing message from a real message (i.e., a

message indeed sent by the organization in question). As shown in Figure 5, some ASes (more

precisely the routing tables of BGP speakers in some ASes) may not be poisoned by a bogus prefix

announcement, depending on their locations and relevant routing policies. Thus, users located in

these ASes may go to the real website by clicking the link in a phishing email. However, some

ASes may be poisoned and their users will face the risk of being phished.

4.4 Falsification of ASPATH

There are two types of ASPATH: AS SEQUENCE and ASSET. An ASPATH of type ASSEQUENCE

consists of an ordered list of ASes traversed by the route in question. An ASPATH of type ASSET

consists of an unordered list of ASes, sometimes created when multiple routes are aggregated. Due

to space limitations, we focus on the security of ASSEQUENCE. (Note: ASSET is less widely

used on the Internet. For example, as of August 1, 2004, only 23 of 17 884 ASes originated47

of 161 796 prefixes with ASSET.) An ASPATH is falsifiedif an AS or any other entity illegally

operates on an ASPATH, e.g., inserting a wrong AS number, deleting or modifying an AS number

on the path, etc. Since ASPATH is used for detecting routing loops and used by route selection
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processes, falsification of ASPATH can result in routing loops or selecting routes not selected

otherwise.

G C D H

J

A B FE

I

10.0.0.0/8

(10/8, J)
(10/8, H-J)

(10/8, H-H-H-J)

Figure 8: Changing traffic flow by ASPATH falsification

We use Figure 8 to illustrate how an attacker might influence traffic flow by manipulating

AS PATH. Suppose AS H multi-homes with D and B; H-D is a primary link and H-B is a backup

link. In the normal situation, traffic destined to AS H and H’scustomers (e.g., AS J) should go

through link H-D. When H-D fails, H-B should then be used. To achieve this traffic engineering

objective, AS H can legitimately utilize ASPATH to influence other ASes’ routing decisions. For

example, AS H announces (10/8, H-J) to AS D (normal BGP operation), but (10/8, H-H-H-J) to

AS B (this is a legitimate traffic engineering technique). After the network converges on 10/8, all

traffic to 10/8 will be forwarded over link D-H to AS H (see Table 3).

However, B can attract traffic destined to 10/8 by announcinga route to 10/8 with a fraudulent

AS PATH, e.g., (10/8, B-J). Note the ASPATH B-J is shorter than B-H-H-H-J which is supposed

to be advertised by B. As a result, other ASes may select the route to 10/8 which goes through

AS B. See Table 3 for details of route changes. To summarize, traffic flow can be changed by

falsification of ASPATH.

5 BGP Security Mechanisms

We first summarize a number of security goals for BGP and relate them to the BGP security threats

presented in Section 4. We then discuss security mechanismsadopted by each of the three BGP

security proposals (S-BGP, soBGP, and psBGP) and show how each of them achieves these security

goals.
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AS Route to 10/8† AS Route to 10/8†

A (10/8, D-H-J)→ (10/8,B-J) F (10/8, B-H-H-H-J)→ (10/8, B-J)
B (10/8, H-H-H-J)→ (10/8, H-J) G (10/8, C-D-H-J)→ (10/8, C-B-J)
C (10/8, D-H-J)→ (10/8, B-J) H (10/8, J)
D (10/8, H-J) I (10/8, G-C-D-H-J)→ (10/8, G-C-B-J)
E (10/8, A-D-H-J)→ (10/8, A-B-J) J direct route

Table 3: Routes to 10/8 from each AS before and after B announces fraudulent (10/8, B-J).
† - Note the “after” route as listed herein may not actually exist.

5.1 BGP Security Goals

BGP is a distributed communication protocol which faces threats from both outsiders and insid-

ers. Outsiders include unauthorized BGP speakers and compromised links, and insiders include

compromised authorized BGP speakers (see Figure 4). To prevent outsider attacks, data origin au-

thentication which includes data integrity [24] can be used. It appears difficult, if not impossible,

to prevent insider attacks since: 1) an authorized BGP speaker may run flawed software and can

be compromised by an attacker by exploiting software vulnerability; 2) a legitimate person with

access to an authorized BGP speaker may be malicious; and 3) an authorized BGP speaker might

be misconfigured. Thus, the ultimate goal here is NOT to prevent insider attacks from happening

but to contain their damages. Particularly, fraudulent BGPupdate messages should be detected

and discarded so that routing tables of well-behaved BGP speakers are not poisoned.

We summarize five security goals for BGP (cf. [19, 20]). G1 andG2 relate to data origin

authentication, G3 to data integrity, and G4 and G5 to the propriety of BGP messages. G1, G2,

and G3 can prevent outsider attacks. G4 and G5 can respectively contain insider attack damages

caused by falsifications of NLRI (see 4.3) and of ASPATH (see 4.4).

G1. (AS Number Authentication)It must be verifiable that an entity using an AS numbersi as

its own is in fact an authorized representative of the AS to which a recognized AS number

authority assignedsi.

G2. (BGP Speaker Authentication)It must be verifiable that a BGP speaker, which asserts an

association with an AS numbersi, has been authorized by the AS to whichsi was assigned

by a recognized AS number authority.

G3. (Data Integrity)It must be verifiable that a BGP message has not been illegallymodified en

route.

22



G4. (Prefix Origination Verification)It must be verifiable that it is proper for an AS to originate

an IP prefix. More specifically, it is proper for ASsi to originate prefixf if 1) f is delegated

to si by an authoritative party; or 2)f is aggregated from a setF of prefixes such thatf ⊆ F .

G5. (AS Path Verification)It must be verifiable that an ASPATH (pk = [s1, s2, . . . , sk]) of a BGP

route(f, pk) is originated bys1, and has traversed throughs2, . . . , sk in order. In addition,

it must be verifiable that for all1 ≤ i ≤ k, advertising(f, pi) to si+1 by si does not violate

si’s route exporting policy as determined by the business relationship betweensi andsi+1

(cf. 3.2.3).

5.2 BGP Security Proposals

Many solutions (e.g., [33, 10, 2, 14]) have been proposed forsecuring BGP. Here we describe three

BGP security proposals: S-BGP [19, 20], soBGP [37], and psBGP [35].

5.2.1 Secure BGP (S-BGP)

S-BGP proposes use of two strict hierarchical PKIs and othermechanisms (e.g., IPsec [17]) for

securing BGP. The proposed S-BGP PKIs are parallel to the existing allocation and delegation

systems for AS numbers and IP address space. A single Certificate Authority (CA) rooted at

IANA/ICANN was initially proposed for S-BGP, but it evolvedto multiple CAs rooted at four

RIRs due to political sensibility and security considerations. We use T to denote a trusted CA (i.e.,

an RIR).

There are many types of certificates in S-BGP. An organization X which obtains IP address

space and AS numbers directly from an RIR, will be issued the following certificates3:

• Organization Public Key Certificates– binding a public key (KX) to X signed by T, denoted

by (KX , X)T ;

• Address Delegation Certificates– binding IP prefixesfX to X signed by T, denoted by

(fX , X)T ;

• AS Number Delegation Certificates– binding an AS number (or more)sX to X signed by T,

denoted by(sX , X)T .

To participate in the inter-domain routing,X issues the following certificates or attestations:

3For convenience of presentation, certificate names used here may differ from those used in the S-BGP literature.
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• Router Public Key Certificate– binding a public keyKx to a BGP speakerx and an AS

numbersX signed byX usingKX , denoted by(Ky, sX , y)KX
;

• Address Attestation– binding IP prefixesfX or a subset offX to an AS number (sX) signed

by X, denoted by(fX , sX)KX
;

• Route Attestation– binding IP prefixesfi to an ASPATHpj (along with other path attributes)

signed by a BGP speakery. For sake of simplicity, we only consider ASPATH here, thus a

Route Attestation can be denoted by(fi, pj)Ky
.

With all these certificates, we now show how a BGP speaker announces and verifies a route in

S-BGP. LetrX be a BGP speaker, representing ASsX owned by organizationX. Let fX be an IP

prefix allocated toX by an RIR, and assigned byX to ASsX . We use a simple topology consisting

three ASessX , sY andsZ owned by organizationsX, Y , andZ respectively.sX connects tosY

which also connects tosZ. For simplicity, we assume that each AS has one BGP speaker.

Route Announcement. rX originates and signs a route(fX , sX)rX
, and forwards it to its

neighboring BGP speakerrY representing ASsY . rY verifies the received route (see next para-

graph). If the route verification succeeds,rY forwards the route to its neighboring BGP speakerrZ

representing ASsZ. rY needs to send torZ:

• (fX , sX)rX
– the signed routerY received fromrX ; and

• (fX , sX-sY )rY
– the route with updated ASPATH and signed byrY .

Route Verification. Upon receiving(fX , sX-sY )rY
, rZ performs the following verifications:

• Is the first AS on the ASPATH, sX , authorized to originate IP prefixfX? Prefix origin

verification succeeds if there exist the following valid certificates3:

(KX , X)T , (fX , X)T , (sX , X)T , (fX , sX)KX
.

• Is an AS on the ASPATH authorized by the previous AS to further propagate the route? In

this example, issY authorized bysX to further propagate the route? The ASPATH sX-sY

verifies successfully if there exists a route attestation(fX , sX)rX
. Of course, it must first be

verified that BGP speakerrX has been authorized by organizationX to represent ASsX .

3For simplicity, here we do not consider IP prefix delegation among organizations. For example,X can delegate a
prefixfi which is a portion of its allocated prefixfX to another organization Y by issuing a certification(fi, Y )X .
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S-BGP is one of the earliest BGP security proposals, and is probably the most concrete one. It

provides a strong guarantee of prefix origin verification andAS PATH integrity. However, it has

the following drawbacks:

1. the proposed S-BGP PKIs are complex and unscalable, thus impractical;

2. AS PATH verification is computational expensive; and

3. AS PATH verification cannot detect violation of route exporting policy.

To quote from an IAB study [3]: “Unfortunately, the S-BGP proposal is an example of a good

research product that has significant unresolved deployment challenges”.

5.2.2 Secure Origin BGP (soBGP)

soBGP [37] proposes use of a web-of-trust model for authenticating AS public keys and a hierar-

chical structure for verifying IP prefix ownership. Each AS has a public key certificate, binding an

AS number with a public key, signed by a “trusted” public key.To bootstrap trust, a small number

of “root public key certificates” are distributed using out-of-band mechanisms. Some tier-1 ISPs

and well-known authentication service providers (e.g., Verisign) are suggested to be candidates

of trusted public key certificate authorities. An AS with a trusted AS public key certificate (e.g.,

signed by a trusted CA) may further sign a public key certificate for another AS, thus naturally

forming a web-of-trust model. While a web-of-trust model has strong proponents for authenticat-

ing user public keys within the technical PGP community [39], it would appear to be less suitable

for authenticating public keys of ASes which are identified by AS numbers strictly controlled by

IANA; thus it is questionable if any entity other than IANA should be trusted for signing AS public

key certificates.

With respect to IP prefix ownership verification, soBGP makesuse of a strictly hierarchical

structure similar to that of S-BGP. Prefix delegation structures might be simplified in soBGP by

using ASes instead of organizations, however, it is not clear if it is practical to do so since IP

addresses are usually delegated to organizations not to ASes [2]. We suggest that soBGP, like

S-BGP, also faces difficulty in tracing changes of IP addressownership in a strict hierarchical

way. Thus, both S-BGP and soBGP have made architectural design choices which arguably lead

to practical difficulties.
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5.2.3 Pretty Secure BGP (psBGP)

In [35] we present a new proposal for securing BGP, namely Pretty Secure BGP (psBGP), moti-

vated by our analysis of the security and practicality of S-BGP and soBGP, and in essence, com-

bining their best features. Our objective is to explore alternative policies and tradeoffs to provide

a reasonable balance between security and practicality. psBGP makes use of a centralized trust

model for authenticating AS numbers, and a decentralized trust model for verifying IP prefix own-

ership; the latter is in line with the IAB recommendations [3]. One advantage of psBGP is that

apparently it can successfully defend against threats fromuncoordinated, misconfigured or mali-

cious BGP speakers in apracticalway. The major architectural highlights of psBGP are as follows:

1) psBGP makes use of acentralized trust modelfor AS number authentication. Each AS

obtains a public key certificate from one of a number of the trusted certificate authorities, e.g.,

RIRs, binding an AS number to a public key. We suggest that such a trust model provides best

possible authorization of AS number allocation and best possible authenticity of AS public keys.

Without such a guarantee, an attacker may be able to impersonate another AS to cause service

disruption.

2) psBGP makes use of adecentralized trust modelfor verifying the propriety of IP prefix

ownership. Each AS creates aprefix assertion list (PAL)consisting of a number of bindings of

an AS number and prefixes which are asserted to be originated by that AS, one such assertion

for itself and one for each of its neighboring ASes. If an AS chooses not to endorse the prefix

assertion of a neighboring AS, there will still be an entry for that AS but with an empty or null

prefix field. A prefix ownership assertion made by an AS isproper if it is consistent with the

assertion made by at least one of its neighbors which choosesto provide prefix endorsement. In

this way, we distribute the difficult task of tracing IP address ownership across all ASes on the

Internet. Assuming reasonable due diligence in tracking IPaddress ownership of selected subset

of direct neighbors, and assuming no two ASes in collusion, asingle misbehaving AS originating

improper prefixes will be detected because they will cause inconsistency with prefix assertions

made by its asserting peers.

6 Comparison of S-BGP, soBGP and psBGP

We compare the different approaches taken by S-BGP, soBGP, and psBGP for achieving the BGP

security goals listed in§5.1. Table 4 provides a summary. We see that psBGP falls somewhere be-

tween S-BGP and soBGP in several of the security approaches and architectural design decisions,

but makes distinct design choices in several others.
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6.1 AS Number Authentication

Both S-BGP and psBGP use a centralized trust model for authenticating AS numbers, which is

different from the web-of-trust model used by soBGP. The difference between the AS number

authentication of psBGP and S-BGP is that S-BGP follows the existing structure of AS number

assignment more strictly than psBGP. In S-BGP, an AS number is assigned by IANA to an organi-

zation and it is an organization that creates and signs a certificate binding an AS number to a public

key (thus, a two-step chain). In psBGP, an ASNumCert is signed directly by IANA (depth=1), and

is independent of the name of an organization. Thus, psBGP has less certificate management over-

head than S-BGP, requiring fewer certificates. In addition,some changes in an organizationX may

not require revoking and reissuing the public key certificate of the AS controlled byX. For exam-

ple, if X changes its name to Y but the AS numbers associated with X does not change, psBGP

does not need to revoke the ASNumCert(ks, s)T . However, in S-BGP, the public key certificates

(kX , X)T , (ks, s)kX
might be revoked, and new certificates(kY , Y )T , (k′

s, s)kY
might be issued.

6.2 BGP Speaker Authentication

In S-BGP, a public key certificate is issued to each BGP speaker, while both soBGP and psBGP

use one common public key certificate for all speakers withinone AS. Thus, soBGP and psBGP

require fewer BGP speaker certificates (albeit requiring secure distribution of a common private

key to all speakers in an AS).

6.3 Data Integrity

S-BGP uses IPsec for protecting BGP session and data integrity. Both soBGP and psBGP adopt

this approach. TCP MD5 [13] is supported by all three proposals for backward compatibility. In

addition, automatic key management mechanisms can be implemented for improving the security

of TCP MD5.

6.4 Prefix Origin Verification

Both S-BGP and soBGP propose a hierarchical structure for authorization of the IP address space;

however S-BGP traces how IP addresses are delegated among organizations, while soBGP only

verifies IP address delegation among ASes. It appears that soBGP simplifies the delegation struc-

ture and requires fewer certificates for verification; however, it is not clear if it is feasible to do so

in practice since IP addresses are usually delegated between organizations, not ASes. In psBGP,
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consistency checks of PALs of direct peers are performed to verify if it is proper for an AS to orig-

inate an IP prefix. Therefore, psBGP does not involve verification of chains of certificates (instead

relying on offline due diligence). We note that while psBGP does not guarantee perfect security of

the authorization of IP address allocation or delegation, as intended by S-BGP and soBGP, it is not

clear if the design intent in the latter two can actually be met in practice.

6.5 AS PATH Verification

Both S-BGP and psBGP verify the integrity of ASPATH based on its definition in the BGP spec-

ification [31]. In contrast, soBGP verifies the plausibilityof an ASPATH. Thus, S-BGP and ps-

BGP provide stronger security of ASPATH than soBGP, at the cost of digital signature operations

which might slow down network convergence. Regarding routeexporting policy verification, none

of them has a solution. We are currently working on a mechanism to allow psBGP to verify if an

AS PATH conforms to the route exporting policies of every AS on the path.

Goal S-BGP soBGP psBGP
G1: AS Number centralized decentralized centralized
Authentication (multiple levels) (with trust transitivity) (depth=1)

G2: BGP Speaker one certificate one certificate one certificate
Authentication per BGP speaker per AS per AS

G3: Data Integrity IPsec or TCP MD5 IPsec or TCP MD5 IPsec or TCP MD5
G4: Prefix Origination centralized centralized decentralized

Verification (multiple levels) (multiple levels) (no trust transitivity)
G5: AS PATH Verification integrity plausibility integrity

Table 4: Comparison of S-BGP, soBGP, and psBGP re: achievingBGP security goals.

7 Concluding Remarks

BGP is the only inter-domain routing protocol used on the Internet. It is vulnerable to a variety of

attacks, and it must be secured to protect the Internet routing infrastructure, which is now clearly

recognized as a critical infrastructure, from being misused. There are several proposals for securing

BGP. However none of them has been deployed. We suggest that psBGP combines the best features

of S-BGP and soBGP, while differing fundamentally in the approach taken to verify IP prefix

ownership. As no centralized infrastructure for tracing changes in IP prefix ownership currently

exists, and it would appear to be quite difficult to build suchan infrastructure, we suggest that the
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decentralized approach taken by psBGP provides a more feasible means of increasing confidence

in correct prefix origination. We also suggest that the certificate structure and trust model in psBGP

has practical advantages.

Securing BGP and doing so in such a way that it will actually beboth deployable and deployed

requires collaboration among many parties, e.g., router vendors and ISPs. While many stake hold-

ers are aware of the problem, none of them has taken initiative to push it forward. One operational

obstacle is that extra costs will incur from developing and deploying BGP security solutions. With

the current downturn in the telecommunications industry, cost reduction has become a primary

objective of many router vendors and ISPs. Thus, it appears unrealistic to expect ISPs to start to

spend on deploying BGP security solutions which do not provide to them an immediate return on

investment. Router vendors are not motivated either to develop BGP security solutions due to the

lack of interest from ISPs.

We suggest that governments can play an important role to facilitate the development and de-

ployment of more secure versions of BGP. While the Internet is mainly built and operated by ISPs,

it is now of general public interest since most people and especially all businesses are reliant on the

Internet for their daily activities. Thus, we believe it should be a government responsibility to en-

sure that the Internet in general, and BGP in particular, is secured, especially from a robustness and

survivability perspective. As a tangible example, governments could provide funding for research

and development of BGP security solutions; might encourageISPs to deploy BGP security solu-

tions (e.g., by subsidies or R&D tax credits or other incentives); or may even require the Internet

routing infrastructure used within the government itself to employ a more secure version of BGP.

We believe the latter may be particularly effective, because of the very significant spending power

of the government, and its leverage over vendors of Internetinfrastructure services, associated with

the very large IT requirements of an organization of its size.
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