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This letter presents a new divide and conquer key recovery attack on the retail MAC
based on DES, which is a widely used algorithm to compute a Message Authentication
Code. The attack requires 2325 known text-MAC pairs and 3-2% off-line computations

to find the 112-bit key.

Introduction: Message authentication code (MAC) algorithms are commonly used
to provide data integrity and data origin authentication, e.g. in banking applications
[1]. They are used in a symmetric setting, where a sender and a receiver share a secret
key (uppercase) K. In order to protect a message z, the sender computes MAC g (),
which is a complex function of every bit of the message and the key and appends this
to the message. On receipt of x, the receiver recomputes MAC g (z) and verifies that
it corresponds to the transmitted MAC value. In the following the key size in bits is
denoted (lowercase) k, and the MAC size is denoted with m. Typical values for m

are between 32 and 64 bits.



In order for a MAC to be secure, it must satisfy the following condition: without
knowledge of the secret key K, it must be computationally infeasible to perform a
forgery, i.e. to find an arbitrary message and its corresponding MAC value. Here it is
assumed that the opponent is capable of performing a chosen text attack, i.e. he can
obtain MACs corresponding to a number of messages of his choice. To be meaningful,
a forgery must be for a message different than any for which a MAC was previously
obtained. A key recovery attack is stronger than a MAC forgery: once an opponent
has obtained the secret key K, he can forge message-MAC pairs at will. For an ideal
MAC, any method to find the k-bit key is as expensive as an exhaustive search of 2*
operations. The number of text-MAC pairs required for verification of such an attack

is about k/m.

CBC-MAC: By far the most common MAC is CBC-MAC, which has been stan-
dardized ubiquitously [2, 3, 4, 5]. It is widely used with DES [6] as the underlying
block cipher E. CBC-MAC is defined as follows: divide the input x into ¢ blocks of n
bits each, x; through z; (this might involve an unambiguous padding operation) and

perform the following iterative computation:

Hi=ExHi-1Dx;), 1<i<t.

Here Ex (z) denotes the encryption of z using key K with an n-bit block cipher E and
Hy = 0. The MAC is then computed as MACg(z) = g(H;), where g is the output
transformation. The mapping ¢ is required to preclude a simple forgery attack (see
e.g., [7]).

One approach is for g to select the leftmost m bits. A widely used alternative is
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to replace the processing of the last block by a two-key triple encryption (with keys
K, = K and K5); this is commonly known as the retail MAC, since it first appeared

in [3] (see Figure 1):
g(Ht) = FEk, (DK:) (Ht)) = Ek, (DK2 (EKI (xt D Htfl))) :

D denotes decryption here. This mapping has the additional advantage that it pre-
cludes an exhaustive search against the DES key, which is only 56 bits long. It is
widely accepted that currently such a key does not offer sufficient protection against
exhaustive key search [8]. This advantage, which requires little extra computation
(only two encryptions), has resulted in a widespread use of this variant.

The currently best known attack on CBC-MAC has been presented in [7]: it is a
forgery attack which requires about 23%° known text-MAC pairs and a single chosen
text. However, this attack does not pose a problem for many environments: e.g., in
the banking world, allowing an opponent to choose one single text and to obtain the
corresponding MAC can already jeopardize the system, since such a text-MAC pair

could be sufficient to make a substantial profit.

New attack: This section presents a divide and conquer key recovery attack on the
retail MAC. The attack requires 2%2° known texts (i.e. text-MAC pairs) and about
3 - 2% off-line operations when DES is used as the underlying block cipher (n = 64,
k = 56). The latter figure is much smaller than what is suggested by the key size of

112 bits.

Proposition 1 For the retail MAC [3, 5], a key recovery attack yielding both keys Ky

and Ky requires 2"t1/2 known texts of at most t blocks each (t > 2) and exhaustive
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search involving at most (2t — 1) - 2% encryptions, where k =|K,|=|K,|, k < n, and

m =n.

Proof: The statement is substantiated by giving the attack itself. By the birthday
paradox, the set of 7 = 2»*1/2 known texts contains a collision, i.e., a pair of texts
with the same MAC value (indeed, (;) /2" & r? /2" =1). Since ¢ is a permutation,
this collision pair will have the same value for H; and thus for G = H;_1 & ;.
An attacker can then perform an exhaustive search for K; in 2(¢t — 1) - 2F off-line
operations. This involves computing G for each of the two colliding messages, and
eliminating all trial key values not yielding a collision for G. Since k£ < n, K; can
be determined uniquely using one internal collision (at most 1 spurious value for K
is expected). Now compute G' = Eg,(G) and G" = Dk, (MAC(z)) for any known
text-MAC pair (z, MAC(x)) and exhaustively check all K, until finding a value for
which Dg,(G") = G". The solution (K7, K5) can be confirmed by testing it on one of
the other known text-MAC pairs. If a spurious key K arises, it can be eliminated by
either exhaustively searching all values of K5 or by increasing the number of known

texts until a second MAC collision is found. ™

Proposition 1 can be generalized as follows:

i) If k£ > n, slightly more than k/n internal collisions are required to determine K
uniquely; similarly, about k/n of the known text-MAC pairs will be required to

isolate the correct key K5 during the exhaustive search.

ii) If m < n, the expected number of MAC collisions is equal to r?/2m*1 = 2n—m

(while still only a single collision for G is expected) [9]. This will increase the
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effort for the key search with a factor of 2"~™. Alternatively, the texts which
give a collision for the MAC but not for G can be eliminated using about 2"~ ™
chosen texts [7]. In addition, the recovery of Kj requires forward computation
(2% extra encryptions in total) from G’ to MAC(z) since in this case G” cannot

be recovered from MAC(z).

Conclusions: This letter shows that the ANSI X9.19 retail MAC based on an n-bit
block cipher offers no increased strength against exhaustive key search if about 27/2
known text-MAC pairs are available. The key recovery attack can be avoided by using

a triple DES encryption in every iteration.
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Figure 1: Retail MAC: A strengthened version of CBC-MAC from ANSI X9.19 and

ISO/IEC 9797.
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