An Evaluation of Negative Selection in an Artificial Immune System

for Netw ork Intrusion Detection

Jungwon Kimand Peter J. Bentley

Department o f Co mp uter Science

University College London

Go wer Street, London

U.K.

E mail: { J.Kim, P.Bentley}@cs.ucl.ac. uk

Abstract

T his paper investigates the role of negative selection in an artificial immune system ( AIS) for network intrusion detection. T he wor k focuses on the use of negative selection as a network traffic ano malydetector. T he results of the negative selection algorithm experiments sho w a severe scaling problemfor handling real network traffic data. T he paper concludes b y suggesting that the mo st appropriate use of negative selection in the AIS is as a filter for invalid detectors, not the generation o f competent detectors.

1

INTRODUCTION

T he biological immune system has been successful at

protecting the human bod yagainst a vast variety of

foreign pathogens (T izard, 1995). A gro wing number of

comp uter scientists have carefullystudied the success of

this co mpetent natural mechanism and proposed computer

immune models for solving vario us problems including

fault diagnosis, virus detection, and mortgage fraud

detection (Dasgupta, 1998; Kephart et al,1995).

Among these various areas, intrusion detection is a

vigorous research area where the employment of an

artificial immune system (AIS) has been examined

(Dasgupta, 1998; Kim and Bentley, 1999b; Hofmeyr,

1999; Hofmeyr and Forrest, 2000; Forrest and Hofmeyr,

2000). The main goal of intrusion detection is to detect

unauthorised use, misuse and abuse of computer systems

by both system insiders and external intruders. Currently

many network-based intrusion detection systems (IDS´s)

have been developed using diverse approaches (Mykerjee

et al, 1994). Nevertheless, there still remain unresolved

problems to build an effective network-based IDS (Kim

and Bentley, 1999a). As one approach of providing the

solutions of these problems, previous work (Kim and

Bentley, 1999a) identified a set of general requirements

for a successful network-based IDS and three design goals to satisfy these requirements: being distributed, self-

organising and lightweight. In addition, Kim and Bentley

(1999a) introduced a number of remarkable features of

human immune systems that satisfy these three design

goals. It is anticipated that the adoption of these features

should help the construction of an effective network-

based IDS.

An overall artificial immune model for network

intrusion detection presented in (Kim and Bentley, 1999b)

consists of three different evolutionary stages: negative

selection, clonal selection, and gene library evolution.

This model is not the first attempt to develop an AIS for

network intrusion detection. Various approaches to build

an AIS have been attempted mainly by implementing only

a small subset of overall human immune mechanisms

(Dasgupta, 1998). This is because the nature of human

immune systems is very complicated and sophisticated

and thus it is very difficult to implement perfect human

immune processes on a computer. However, as seen from

other immunology literature (Paul, 1993; Tizard, 1995),

an overall immune reaction is the carefully co-ordinated

result of numerous components such as cells, chemical

signals, enzyme, etc. Therefore, the omission of crucial

components in order to make the development of AIS

simpler and more applicable may detrimentally affect the

performance of an AIS. This implies that appropriate

artificial immune responses can be expected only if the

roles of crucial components of human immune systems

are correctly understood and they are implemented in the

right way.

In this paper, we co ntinue our effort to understand the

roles of important co mponents of artificial immune

systems especially for providing appropriate artificial

immune responses against networ k intrusions. Follo wing

our previous work identifying three different evolutionar y

stages: negative selection, clonal selection, and gene

libraryevolutio n, of AIS b yextensive literature stud y

(Kimand Bentley, 1999a; 1999b), this paper focuses o n

the investigation of the roles of first stage: negative

selection. With implementation details of this stage, this

work presents ho wand which aspects of negative selection can contribute to the develop ment of an

effective network-based IDS.

2 BACKGROUND

2.1 NEGATIVE SELECTION OF THE HUM AN

IMM UNE SYSTEM

An important feature of the human immune systems is its

ability to maintain diversity and generality. It is able to

detect a vast number of antigens with a smaller number of

antibodies. In order to make this possible, it is equipped

with several useful functions (Kim and Bentley, 1999a).

One such function is the development of mature

antibodies through the gene expression process. The

human immune system makes use of gene libraries in two

types of organs called the thymus and the bone marrow.

When a new antibody is generated, the gene segments of

different gene libraries are randomly selected and

concatenated in a random order, see figure 1. The main

idea of this gene expression mechanism is that a vast

number of new antibodies can be generated from new

combinations of gene segments in the gene libraries.

G e n e L i b r a r y

A n t i g e n

A n t i b o d y

Figure 1 Gene Expression P rocess

Ho wever, this mechanism introduces a critical problem.

T he newantibod ycan bind not onlyto har mful antigens but also to essential self cells. T o help prevent such serious damage, the human immune systememplo ys negative selection. T his process eliminates immature antibodies, which bind to self cells passing b ythe thymus and the bone marro w. Fro mnewlygenerated antibodies, onlythose which do not bind to any self cell are released fro mthe thymus and the bone marro wand distributed througho ut the whole human bodyto mo nitor other living cells. T herefore, the negative selectio n stage of the human immune systemis important to assure that the generated antibodies do not to attack self cells.

2.2 THE NEGATIVE SELECTION ALGORITHM

Forrest et al (1994; 1997) proposed and used a negative selection algorithm for various anomaly detection problems. This algorithm defines `self´ by building the normal behaviour patterns of a monitored system. It generates a number of random patterns that are compared

to each self pattern defined. If any randomly generated pattern matches a self pattern, this pattern fails to become a detector and thus it is removed. Otherwise, it becomes a

`detector´ pattern and monitors subsequent profiled patterns of the monitored system. During the monitoring stage, if a `detector´ pattern matches any newly profiled pattern, it is then considered that new anomaly must have occurred in the monitored system.

T his negative selection algorithm has been successfully applied to detect computer viruses (Forrest et al., 1994), tool breakage detection and time-series ano maly detection

(Dasgupta, 1998) and networ k intrusion detection

(Hofmeyr, 1999; Hofmeyr and Forrest, 2000; Forrest and

Hofmeyr, 2000). Besides these practical results,

D´haeseleer (1997) sho wed several advantages o f negative selection as a novel distributed ano maly detection approach.

3 ALGORITHM OVERVIEW

This work used a negative selection algorithm to build an anomaly detector. This was achieved by generating detectors containing non-self patterns. The overview of this algorithm is provided in figure 2 and 3. The negative selection algorithm for network intrusion detection used in this paper follows the algorithm of Forrest et al (1994,

1997), described in the previous section. `Self´ was built by profiling the activities of each single network connection. The detail of self profiling is described in the next section.

M a t c h D e t e c t o r S e t

G e n e r a t e

R a n d o m

S t r i n g s

R e j e c t

y e s

n o

S e l f S t r i n g s

Figure 2 Detector Set Generation of a Negative Selection Algorithm(Forrest et al, 1995)

M a t c h D e t e c t o r S e t

D e t e c t e d

N o n - s e l f y e s

N e w S t r i n g s

Figure 3 Non-Self Detection bya Detector Set

Even though this work follows the implementation details of Forrest et al´s negative selection algorithm, there are two implementation details different from Forrest et al

(1994, 1997). In the encoding of detectors, each gene of a detector has an alphabet of cardinality 10 with values from `0´ to `9´ and the allele of this gene indicates the

`cluster number´ of corresponding field of profiles. As presented in the next section, the self profile built from the first data set has 33 fields and this number determines the total number of corresponding genes in the detectors.

From these 33 fields, the values of 28 fields are continuous and the values of the other 5 fields are discrete. Specifically, the continuous values of 28 fields show a wide range of values. In order to handle this various and broad range of values, an overall range of real values for each field is sorted. Then, this range is discretised into a predefined number of clusters. The lower bound and higher bound of each cluster are determined by ensuring that each cluster contains the same number of records. This modification is necessary in order to save the length of encoded detector.

Furthermore, our implementation of measuring the similarity between a generated detector and a self profile is operated at the phenotype level while Forrest et al´s

(1994, 1997) is performed at the genotype level. In order to measure the similarity between a given detector and a self, the genotype of a detector is mapped onto a phenotype. The phenotype mapped from the evolved genotype is represented in a form of a detector pattern. As shown in figure 5, a field of a detector phenotype is represented by an interval having a lower bound and a higher bound while a field of a self phenotype is described by one specific value. Hence, the first step of measuring the similarity checks whether a value of each field of a self pattern belongs to a corresponding interval of a detector phenotype. When any value of a self pattern field is not included in its corresponding interval of a detector phenotype, these two fields are not matched.

Similarly, for a nominal type of field, two fields match when the values of fields are identical.

The final degree of similarity between a given detector and self example follows the same matching function of

Forrest et al (1994), the r-contiguous matching function.

Thus, the degree of similarity is measured simply by counting the matching corresponding fields. For instance, if an activation threshold, r, is set as 2, the detector phenotype and self phenotype in the figure 4 will match since two contiguous fields, ^Number of Packet~ and

^Duration~, match and this number of contiguous matching fields equals to the activation threshold.

However, if this threshold is set as 3, it is regarded that two phenotypes do not match.

Detector Phenotype =

( Number of Packet = [10, 26], Duration = [0.3, 0.85],

Termination = ‘half closed` , � etc)

Self Phenotype =

( Number of Packet = 14, Duration = 0.37,

Termination = ‘normal`, �.etc)

Figure 4: A Detector P henotype and a SelfP henotype

4 NETWORK TRAFFIC DATA VS

NETWORK INTRUSION SIGNATURE

T he data chosen for this wor k was collected for a part of

the `I nfor mation E xploration Shootout´, which is a project

providing several data sets p ubliclyavailable for

exploration, discover yand collecting the results of

participants 1 . T he set used here was created bycapturing

T CP packet headers that passed between the intra-LAN

and external networks as well as within the intra-LAN.

T his set consists o f five different data sets. T he T CP

packet headers of the fir st set were collected when no

intrusion occurred and the other four sets were collected

when four different intrusions were simulated. T hese

intrusions are:

� Connection identifier: each connectio n is defined b y four fields, initiator address, initiator port, receiver address and receiver port. T hus, these four fields are included in the profile first in order to identifyeach connectio n.

� Kno wn port vulnerabilities: manynetwork intrusions attack using various types o f port vulnerabilities.

T here are fields to indicate whether an initiator port or a receiver port potentiallyholds these kno wn vulnerabilities.

� 3-wayhand shaking: T CP protocol uses 3-way handshaking for a reliable communication. When so me networ k intrusions attack, theyo ften violate the

3-wayhand shaking r ule. T hus, there are fields to check the occurrences of 3-way handshaking errors.

� T raffic intensity: network activities can be observed bymeasuring the intensity over one connection. For example, number of packets and number of kilob ytes

1 Available at http://iris.cs.uml.edu:8080/ network.html .

for one specific connectio n can describe the nor mal network activity of that connection.

T hus, in total, self profile fields had 33 different fields for the data set. Even tho ugh the net wor k profile fields were extracted to describe a single connectio n activity, the data used in this research was too limited to applythis initial profile. T he limit was that the data was collected for a quite short time, around 15~20 minutes. During this brief period, most different co nnectio ns were established only once. An insufficient quantityof data was collected to build different connectio n profiles. T herefore, it was necessar yto group different connections into several meaningful categories until each categor yhad a sufficient number of connections to build a profile. Conseq uently, a total number of connections for each potential profile categor ywere counted.

First of all, the data was categorised into two different groups: `inter-connection´ and `intra-connection´. Interconnection was the group of connections that were established between internal hosts and external hosts, and intra-connection was the group of connections that were established between internal hosts. Furthermore, to preserve anonymity, all internal hosts had a single fake address `2´ and any extra information about external hosts and network topology was not provided. Therefore, the profiles according to specific hosts were insufficient.

Instead, in this research, only the profiles of specific ports on any hosts were considered.

According to various possible categories, the established connection number of each profile was counted. From each case, apart from a profile class that had more than 100 connections, other profile classes were again grouped into other different classes until each class had more than 100 connections. Finally, 13 different self profiles were built. Their class names and the number of established connections are shown in table 1.

In table1, the class column of inter -connection is sho wn as: {(a,b),(c,d)}, where `a´ is an internal host, `b´ is a internal port number, `c´ is a external host address and

`d´ is an external port number. Hence, the connection is established between (a,b) and (c, d). For the class column of intra-connection, `a´ is an inter nal host address, `b´ is an inter nal port number, `c´ is an inter nal ho st address and

`d´ is an internal, port number. *indicates `any´ host address and `any´ port number. In addition, ^well-kno wn~ sho ws the ports in the range 0 to 1023 are trusted ports.

T hese ports are restricted to the superuser: a program must be running as root to listen to a connection. T he port numbers of co mmo nlyused IP services, such as ftp, telnet, http , are fixed and belong to this range. But, many commo n networ k services emplo yan authentication procedure and intruders often use them to sniff passwords. It is worthwhile to monitor these ports separatelyfro mthe other ports. T herefore, if the number of connections for anyprofile categor y, which is based on a specific port on anyhosts, is not sufficient, these categories are regrouped into two new classes, a ^wellkno wn~ port and a ^not well-kno wn~ port.

Table 1 : Self P rofiles

Inter-connection

Class Number of

Connection

{(2, *), ( *, 80)} 5292

{(2, *), ( *, 53)} 919

{(2, *), ( *, 113)} 255

{(2, *), ( *, 25)} 192

{(2, *), ( *, well-kno wn)} 187

{(2, *), ( *, not well-kno wn)} 756

{(2, 53), (*, *)} 940

{(2, 25), (*, *)} 352

{(2, 113), (*, *)} 145

{(2, well-kno wn), ( *, *)} 114

{(2, not well-kno wn), ( *, *)} 6050

Intra-connection

{(2, *), (2, well-kno wn)} 190

{(2, *), (2, not well-kno wn)} 189

5 EXPERIMENT OBJECTIVE

Altho ugh previous wor k using a negative selection algorithm for ano maly detection (Forrest et al 1994;

Dasgupta 1998; Hofmeyr, 1999) sho wed promising results, there had been little effort to applythis algorithm on vast amounts of data. One distinctive feature of a network intrusion detectio n problemis that the size o f data, which defines ^self~ and ^no n-self~, is enor mous. In order for this algorithm to be adopted to a network-based

IDS, it is important to understand whether this algorithm is capable of generating detectors in a reasonable comp uting time. I n addition, it is essential to examine whether its tuning method, which derives an appropriate number of detectors to gain a good no n-self detection rate, works when it is used on the huge size o f real network data. T herefore, a series of experiments were perfor med to investigate these two significant features of the negative selection algorithm.

6 DATA AND PARAMETER SETTING

6.1 SETTING

As presented in section 4, the data used in this wor k produced thirteen different self profiles. Fro m13 different self sets, one self set, {(2, *), (*, 25)} in table 1, which has relativelysmaller number of examp les, 192, was selected for the follo wing experiments. Fro mthe total of

192 examples of the selected self profile, 154 examples were used for generating detectors and 38 examples were applied for testing generated detectors. In addition, the detectors were tested on five different test sets. T he fir st four sets were collected when four different intrusions were simulated (as explained in section 4) and the last set was created bygenerating rando mstrings. T hese five sets have 273, 190, 1151, 273 and 500 examples respectively.

As described in section 3, the negative selection algorithm used in this paper emplo yed the r-contiguous matching functio n. For the follo wing experiments, its matching threshold should be defined. In order to define this number, the for mulas to approximate the appropriate number of detectors when a false negative error is fixed

(D´haeseleer, 1997; Forrest et al, 1994) were used. T hese for mulas are as follo ws (Forrest et al, 1994) :

]1 / ) 1 )( [(

�

� �

� m m r l m P -r

m

. .�.. (1)

s m N

P

1

� �.. (2)

where,

string, self chosen randomly a and string detector a between y probabilit matching the

� l

r = the threshold of r -contiguous matching functio n.

Since l m, , N

s are alreadykno wn, r can be calculated by

using equation (1) and (2). T he calculated r was used in

the follo wing equatio n in order to derive an appropriate

number of detectors,

r

N , and a total number of trials to

generate these detectors,

0 r

N , when the false negative

error,

f

P , is fixed (Forrest et al, 1994).

ln

m f

r P

P

N

�

� �(3) and

�