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Abstract

Theproblemoftrustisoneofthemoreprominentsecurityissuesinonlinecommuni-

cations.Inthisthesis,weproposeanewsecuritythreatmodel,computermediated

introductions(CMI),whereindividualsareintroducedonlineforthepurposeofin-

teractingoffline. Thisisaproblemthathasnotbeenspecificallystudiedinthe

literature,eventhoughaspectsofithavebeencoveredelsewhere. Wethereforecrit-

icallyanalyzetheissueoftrustandreputationinCMIswiththeaimofimproving

trustontheseplatforms.InoneofthemostpopularformsofCMItoday,online

dating,ourfindingsshowthatexistingstandardmechanismsarenotsufficientto

establishmeaningfultrustontheplatform. Whileweproposesomepotentialalter-

nativemechanismsforestablishingtrustinCMIs,thekeycontributionofthiswork

istoidentifythesecuritychallengesthatariseincomputermediatedintroductions

asapreviouslyunrecognizedclassofsecurityproblems. WebelieveCMIhasthe

promiseofeventuallybecominganindependentresearcharea,onethatcouldmakea

realdifferenceinhowpeoplemeet,whetherforbusiness,fun,friendship,orromance.
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Chapter1

Introduction

Theissueoftrusthasbeenstudiedformanyyearsandcutsacrossvariousdisciplines,

includingmathematics,psychology,computerscience,sociology,economics,manage-

ment,humanandcomputerinteraction(HCI),andmarketing[39,85,91,90,125,

144,214,221,244,282,126].Trustcanbeviewedasa“beliefbasedofftheexpec-

tationofother’sbehaviororintention”[229].Itisanotionthat“another’saction

willbefavorabletooneself”[87].Hencetheoutcomeoftrustislargelybasedonthe

attitudeofanother.Baieretal.notedthatwedonothaveabsolutecontroloverthe

thingswecareaboutthemost,suchasourlives,thesafetyofflyinginairplanes,our

reputations,ouremotions,andmedicalcare. Wecannotsinglyandcompletelytake

careofthosethingsallthetimeordeterminewhathappenstothem. Tomakeup

forthis,wemustplacetheminthecareofsomeonewhocanruinthemordestroy

them,astheyplease. Butthey,however,mustbeplacedinsuchpositions. The

issueoftrustthereforeiscenteredon,howdowedeterminewhototrustandwhat

exactlyisbeingentrustedtothecareoftheseindividuals[18].Forexample,aperson

walkingthroughthecrosswalkaftersightingthepedestriansignalhaschoseninthat

instanttoentrustherwellbeingtothedriver,trustingthatthedriverwillwaitand

notcontinuedriving.

Whiletrustisimportantinbothonlineandofflinecommunications,computers

havebecomeanimportantpartofinterpersonalrelationshipsacrosstheglobe[135].

Computermediatedcommunication(CMC)isessentialtohowweconductbusiness

andmaintainpersonalrelationships[27,135,148,34,104].Observablephysicalcues,

eventhoughsometimesineffective,havebeenputinplaceasofflinepromptsused

todetectdeceptionandtodeterminewhototrustandwhatcanbeplacedintheir

trust. However,suchcuesaremissingfromonlineinteractions. Therefore,when

wegoonline,wemustbewary. Anattemptede-commercepurchasecanleadto

fraudulentcreditcardtransactions.Followingthewronglinkinanemailcanresult

1
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incompromisedcredentials. Acceptingthewrongsocialmediaconnectionrequest

cancompromiseourprivacy.

Whileallonlineinteractionsentailsomerisk,someinteractionsareclearlyriskier

thanothers.Amongtheriskiestinteractionsareonesthatcrossoverfromthevirtual

tothephysical. Whenanonlineinteractiongoesbad,wemaysufferharmtoour

bankaccountorourreputation. Whenanin-personinteractiongoesbad,itmayend

inviolenceordeath.Itisthereforenaturalthatwewantadditionalguaranteesfor

potentialin-personinteractionswithstrangerswemeetonline.

Herewedefinecomputermediatedintroductions(CMI)asatypeofcomputer

mediatedcommunicationinwhichonlineinteractionoccursbetweenstrangersfor

thepurposeof(eventual)inpersoninteractions. TwoclassesofCMIarebusiness

CMIandpersonalCMI.BusinessCMIsinvolvesintroducingpeopleonlinetomeet

offlineforthesolepurposeofexchanginggoodsorservicesformonetaryvalue. We

donotclassifyperiodicsubscriptionforaservicethatrequiresmonetaryexchangeas

abusinessCMI.However,ifmonetaryvaluehastobeexchangedeachtimeservices

orgoodsarebeingprovidedbytheCMI,thentheCMIisclassifiedasabusiness

CMI.ExamplesofbusinessCMIsareAirbnb,Uber,andVayable,amongstothers.In

personalCMI,monetaryvalueisnotattachedtotheexchangemade;instead,people

areintroducedonlineandmeetofflinebasedonsharedinterests,hobbies,ortocarry

outsimilaractivities.CouchsurfinganddatingsitesareexamplesofpersonalCMI.In

somecases,someCMIplatformscouldserveasameansofintroducingpeopleforboth

businessandpleasure,therebyservingasacombinationofbothCMIs.Examplesof

thoseincludeMeetup.com,Craigslist,andKijiji.

1.1 Motivation

Ascomputersbecomemoreandmorecentraltohowweinteractsocially,increasingly

computerswillbetheonesestablishinginitialsocialconnections[27,135,148,34,104].

Theseintroductionsarekeypointsofvulnerability,leavingindividualssubjectto

attacksontheirfinances,emotionalstability,andphysicalsafety. Thepurposeof

computermediatedintroductionsistoputincontactpeoplewhodonotknoweach

other.Asaresult,identifyingunsolicitedandspontaneousmessagesthatarethecore

oftraditionalanti-fraudonlineactivitiesdoesnothaveanymeaningwhenappliedto
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CMIs.

ThemajorchallengeinCMIisestablishingtrustinthefaceofthe“slippery

virtualityoftheonlineworld”[81]. Brymetal.[31]disclosesthat89%oftheir

participantswereoftheopinionthatpeopletheymeetonlinemaynottellyouthe

truthaboutthemselves,and85%agreedthat“peoplemetonlinemightbehiding

something.” Whiletheinteractionsthatoccuronlinebetweentwostrangerscanbe

likenedtothoseseenofflineinasocialsetting,suchasabar;however,itshouldbe

notedthattheexpectationforpeopletobetruthfulinbothsettingsaresignificantly

different.Forinstanceindatingsites,ideallypeopleareinvolvedinonlineinteractions

forthepurposeofhavinganofflineromanticrelationship.Assuchitisexpectedthat

bothpartiesaretruthfulintheirrepresentationsofthemselvesbothonlineandoffline.

However,inabarsettingthereisnosuchexpectation. Alsoinsuchasettingitis

difficulttolieaboutthingssuchasaperson’sweightorheight,butonlinethoseare

easiertofake.

InotherCMCswherecommunicationisstrictlylimitedtoonlineinteractions,

usersmainlyfacetheriskofbeingdefrauded;however,CMIusersareexposedto

risksassociatedwithpotentialbodilyharm.Forexample,wecancontactindividuals

representinganonlinecompany,sayforservicesordeliveriessuchasAmazon,to

havegoodsreturned.ButinCMIinteractionssuchasAirbnb,wecannotnecessarily

‘return’apersoncomingtospendthenightinanAirbnblisting.

Wheretheonlineinteractionisacontinuationofanalreadyexistingsocialre-

lationship,suchasmembersofacommunityorganizationinthesamesocialgroup

correspondingviaaFacebookpage,therisksarelowerbecausenobodyisacomplete

stranger. Whenpeoplemeetforthefirsttimeonlineforsocialpurposesasseenin

datingsites,therisksaremuchmoresignificant. Wefocusontheimportanceof

buildingtrustinpersonalCMI,specificallydatingsites,becausewebelievethisisthe

mostvulnerableformofCMI.Datingsitescammersareknowntoexploitthevulner-

ableemotionalstateofunsuspectingusers,makingtheirattacksmoreeffective[69].

Theirattacksdonotjustinvolvemonetarylossbuttheyincludeemotionaltrauma,

violence,sexualassault,andultimatelydeath[69]. Thereforedevelopingeffective

trustmechanismsindatingsiteswillgreatlyimprovethesecurityofotherCMIs.

Onlinedatingplatformsthemselves,havebecomeincreasinglymainstream[237,
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89,236,225,203,43].AsofAugust2003intotalabout,“40millionuniquepeople

visiteddatingsites”[82]andin2006,about7millionhadbeenondateswithsome-

onetheymeton“onlinepersonaladvertisements”[147].In2013,oneineveryten

Americanhadusedadatingsiteorapplication,and66%oftheseusershadgonea

stepfurthertosetupdateswithpeopletheymetontheseplatforms[237].In2014it

wasreportedthat38%ofsingleadultsintheUShadusedanonlinedatingsite[89].

Newreportsemergedin2015thattheuseofdatingsiteshadincreasedfrom10%

in2013to27%amongusersrangingfrom18–24yearsold.Theuseoftheplatform

alsodoubledfrom6%to12%amongusersrangingfromages55–64[236].Apopular

datingservice,PlentyofFishalone,hadanestimated100millionusersasof2015and

3.5millionactivemembersperday[197].Rosenfeldetal.andCouchetal.[225,43]

bothhighlightedtheimportanceofthisrelativelyrecenttypeofinteraction. They

notedthatonlinedatinghaspartlydisplacedfamilygatherings,schools,andparks

asplacestomeetpotentialpartners,andhasalsotakenprecedenceinthe“social

lives”ofpeople[81].Althoughtheirpreciseformatandtargetaudiencevarywidely,

theirbasicformatremainsthesame.Individualscreateprofilesforotherusersofthe

sitetobrowse. Whiletheseprofilesdonotcontainanindividual’sname,address,

orotherstandardidentifyinginformation,theseprofilesdocontaindemographicin-

formation,personalstatements,answerstostandardquestions,and(perhapsmost

importantly)pictures. Typically,otherusersofthesitecansearchforandview

theseprofiles. Whenasuitableprofileisfound,ausercansendtheprofile’sowner

apseudonymousmessage,thusbeginningaconversation.Theconversation’sgoalis

todeterminewhethertoproceedtothenextstep—meetinginperson.Onlinedating

sitesthusfacilitatehighlypersonalinteractionsbetweenpeoplewhootherwisewould

bestrangers.Therefore,thekeyproblemofestablishingsufficienttrusttomovethe

interactionfromonlinetoinpersonbecomesmuchmorecrucialontheseplatforms

[69,43,31,66,111,215,35].

1.2 MainContributions

Thisthesismakesthefollowingcontributions:

1.Definingcomputer mediatedintroductions(CMI)asathreat model

andanindependentresearcharea. Researchhasgeneralizedallforms
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ofcomputermediatedcommunications(CMC)[36],classifyingtheseinterac-

tionsunderregularonlinecommunications,andassuchimplementingstandard

mechanismsinanattempttoestablishtrustontheseplatforms.Ourresearch

identifiestheareaofcomputermediatedintroductionsasaseparatefieldof

researchwherebetterandstrategictrustmechanismsneedtobeputinplace

asaresultofthehigherlevelofpossiblerisks. Someofthestandardtrust

mechanismsarealsoineffectivewhenappliedtopersonalCMI,especiallyonline

datingsites,duetothenatureofinteractionsthatoccuronthisplatform.

2.EvaluationoftrustmechanismsusedinCMIs.Wereview,compare,and

criticallyanalyzethevarioustrustmechanismsemployedbydifferentbusiness

andpersonalCMIs,specificallyAirbnb,Uber, Meetup.com,Vayable,Couch-

surfing,CraigslistandKijiji. Weprovidealternativestrategiesthatcouldbe

implementedtoimprovetrustontheseCMIplatforms.

3.Clearlydefinethethreatmodelofonlinedatingsites.Wecarryoutan

in-depthanalysisofthethreatmodelofatypicalonlinedatingsite,covering

thepossiblethreatsthatcouldexistwhilemakinguseoftheplatform. Wealso

describetheidealtrustmechanismsofdatingsitesandcomparethemwiththose

currentlybeingemployedbythreepopularonlinedatingservices,Match.com,

PlentyofFish,andTinder. Wedetermineifthecurrentmechanismsusedare

sufficienttoestablishtrustandbettersecureusersofonlinedatingservices.

4.Userstudyshowcasinguser’sstrategiesforensuringsafety.Wepresent

auserstudycarriedouttoevaluatehowusersdeveloptrustwhenmakinguse

ofpersonalCMIs.

5.Proposingstrategiesandalternativemechanismsforthedevelopment

ofatrustworthydatingsite model,whichcouldultimatelyleadtobetter

securityonotherformsofCMI.

6.Wemostimportantlyidentifycomputermediatedintroductionsasan

understudiedareaofcomputersecurity.Wespecifythesecuritychallenges

thatariseincomputermediatedintroductionsasapreviouslyunrecognized

classofsecurityproblems,withthehopethattheworkwillencourageothers
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tofurtherstudythischallengethroughuserstudiesandthedevelopmentof

technicalmechanismsspecializedtotheCMIproblem.

1.3 OrganizationOfThesis

Therestofthethesisisorganizedasfollows. Wereviewpreviousworkontheproblem

oftrustinbothonlineandofflineinteractionsinChapter2. Weevaluateandana-

lyzethetrustmechanismsimplementedbysevenCMIsinChapter3.Basedonthe

identifiedmechanisms,weproposemethodsthatcouldbeimplementedinaneffortat

improvingtrustinthoseformsofcomputermediatedintroductions. Wepresentthe

threatmodelofdatingsitesinChapter4,identifyingbothuseranddatingsites’roles,

andfurthermoresurveyingthedifferentscenariosrelatedtotheidentifiedthreats.In

Chapter5,wepresenttheresultsofauserstudydonetofindoutifdatingsitesusers

areabletoidentifythesethreatsforthemselves. Wefurthermoreevaluatethestrate-

giesusersemployindecidingwhototrustwheninteractingwithpeopleintroduced

throughdatingsites,andwedetermineifthesemechanismsareeffectiveenoughto

keepuserssafe.InChapter6wecriticallyanalyzethetrustmechanismsusedbydat-

ingsitesadministrators. Wecomparethosemechanismswiththeidealmechanisms

definedinthethreatmodelinChapter4,todetermineifdatingsites’mechanismsare

sufficienttoprotecttheirusers. Wefurthermorecomparedatingsites’trustmecha-

nismswiththosecarriedoutbyotherCMCs,andwedefinetheuniqueproblemof

establishingtrustinonlinedatingsites.InChapter7,wesuggestalternativetrust

mechanismsthatcouldbeemployedbydatingsitesanddiscusstheevaluationof

thesuggestedmechanisms.InChapter8,wediscussthemaincontributionsmade,

limitations,futureworkandweconclude.

1.4 ResearchPublications

Duringthecourseofthis Mastersdegreeprogram,thefollowingpublicationshave

beenproduced,

1.Obada-ObiehBorke,SoniaChiasson,andAnilSomayaji.“‘Don’tBreakMy

Heart!’: UserSecurityStrategiesforOnlineDating.”,inproceedingsof2017
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WorkshoponUsableSecurity(USEC),February26,2017,SanDiego,California,

USA.

2.Obada-ObiehBorkeandAnilSomayaji.“CanIbelieveyou?EstablishingTrust

inComputer MediatedIntroductions”,inproceedingsof2017NewSecurity

ParadigmsWorkshop(NSPW),October1st-4th,2017,KeyWest,Florida,USA.



Chapter2

Background

Thechallengewithcomputermediatedintroductionsisfundamentallyoneoftrust.

Researchhasindicatedsimilaritiesbetweenonlineandofflinetrust[81,213]. As

such,tounderstandhowtrustworksonline,wereviewresearchdonetoestablish

trustofflineandproceedtoworkononlinetrust.

Thischapterisdividedintofivesections.Inthefirstsection,wereviewtheconcept

oftrust.Inthesecondsection,weevaluatetheresearchcarriedouttoensuretrust

offline. Wereviewworkdoneinanefforttoestablishtrustonlineinthethirdsection

andwediscusscomputermediatedintroductionsinthefourthsection. Weconclude

thechapterinthefifthsection.

2.1 TheConceptofTrust

Researchintosecurityandtrustonlinehasbeenongoingforovertwentyyears[86].

Luhmannarguesthat“humanswouldnotevenbeabletofacethecomplexitiesofthe

worldwithoutresortingtotrust,becauseitiswithtrustthatweareabletoreason

sensiblyaboutthepossibilitiesofeverydaylife”[142].Therearemanydefinitionsof

trust;wereviewsomeofthemhere.

Onedefinitionoftrustisthat,“Trustisthewillingnesstobevulnerablebasedon

positiveexpectationsabouttheactionsofothers”[164].Trustinasocialcontextcan

alsobedefinedas“theextenttowhichonepartyiswillingtodependonsomethingor

somebodyinagivensituationwithafeelingofrelativesecurity,eventhoughnegative

consequencesarepossible”[60].

Fromapsychologicalviewpoint,Deutschexplainstheconceptoftrustthus,“An

individualisconfrontedwithanambiguouspath,apaththatcanleadtoanevent

perceivedtobebeneficial(Va+)ortoaneventperceivedtobeharmful(Va-);he

perceivesthattheoccurrenceofVa+orVa-iscontingentonthebehaviorofanother

person;andheperceivesthatstrengthofVa-isgreaterthanthatstrengthofVa+.

8
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Ifhechoosestotakeanambiguouspathwithsuchproperties,Ishallsayhemakes

atrustingchoice;ifhechoosesnottotakethepath,hemakesadistrustfulchoice”

[150].

Gambettaand Marshexplainedtrustfromamathematicalperspective. While

Marshproposedamathematicalmodelfortrust[150],Gambettadescribestrustthus,

“Trust(or,symmetrically,distrust)isaparticularlevelofthesubjectiveprobability

withwhichanagentassessesthatanotheragentorgroupofagentswillperforma

particularaction,bothbeforehecanmonitorsuchaction(orindependentlyofhis

capacityevertobeabletomonitorit)andinacontextinwhichitaffectshisown

action. Whenwesaywetrustsomeoneorthatsomeoneistrustworthy,weimplicitly

meanthattheprobabilitythathewillperformanactionthatisbeneficialoratleast

notdetrimentaltousishighenoughforustoconsiderengaginginsomeformof

cooperationwithhim.Correspondinglywhenwesaythatsomeoneisuntrustworthy,

weimplythatthatprobabilityislowenoughforustorefrainfromdoingso”[87].

BacharachandGambettafurtherexpoundsontheconcept,“Ingeneral,wesaythat

aperson‘trustssomeonetodoX’ifsheactsontheexpectationthathewilldoX

whenbothknowthattwoconditionsobtain:ifhefailstodoXshewouldhavedone

bettertoactotherwise,andheractinginthewayshedoesgiveshimaselfishreason

nottodoX”[16].

Thesedefinitionsindicatethatatleasttwopeoplemustbeinvolvedbeforethe

notionoftrustcanbeputinplace[220].Inotherwords,asBaieretal.[18]explains,

foratrustrelationshiptooccur,thereisusuallythe“Trustor”whoistheonetrusting

another,andthe“Trusted”,whoisbeingtrusted. Trustmustexistbetweenthe

“Trustor”andthe“Trusted”andinthetechnologyappliedtocreatethesenseof

trust[182].

Variousotherdefinitionsexisttobetterelucidatetheconceptoftrust[60,62,61,

226,227,228,18,97,94,146,284,184];however,allthedefinitionsoftrustindicate

thattrustexistsbecausethereisthepresenceofrisk[38,65,164,61,143,94,240,

199,118,202,136]. Wetrustwhenwecannotpredictorforeseetheactionsofothers,

andthereforeresorttobelievingthattheseotherswillactinourbestinterest[220].

Intrustingwearetherefore“choosingtoputourselvesinanother’shands,inthat

thebehavioroftheotherdetermineswhatwegetoutofasituation”[150].Itis
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accepting“another’spossiblebutnotexpectedillwilltowardonewiththeconfidence

thatanothercouldnotharmone,althoughtheycouldharmone”[18,65,60,137,61].

Therelationshipbetweenthesepartiesandtheriskinvolvedhasbeendefinedthus,

“Iftheleveloftrustsurpassesthethresholdofperceivedrisk,thenthetrustorwill

engageinrisk-takingintherelationship”[164].Theproblemoftrustismainlyhow

todeterminewhoorwhatservicesshouldbetrusted,eveninthepresenceofrisks.In

subsequentsections,wegiveinsightintopreviousworkdonetoaidthedevelopment

oftrustinbothofflineandonlinecommunications.

2.2 TrustinPhysicalEnvironments(OfflineTrust)

AsillustratedbyMarshetal.,intheeventthataperson’scarisbrokendownonthe

streetandamandressedinoverallssimilartothosewornatacarrepaircompany

showsupinacompany’struck,thepersonwillmostlikelyhavethemantakealook

athisbrokendowncar.However,thepersonismorelikelytoaskquestionsandtryto

validatetheman’sidentityifthemanshowsupdressedcasuallyinjeansandashirt,

withoutthecompany’struck[150].Intheofflineworld,basedonphysicalattributes

andobservablecues,humansdecidewhototrustandwhatexactlycanbeentrusted

totheircare[60,62,61,226,227,228,18,97,94,146].

Considerableresearchhasbeendonetodeterminewhatcuesindicatesdeception

inordertodecidewhototrustwhencarryingoutphysicalcommunications.Ekman

andFriesenetal.discoveredthatdeceptionprompted“guilt,stressandfearofde-

tection”[71].Heexplains,“Thisleadstooutwardbehavioraldisplaysfromwhicha

person’struestateordeceptiveintentcanbe‘read.’”[71].Thesecuescouldeitherbe

verbal[254,180,12,17,112],ornon-verbal[273].Strategiestodetectthepresence

ofdeceptionincludesanalysisofaudio[10],wherebyanincreaseinthepitchofan

audiocouldindicatedeception[72,32,99,109,121,133];alsoanalyzingthelevels

ofstressinthevoicecouldindirectlyindicatedeception[129]. Othersignsofphys-

icaldeceptioncouldincludenegativeaffect,cognitiveload,sweating,arousal,and

blinking[291,241].Deceptioncouldalsobedetectedthroughlinguisticcues,suchas

mentioningcertainwordsorphrases,ortheuseofcomplexormuchsimplersentences

inspokenwords[166,167,33,187,272,268,289].Deceiverswillalsotrytodistance

themselvesfromtheliebeingtoldandthiscanbenotedintheiruseof“pronouns,
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verbtense(morepastorfuturetensebeingusedthanpresenttense),passivevoice,

andmodifiers”[26,105,187,265,177,109].Toolsarenowavailableforautomatically

analyzingspokenwordsorlanguagesforthepresenceofdeception[183,247,232].

Zaketal.[288]soughttofindoutwhypeopletrustsomepeopleandnotothers.

Theywantedtoknowiftherewassomeformof“neurologicsignal”inthebrain

thatindicateswhentrustshouldbegiven.Zaketal.comparedhumanstorodents,

whosebrainchemical,oxytocin,indicatesthatanotheranimalissafeandcanbe

approached.Theycarriedoutanexperimentthatinvolvedpeoplemakingdecisions

basedontrust,andwithdrewbloodfromtheparticipants’armbeforeandafterthat

decisionwasmade,tomeasurethelevelofoxytocin.Theparticipantsweresplitinto

trustorsandtrustee.Itwasfoundthatthemorethetrustor’strustwasnotbetrayed

bythetrustee,themoreoxytocintheyreleased. Toensurethechangeinoxytocin

wasnotcoincidental,theresearchersadministeredsyntheticoxytocintothebrainof

someoftheparticipantsandtheyfoundthat“oxytocinappearedtoreducethefear

oftrustingastranger.”[288]

Ring&VandeVen[223]notesthattrustcouldalsobeestablishedbasedonrep-

utation.Reputationisthesubjectiveexpectationorcollectiveideologypeoplehave

aboutthebehaviorofanotherbasedontheinteractionhistory.Itisthe“aggre-

gatedopinionthatpeoplehavebasedonpastbehaviorsofcharacter”[150]. Ring

&VandeVen[223]furtheremphasizesthattrustincreasesasthenumberofsuc-

cessfulinteractionsoccurbetweenthetrustorandthetrusted. Wecanhavesome

trustininteractionswithastrangerifwecanhavesomeassurancethattheyhave

hadsuccessfulinteractionswithothers.Thirdpartiescanvouchforanindividual’s

trustworthinessbyattestingtoaspectsoftheirreputation.

Baieretal.howevernotedalsothatsometimesinofflineinteraction,trustcan

begivenimplicitlyevenwhenthereisnoassurancethatthepersonbeingtrusted

willactfairly. Thiscanbeseeninthecaseofkingstrustingslavestonotpoison

theirdrinks,orinthecaseofawar,wherebythereisanimplicittrustthatonce

thewhiteflagisshown,theopposingenemywillretreatfromfighting. Thissame

trustcomesintoplaywhenpeopleaskstrangersfordirections;theytrustthatthey

willnotbemisguided[18].Ashermanetal.notesthatsometimeshumansgivetrust

becauseweimplicitlybelievethepersonwilldousnoharm,untilprovenotherwise
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[15]. Diego[87]andSmith[238]alsotalkedabouttheroleofcooperationintrust.

Smithwrote,“Ifthereisanysocietyamongrobbersandmurderers,theymustatleast

...abstainfromrobbingandmurderingoneanother”[238].Fukuyamaetal.,whoalso

didastudyofhowtrustdevelopsinphysicalcommunities,believedthat“community

stronglydependsonmutualtrust”andthattrusthappenswhen“communityshares

asetofmoralvaluesinsuchawayastocreateexpectationsofregularandhonest

behavior”[86].

Corritoreetal.comparedofflineandonlinetrustintermsofGenerality,Kinds,

Degrees,andStages.Theyfoundthatbothofflineandonlinetrustweresimilarand

gaveexamplesundereachtypeoftrust[42].Inthenextsectionwediscussresearch

ontrustinonlinecommunications.

2.3 TrustinCMC(OnlineTrust)

Tofostersecuredandpositiverelationshipsincomputermediatedcommunications,

trustmustalsoexist,evenifnoin-personinteractionevertakesplace.Corritoreetal.

specificallydefinesonlinetrustas“anattitudeofconfidentexpectationinanonline

situationofriskthatone’svulnerabilitieswillnotbeexploited”[42].Thequestion

thenarises,howcantrustbebuiltorimprovedbetweentwoormorestrangersinan

onlinevirtualcommunity?Researchhasgonealongwaytoshowthattrustisbetter

builtface-to-facethanovervirtualcommunications. Handyinsiststhatultimate

trustcanonlybeformedbytouch[107].However,thiscannotbeappliedinvirtual

communitieswheretrusthastobedevelopedintheabsenceofphysicalcontact.

Cuesthatarenormallyemployedtodetectdeceitinface-to-facecommunications

maybeineffectivewhenappliedtoonlineinteractions. Peopleinvolvedinonline

communicationscaneasilycreateanidealpersonawhichDonathetal.[64]refers

toas‘onlineperformance’.Therefore,asCastelfranchietal.explainstheproblem,

“Onwhichsignsandqualitiesdowebaseourtrustinaface-to-facecommunication,

andhowcanwesubstitutethesepropertiesinelectronicinteractions?”[56].Based

onofflinetrust,threemainstrategieshavebeenimplementedinanattempttosolve

theproblemoftrustinonlinecommunications. Thesemechanismsaretheuseof

reputationsystems,multimedia-basedtrustandcryptographictrust. Weevaluate

theworkdoneinbuildingtrustusingthesemechanismsinCMC.
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2.3.1 ReputationSystems

Theuseofreputationsystemsiscommonplaceinonlineinteractions,wherebybased

onpastexperience,peopletendtopredictthefuturebehaviorofothers.Bothrepu-

tationandtrustarerelated:trustbirthsgoodreputationandgoodreputationleads

totrust[218,63,217,290].

Dasguptaetal.,whoexploredtheimportanceofbuildingtrustinvirtualcom-

munities,linkedexpectationtoreputation,explainingthatreputationaffectsusers’

expectation. Theyinsistthatreputationcanonlybebuiltovertime,wherebyfor

reputationtobesuccessfullydeveloped,thetrustormusthavehadpreviousexperi-

enceswiththetrustedparty[58]. Thereisthereforetheproblemofhowuserscan

formtrustinonlinecommunicationswithouthavinghadpriorencounterswiththe

otherparty.

Whilereputationincommunitiesistraditionallymediatedbyhumans,workon

trustine-commercehascenteredaroundhowcomputersystemscanserveastrusted

thirdpartiesforthepurposesofmaintaininganddisseminatingreputationinforma-

tion.Inearly2000,Zachariaetal.proposedtworeputationmechanismsthatcouldbe

usedtoaddresstrustproblemsine-commerceandotheronlinecontexts[287].The

authorsproposedSporasandHistros,whichtheauthorsexplainedcanbeapplied

tolooselyandhighlyconnectedcommunitiesrespectively.Sporasworkssuchthat

newusershaveastandardreputationvalueandastransactionsarebeingcarriedout,

basedonthereputationfeedback,theuservalueeitherincreasesordecreases.Histros

isaweb-of-trustbasedmechanismwhereuserstrustotherusersbecausesomeonethey

knowhadtrustedtheminthepast.

Likeinofflinecommunications,cooperationinthecommunitywasemphasized

byBoydasamajorrequirementtobuildmutualtrustinCMC[30].Boydfocused

hisevaluationoneBay(in2002),statingthateBayhassuccessfullybeenableto

buildmutualtrustontheirplatform.Asaresult,thishasledtobettersecurityin

theservicesofferedtothecommunityeBaybuilt. Thismutualtrustaccordingto

theauthorreemphasizesDeutsch’sopiniononbuildingtrust,whichstatesthat“the

trustworthypersonisawareofbeingtrustedandheissomehowboundbythetrust

whichisinvestedinhim”[60].Theauthorexplainsthatcommunitytrustisthetrust

thatmakeseBaystronger.Boydinsiststhatthoughsafetyandsecuritymechanisms
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havebeenintroducedsuchasescrowagentsintheonlinecommunity,themajorthing

thatsafelysecureseBayusersiscommunity,which Weisulinhispaperreferstoas

“creativeself-policing”[30].Boydclaimsthatwhenalltransactionsandinteractions

aremadeopenlyintheclearsightofotherusersthenthereisthehighprobability

ofpeopletoactjustlyandfairly[30].Boyd’sresearchwashoweverconductedfifteen

yearsago.

LiXiongetal.alsoacknowledgedtheimportanceoftrusttohelpreducethreats

inonlinee-commercecommunities.TheyintroducedPeerTrust,areputationsystem

toassistingaugingthetrustworthinessofthoseinvolvedinonlinecommunication.

PeerTrustalsoemployedafeedback-basedreputationmodelwherebypeersaremade

torateatransactionandtheoverallratingisthesumoftheratingsaggregatedin

thepastsixmonths[283].Theauthors’claimthattheuniqueapproachusedinthe

developmentoftheirmodelwasbasedontheuseoffivefactorswhichwere,number

oftransactions,credibilityoffeedback,feedbackreceivedfrompeers,transaction

contextfactorandcommunitycontextfactor.Toachieveahighervalueofreputation

onemustincreasethenumberoftransactionsdone[283]. Carraraetal.alsodid

athoroughevaluationofreputationsystems,andexplainedthatthepunishment

andrewardsystemisagoodwaytokeeppeopleincheckwhenusingCMC.The

punishmentcouldbeadrasticreductionoftheirratingsonthereputationsystems

orpossiblybanningthemfromusingthesystem[37].

Virtuallyeveryplatformtodaythatallowsprovidersofgoodsorservicestobe

matchedwithcustomers(e.g.,eBay,Amazon)supportssomeformofonlinereputa-

tion. Buyersratesellers,andsometimessellersratebuyers.Lowratingcanresult

inlossofbusinessorcompletelossofaccess.Similarmechanismsareevenemployed

inonlinemarketplacesforillicitgoodsandservices[116],withsellerswithhigher

reputationbeingabletodemandhigherprices.

2.3.2 Multimedia-basedTrust

Whilepeoplewillfactorinareputationscoreintotheirdecisionastowhetherto

trustastranger,peoplealsomakeuseofvisualandauditorycuesonline,justasthey

doinface-to-faceinteractions—eventhoughthosechannelsaremucheasiertofalsify

online. Wereviewthisresearchbelow.
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Bosetal.evaluatedthedevelopmentoftrustinfourcommunicationmodalities:

face-to-facecommunication,video,audio,andtext.Theauthorsrecruitedsixty-six

subjectsandtestedthemwithasocialdilemmagame,Daytrader.Theyobservedthat

thegroupwithtextcommunicationhadthemostdifficultybuildingtrust,andthat

theaudioandvideodidalmostaswellasface-to-facecommunication. Theauthor

founditsurprisingthattheaudioandvideohadsimilarresultseventhoughthevideo

wasdoneinveryhighdefinitionstandardsandtheaudioconversationswerecarried

outusingacheapphone[28].

Appearanceseemstomatterwhendeterminingtrust. Multipleresearchershave

observedthattheattractivenessofastrangercorrelateswithhowtrustworthythey

areperceivedtobe[224,279,280,68]. Aphotographofapersonwithasmileis

enoughtoimprovetrustinsocialdilemmagames[230]. Steinbruecketal.[243]

foundpeopleshowedmoretrustine-commercesiteswhenpersonalpictureswere

used. Morerecently,Ertetal.[77]carriedoutauserstudyofAirbnbusersto

discoverifusersarelikelytotrustanapartmentownermorewhenpersonalphotos

areuploadedontheAirbnbsectionoftheirapartmentad. Theirresultsindicated

thatpersonalpicturesofthehosthadagreaterinfluencethanthehost’sreputation.

Usersinthestudypickedaccommodationwithplaceswhoseownersuploadedcute

personalpictures,evenifthereputationsofthoseplaceswerelow. Theeffectwas

stillpresentevenwhencontrollingforthehosts’attractiveness.

Otherresearchershoweverfoundthattheeffectofpicturesontrustonlineisnot

sostraightforward. Withonlinedatingsites,overlyattractivepicturesseemtoreduce

trust[168].Scharlemannetal.evaluatedthepresenceofsmilesinpicturestofind

outifthisbreedsmoretrustinpeople.Theauthorswereoftheopinionthatthere

weresilentcuespeopleunconsciouslyconsiderindeterminingwhototrustandone

suchcuewassmiles.Toconfirmtheirhypothesis,theauthorscarriedoutauserstudy

involving120participantswhereatrustgamewasplayed.Theresultsshowedusers

tendtotrustandcooperatewithstrangerswhosepictureshadasmile.Theauthors

insistthatfakinga‘real’smileishardtodoandasmilecouldevenleadtoacriminal

beinggivenalessersentence[230]. Riegelsbergeretal.alsoexaminedtheeffect

ofaddingpicturesofsmiling,happysalesassistantstoecommercesitesusing115

subjectsandtwelvesites(halfwithgood,halfwithpoorreputations).Theauthors
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observedthatthereputationofpoorsiteswereincreasedbytheadditionofpersonal

photoswhilethereputationofgoodsitesdecreased.Theauthorsconcludedthatthe

presenceofphotosgenerallyseemedtodecreaseparticipants’abilitytodistinguish

betweentrustworthyanduntrustworthypartiesonline[221].

2.3.3 Cryptographicapproaches

Althoughcryptographyplaysasignificantroleinsecuringonlineinteractions,itpro-

videsremarkablyweaktrustguaranteesinpracticeinthecontextofe-commerceand

computermediatedcommunications. TLSprotectscommunicationbetweenback-

endservicesandmobileandwebapplications;however,TLSisalmostneverusedto

authenticateindividuals,despitethestandard’ssupportforend-userauthentication

throughclientcertificates. Cryptographers,however,havedevelopedprotocolsfor

someonlinedating-relatedtasks.

MikhailandDukhovnietal.proposedcryptographicprotocolstotrytosolvethe

DatingProblem.IntheDatingProblem,AliceandBobhaveacrushontheother,

buttheyareunawareoftheirmutualinterest.Theywouldlovetolettheotherknow

oftheirinterestonlyiftheotherpartyisinterested[181,67].

Miersetal.alsodevelopedaprotocolthatcouldhelpAliceproveherSexually

TransmittedInfection(STI)statustoherpastmatchorherpotentialmatchBob,

withoutBobknowingthatsuchinformationcamefromAlice.IfBobwasapast

match,BobcandecidetogethisSTIstatustested.Ifheisapotentialmatch,and

BobhasnoproblemwithAlice’sstatusandwantstobematchedwithher,thenAlice

canrevealherrealidentity,elseshedoesn’tandBobnevergetstofindoutwhoAlice

trulywas[179].

Lysyanskayaproposedanidealdatingsitethatcouldfunctionusingcryptography;

however,themodeldoesnotfocusontheissueoftrustbutthebasicfunctioningof

datingsites.Inthemodel,AliceandBobarematchedbyamatchmakingservice,

SophistiCats.com. AsaresultofusingmultipartycomputationorSecureFunction

Evaluation(SFE),SophistiCats.comhasnoideawhoAliceandBobareorthatthey

haveevenbeenmatched. AliceontheotherhandcanlogontoSophistiCats.com,

makinguseofanonymousauthorizationthatpreventsanyonefromknowingheriden-

tity. Afterlogin,AliceusesanonymouschannelstocontactBobandviceversa,
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whichmakesitimpossibleforAliceandBob’sISPtoknowthattheyareaccessing

theservicesofSophistiCats.comorthecontentofthemessagesbeingsent. Alice’s

roommate,Eve,howeverknowsaboutAliceandBob’sbuddingrelationshipaswell

asthecontentinsomeofthemessagesBobsent.ThisisbecauseAlicehasdiscussed

someofhermessageswithBobandevenpostedafewonherfridge.However,Eve

isincapableofreadingtheflowofmessagesbetweenAliceandBobbecausetheyare

allencrypted. Also,thedigitalsignaturesAliceandBobusesmakesitpossiblefor

themtobeabletodifferentiaterealmessagesfromfakeones[145].

2.4 TrustinComputer MediatedIntroductions(CMI)

CMIareatypeofcomputermediatedcommunicationwherethepurposeofthecom-

municationistofind—beintroduced—tootherindividualsinordertointeractinthe

physicalworld.UnlikeotherformsofCMC,communicationsdonotendonlinebut

aremovedoffline.ItshouldbenotedthatCMIissignificantlydifferentfromtheshar-

ingeconomy.Inthesharingeconomy,emphasisisplacedontheideaofexchanging

goodsandservices.Itisdefinedasan,“economicmodelbasedupontheexchange

ofhumanorphysicalresourcesbetweentwoindividuals,whereapersonwhoneedsa

goodoraservicecanborroworrentitfromanotherwhohasit”[57].Someexam-

plesofthesharingeconomycannotbeclassifiedastypesofCMIsandviceversa.For

example,whileeBayandAmazon’smechanicalturkareexamplesofthesharingecon-

omy,theydonotfallunderCMIs,becausenoofflineinteractiontakesplace. Also,

datingsitescannotbeclassifiedaspartofthesharingeconomy. Carpenternoted

thattheanonymityCMCoffersleadstopeoplesharingmuchmorepersonalintimate

informationonlineandatfasterratethanface-to-face“becausetheimmediateconse-

quenceismuchlessseverewithoutphysicallybeingpresent”[274,249,10].However,

inCMIthesepeopleeventuallymeetinpersonandmayfacegreatconsequencesif

introducedtodeceptivepeopleonline.ThekeychallengethereforewithCMIisthe

riskofexploitative,fraudulent,criminal,andevenviolentinteractionswhenoneis

introducedtothewrongpeople.IntermsofpersonalCMIs,specificallyonlinedating,

conventionaltrustmechanismsdiscussedabovemaybeineffectiveduetothenature

oftheinteractionsthatoccuronthisplatform.

OnlinedatingstartedwithMatch.comin1995,whichmovedtoalgorithm-based
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matchingin2000andthentobeingonhandhelddevicesin2008[80].Beforethen

peopleseekingpotentialpartnersmadeadvertsinthenewspaper[140]. However

onlinedatinghasnowbecomeverypopularwithover2,500datingsitesbecoming

operationalintheUSaloneasat2013[292,140]. Whilesomepeopleengagethese

platformstocarryoutonlinechattingandflirting,majorlytheendgoalofonline

datingplatformsvariesfromcasualsextomarriage[122,92,294],whichallinvolves

offlineencounters.AsofJune2016,theofficialAppleStorerecordedthat“8ofthetop

150grossingsocialnetworkingappsweredesignedforonlinedating”[36]. Whittyand

Carretal.predictedthatthepopularityofonlinedatingplatformswillkeepgrowing

becauseoftheincreaseinthepopulationofsinglesandtimedemandwhichprevents

peoplefrommeetingintherealworld[278].

Andersonetal.explainsthatwhenpeoplestarttosharemuchmorepersonal

informationonline,trustiscreatedandthenintimacy[10],and“thatthesharing

ofmorepersonalinformationleadstostrongerfeelings”[178].Problemsarisewhen

oneofthesepartiesisinsincere. Withtheincreasingpopularityofdatingsiteslotof

researchhasbeencarriedoutontheplatform[152,281,106,252,293,211,74,108,

122].Nonehassolelyfocusedontheuniqueproblemofestablishingtrustindating

sites.

2.5 Conclusion

InthisChapter,wereviewedtheextensiveresearchdoneinanattempttoestablish

trustinavarietyofcontexts.Note,however,thatlittleofthisworkappliesdirectly

tothetrustmodelofbusinessorpersonalCMIs.Inthenextchapterweevaluatethe

specifictrustmodelofsevenCMIs.



Chapter3

CriticalAnalysisofTrustStrategiesUsedinSpecificCMIs

Tobuildandmaintaintrustinusers,differentmechanismshavebeenputinplace

byvariousonlinecommunities. Theaimofthischapteristofindoutthespecific

mechanismsthatarebeingemployedbyCMIstoensurepeoplefeelsafeenoughto

trustthattheseplatformsareintroducingthemtocrediblepeoplevoidofillintentions.

Trustcanbesaidtoexistonlinewhenthereis“mutualconfidencethatnopartytoan

exchangewillexploitanother’svulnerabilities”[62,137]. MorganandHuntfurther

explainthattrustcanbesaidtoexist“whenonepartyhasconfidenceintheexchange

partner’sreliabilityandintegrity”[184]. Therefore,allmechanismsthathavebeen

putinplacebytheseCMIstoensureusershaveconfidenceinthereliabilityofthe

CMI’sservices,bothofflineandonline,willbeconsideredastrustmechanisms.

AsexplainedinChapter1,twotypesofCMIsexist,businessCMIandpersonal

CMI.InbusinessCMIs,peopleareintroducedonline,solelyforthepurposeofex-

changinggoodsandservicesoffline,foramonetaryvalue.Examplesofsuchinterac-

tionscanbefoundinUber,Airbnb,andLyft.InpersonalCMI,peopleareintroduced

onlineandmeetofflinebasedoncommonhobbiesandinterestsinordertocarryout

similaractivities.NomonetaryexchangeoccursinpersonalCMIs.Examplesinclude

theservicesofferedbyanapplicationcalledCouchsurfingandalsodatingsites’ser-

vices. AcombinationofbothbusinessandpersonalCMIexistsandcanbeseenin

theservicesprovidedbyCraigslist.Inthischapter,weevaluatethreebusinessCMIs,

Airbnb,Uber,andVayable,andonepersonalCMI,Couchsurfing. Wealsoanalyse

threeCMIsthatoffercombinedservices,whichareMeetup.com,Craigslist,andKijiji.

Therestofthischapterisdividedintoeightsections.Insectiononetosix,

weexplainhoweachCMIplatformfunctionsandevaluatethetrustmechanisms

thathavebeenputinplace.Insectionseven,weanalyzetheviabilityofthetrust

mechanismsanddeterminehoweffectivethesemechanismshavebeenindeveloping

trustandkeepinguserssafe. Weconcludeinsectioneight.Itshouldbenotedthatthe

19
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trustmodelofonlinedatingsitesisnotexplainedinthischapter;thisisbecauseof

theuniquenessofthetypeofinteractionsthatoccurontheplatform.Insubsequent

chapters,weevaluatethetrustmechanismsofdatingsitesandcomparethemwith

thosesuccessfullyappliedbytheseCMIs.

3.1 Airbnb

Airbnbisanonlinecommunitymarketplacethatprovidesaccommodationandevents

services.Theseservicesaremainlypatronisedbytravellerswhoareeitherlookingfor

cheaperplacestolodgeinorthoseinsearchoflocalswithwhomtheycanexperience

thecity[1].Themarketplaceismadeupofhostsandpotentialguests.Hostsoffer

theirhomesassourcesofaccommodationforaspecifieddurationoftime.Thehosts

listtheirhomesontheplatform,specifyingthelocation,amenities,price,theduration

forwhichitwillbeavailable,andhouserules.Thepricesareatamuchlowerrate

thanconventionalhotelormotellodgingspaces.Inmostcasesthehostrentsout

justaroomorroomsintheirpersonalhouses;assuch,hoststendtoliveinthehouse

withtheguestsforthedurationoftheirstay.

Hostscanalsoorganiseeventsforgueststoparticipatein.Eventsorganizedby

hostsonAirbnbcouldeitherbeimmersion,whichtakeplaceoveracoupleofdays,

orexperiencesthatlastforacoupleofhours[2].Theeventsaremostlycenteredon

helpingpeopleexperiencethecultureofthecityandshowcasethevariousactivities

thatcanbeheldduringthedurationoftheirstay.Dependingontheevent,oneperson

oragroupofpeoplecouldsignuptoparticipateatagiventime.Eventscouldrange

fromwinetastingtohiking,concerts,sight-seeing,avisittoone’sfavoritehangout

spots,surfing,andvariousotheractivities.

TheAirbnbplatformisaformofbusinessCMI,mainlybecausegoodsandservices

areexchangedformonetaryvalue.Theideaofsharingaspaceandhangingoutor

stayingwithastrangermetonlinehasbecomemorecommonplace.In2015alone,

onnewyear’seve,Airbnbhadabout1.2millionguestsstayingwith300,000hostsin

over150countries[188].Onitsofficialwebsite,theAirbnbplatformisdescribedasa

“trustedcommunitymarketplace”,withitsfocusto“buildtheworld’smosttrusted

community”[2].AlookthereforeintotheeffortsmadebyAirbnbtoachievethisgoal

isrelevanttothisresearch.
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3.1.1 MechanismsUsedToDevelopAnd MaintainTrustinAirbnb

Inabidtobuildtrust,Airbnbstatesthattheystartoffbyfirst“beginningwiththe

assumptionthatpeoplearefundamentallygoodand,withtherighttoolsinplace,

wecouldhelpovercomethestranger-dangerbias”[188].Theyfurtherexplain,“To

dosoweneededtoremoveanonymity,givingguestsandhostsanidentityinour

community. Webuiltprofilepageswheretheycoulduploadpicturesofthemselves,

writeadescriptionaboutwhotheyare,linksocialmediaaccounts,andhighlight

feedbackfrompasttrips”[188]. Wegiveabreakdownofthevariousmechanisms

Airbnbhasputinplacetoachievethis.

Verification

VerificationreferstotheprocessbywhichCMIsvalidatetheidentityofthoseusing

theplatform.TosignuponAirbnb,usershavetheoptionofusingtheirFacebook

account,Google,orotheremailplatforms.Ifuserssignupusingotheremailservices,

averificationlinkissenttotheemailaddressforconfirmationpurposes.Inaddition,

bothguestsandhostsarerequiredtouploadaprofilepictureandverifytheirphone

numbers.PhonenumbersareverifiedeitherthroughSMSorcalls,inwhichusersare

givenafourdigitcodethatcanbeusedtoverifytheirphonenumber.

AirbnbalsooffersanadditionalVerifiedIDoptionforbothguestsandhosts.If

auserfulfillstherequirementscontainedintheVerifiedIDoption,averifiediconis

addedtotheuser’sprofile,indicatingthattheuserhasbeenverifiedbyAirbnb.Under

theVerifiedIDoption,userscanbeverifiedbyGovernmentID,PersonalInformation,

orbothdependingonthecountryofresidence[2].

VerificationbyGovernmentIDinvolvestheusertakingapictureoftheirgovern-

mentissuedID,suchasvisa,passport,nationalIDcard,ordriver’slicense,withthe

Airbnbonlineverificationcamera.ThepicturestakenoftheIDmustalsoincludethe

uniqueidentificationnumberoftheIDfortheverificationtobevalid.Theuserat

thesametimeisalsorequiredtotakeaselfieanduploadontheverificationplatform.

Thisselfiemustbealivephotographthatistakenwhiletheverificationprocessis

beingcarriedout. Theselfiewillbecomparedwiththepictureonthegovernment

IDinordertovalidatethatbothpicturesarethesameperson. Airbnbguarantees

thatthepictureontheGovernmentIDwillnotbeusedtoreplacetheperson’sprofile
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picture,andneitherwillthenameontheIDreplaceprofilenames,asuserssometime

usenicknamesastheirprofilenames[2].

VerificationbyPersonalInformationinvolvesusersansweringpersonalquestions

whoseanswersaremostlyknowntoonlytheindividual.Questionssuchasaperson’s

formerstreetaddressorcreditcardinformationcanbeasked[119,88,19]. Whenall

thequestionshavebeenansweredcorrectlythepersonisassignedaverifiediconin

theirprofile.

MakinguseoftheVerifiedIDasameansofverificationisnotarequirementfor

hostsandgueststobeabletobookandinteract.Aslongasbothpartieshavetheir

emailaddressesandphonenumbersverified,theyarenotrestrictedintheactivities

theycancarryoutinthesite. However,hostsusuallystrivetogettheverified

symbolasthisincreasesguests’trustinthehost[222,253,200]. Hostscanalso

makearequestforadditionalverificationfromspecificguests,otherthanrelying

solelyonguest’semailaddressandphonenumberverificationstatus. Verification

canonlyberequestedfromtheguestmakingthebookingevenifotherpeoplemay

beaccompanyingtheguest.

In2013,AirbnbmadeitmandatoryforsomeoftheirgueststouploadtheirGov-

ernmentIDinordertobeabletocompleteabookingofserviceswithahost.The

platformintroducedthisadditionalverificationstepfortwenty-fivepercentofits

guests,withplanstopossiblymaketheverificationstepcompulsoryforallguests

ontheirplatform[19,88].Thisextraverificationprocessonlyshowsupafterguests

aredonepayingfortheirbooking. Moneycanberefundedifguestsareunableto

successfullyprovideapictureoftheirGovernmentID.

TheAirbnbplatformalsoencouragesuserstoconnecttheirAirbnbaccounttoan

onlineplatformorsocialmediaaccount,suchasLinkedIn,Google,orFacebook,to

enhanceverificationoftheirprofiles.

Thevariousverificationmechanismshelpuserstodeveloptrustinthecredibility

ofthepeopletheyinteractwithontheplatform[102].

Privacy

Forallinformationprovidedbyusersontheplatform,Airbnbassuresusersthatthe

informationistransferredontheinternetusingencryptiontechniquesemployedby
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creditcardcompanies. Theyexplainthattheywillneverdisclosethebillingand

payoutinformationofgueststohosts.Theyalsostatethattheinformationgathered

fromtheiruserswillnotbecompromisedandwillonlybesharedwhenneededwith

thirdpartiessuchasmarketers.

Inaddition,informationaboutaperson’sgovernmentIDisstoredinanencrypted

form,withaverysmallnumberofpeoplehavingaccesstotheoriginalrecords.If

knowledge-basedpersonalquestionsareusedforverification,thequestionsandcor-

respondinganswersarenotstored. Theyfurtherexplainthatthirdpartiesusethe

storedinformationinaccordancewithAirbnb’spolicies.Thiscouldhelpuserstrust

thattheirinformationiswellprotected.Itcanalsoencourageuserstosharemore

informationinordertoaidverificationprocesses[2].

BackgroundChecks

ForusersintheUS,whereapplicablebylaw,Airbnbmaysometimesrunbackground

checksusingthenamesanddateofbirthprovidedintheID.Thisisdonetoverify

thattheuserhasnotbeeninvolvedincriminalorsexoffensesinthepast.Thischeck

cansometimesbecarriedoutonusersoutsidetheUSaswell,ifAirbnbcanobtain

alocalizedversionofthereportunderapplicablelaws. Airbnbhoweverstatesthat

theycannotguaranteethatthesecheckshavebeenrunoneveryhostandguest.In

addition,theydonotrunchecksonadditionalpeoplethatmaybeaccompanyingthe

guestsbookingtherequests.

ReviewConversations

Accordingtotheirprivacypolicy,Airbnbcouldoccasionallyreviewconversations

carriedoutontheplatform,eitherdirectlyorthroughthirdparties.Thiscanbedone

inanattempttohidereferencesmadetoothersitesorasameansofpreventingusers

frombeingluredtomakepaymentonothersites.Theycouldalsostoreconversations

astheyseefit,andusethemtoaidinvestigationsifneeded[4].

ListingofProfilestobeIncludedonSearchEngines

Bydefault,Airbnbensuresusers’publicprofilesandtheirlistingareallincludedin

searchengines’results.Thiscouldhelphostsandgueststrustmoreinthecredibility
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ofthesite.

ReviewsandReferences

Afteratriphasbeencompleted,bothhostsandguestsaregiventheoptiontowrite

reviews.Eachreviewislimitedtofivehundredwordsandmustbecompletedwithin

fourteendaysafterthetrip.Afterareviewhasbeenwritten,usershaveforty-eight

hourstoedittheirreview,exceptiftheotherpartyhasalreadywrittenareview.

Reviewsaremadepubliconlyafterhostsandguestshavewrittenareviewabout

eachotherorafterthefourteendayswaitperiod. Airbnbcan,atitsdiscretion,

removeoreditanyreviewthatisnotinlinewithitsreviewguidelinesasstatedin

itstermsofuse[2].

Airbnbalsomakeuseofreferenceswhicharequitedifferentfromreviews.Refer-

encesareusuallywrittenbyaperson’sfriendorfamilymember,inabidtoenhance

theperson’sprofileandtomakeothersknowmoreaboutthepersonthanjustthe

basics. Airbnbincludesareferenceinaperson’sprofileonlyafterthepersonhas

approvedthereferencewrittenforthem.Aspreviousresearchhasshown,thishelps

userstoincreasetheirtrustinthelistingprovidedbythewebsite[210,141,57].

DelayedDisclosureofPhoneNumbers

Airbnbdoesnotshareguestorhost’sphonenumberuntilafterbookinghasbeen

confirmed.Priortocompletingabooking,ifahostneedstocontacttheguestand

viceversa,Airbnbcallstheguestnumberandconnectsthemwiththehost,without

sharingphonenumbers[2].

LinkingtoOtherOnlinePlatforms

IntheeventthatauserdecidestolinktheirAirbnbaccounttotheironlinesocial

mediaplatformsuchasFacebook,theactivitiescarriedoutonAirbnbaswellassome

oftheuser’sinformationmaybeshowntotheuser’ssocialmediafriends. Airbnb

mayalsolinkuptheuser’ssocialmediaprofiletoAirbnbprofile,andincludealinkto

theirsocialmediaplatform,ontheuser’sAirbnbprofile.Also,friendsontheuser’s

Airbnbaccountwillbeabletoseemutualfriendsontheuser’ssocialmediaplatform.

Theinformationprovidedfromtheseaccountscanalsobestored,transmitted,or
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processedbyAirbnb[2]. Airbnbalsoencouragesgueststolookforhoststhathave

theirsocialmediaaccountlinkedtotheirAirbnbprofiles.Thisformoftransparency

couldbuildasenseofconfidenceandtrustinusers.

SafetyTips

Inanattempttohaveasafecommunity,Airbnbhasasetofsafetytipsforhosts

andguests. Aspreviousresearchhasshown,[234,132],whenusersknowwhatto

doandhowtogoaboutcarryingoutsuchsafetytaskstheyaremorelikelytohave

confidenceincarryingoutthesetasks.Hence,havingsafetyprecautionarymeasures

onthesitehelpstoboostusers’trustinthesiteandintheservicesprovided.

StatingOffenses

Intheeventthatabackgroundcheckisconducted,Airbnbliststheoffensesthat

couldresultintheremovalofaperson’sprofilefromtheplatform. Theseoffenses

include[2]:

1.Aviolentcrime

2.Certainsexualoffenses,includingserioussexoffensesandprostitution

3.Felonydrug-relatedoffense

4.Certainfraudanddishonestyoffenses,includingidentitytheft

5.Certaintheftoffenses

6.Offensesinvolvingcertaintypesofpropertydamage

7.Certaininvasionofprivacyoffenses

MessagingPlatform

Airbnbalsoprovidesamessagingplatformforguestsandhostssuchthatemailex-

changecanbecarriedoutwithouteitherpartyknowingtherealemailaddressof

theother.TheplatformprovidesatemporaryAirbnbemailaddressthatmasksthe
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realemailaddressusedtosendmessages,anddoesnotrevealit,evenafterbook-

inghasbeenconfirmed.Ifaninteractionortransactiondoesn’tworkasplanned,

communicationcaneasilybecutoffbetweenhostsandguests.

Payment

Airbnbencouragespeopletomakepaymenttohostsusingtheirplatformandnot

throughothermeansspecifiedbythehosts[2].Thefundspaidareonlyreleasedto

thehost,twentyfourhoursaftertheguestchecksin.Thisisdonetogivegueststhe

opportunitytonotifyAirbnbifsomethingisoffaboutthebooking[188].

LevelsandSuperhost

Airbnbassignslevelstousersbasedontheiractivitiesinthesiteandontheircom-

munityforums. Whenusersaskquestionsonforums,theresponsegivenbypeople

withahigherlevelnumberareratedhigherthanthosewithalowerlevel[3].

Airbnbalsoassignssuperhoststatustohostswhohavemetsomespecificcriteria.

Forhosttogetasuperhoststatustheymusthavesuccessfullycarriedoutatleastten

tripsinayear,haveafivestarreviewwithatleasteightypercentoftheirreviews,

havearesponsetomessagesrateofatleastninetypercentandabove,andmustrarely

evercancelreservationsmade[5].Everysuperhosthasabadge,henceitisquiteeasy

forpeopletoidentifysuperhosts. Userstendtotrustsuperhostsmorethanhosts,

andarelikelytomakemorebookingswiththem[131].

Flagging

WhileAirbnbdoesnotallowuserstoblockeachother,suspiciousmessages,profiles,

andlistingscanbeflaggedtonotifyAirbnbtolookintothoseactivities[7].

24/7CustomerSupportandaDedicatedTeam

WhileAirbnbadvisesuserstocontactthelocalpoliceandemergencyshouldsome-

thinggowrongwhilestayingwithahost,theyalsoletusersknowthat24/7customer

supportisavailabletothemindifferentlanguages.Airbnbalsostatethattheyhave
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ateam“dedicatedtomonitorunusualactivitiesintheplatform.”[2]Allofthese

mechanismshelpbuildusertrust.

3.2 Uber

UberisabusinessCMIthatenableseasyconnectionofdriverstoridersthroughthe

useofeithertheirmobileapplicationormobilesite[257].Uberisdifferentfromthe

typicaltaxiservicebecauseUberdriversdonotmakeuseofstandardcompanycars,

butrathermakeuseoftheirowncarsinordertoprovidetransportationservices.

TomakeuseofUberservices,potentialdriversandriderssignupeitheronUber’s

websiteorthroughtheapplication. Aftersignup,riderscanmakearequestfora

ride,towhichUberdisplaysthetotalamountfortherequestedtrip.Iftherider

confirmstopayforthetrip,Uberthenlocatestheclosestdriveravailabletopickup

theriderandsendsarequesttothedriver.Therequestcontainsanotificationthat

ariderwantstobepickedup;however,thedriverisunabletoseethepictureofthe

potentialrider.Thedriverhastheoptionofacceptingordecliningarequest.Should

arequestbeaccepted,ridersarenotifiedbytheUberapplicationthatadriverwill

bepickingthemupshortly.Theriderscanalsoviewthedriver’sname,pictureand

carlicenseplatenumberaswellasthereviewsandratingsofthedriver.

Uberalsonotifiesridersoftheamountoftimeitwillrequirefordriverstoarrive

attherider’spickuplocation. Uberprovidesbothridersanddriversamapview

ontheapplicationthatshowstheexactplacebothpartiesare,andhowlongit

willtaketoarrivethere. Oncethedriverarrivesattherider’slocation,thetripis

started;itendswhentheriderarrivesattheirdestination.Inmostcasesriders’bank

cardinformationorPayPaldetailsislinkedtotheirUberaccount,hencetherideis

automaticallypaidforwithouttheriderhavingtopayusingcash.

ListedbelowarethevarioustrustmechanismsUberemploys.

3.2.1 MechanismsUsedToDevelopAnd MaintainTrustinUber

Verification

InordertosignupforUberservices,usersrequireavalidemailaddressandphone

number. Afterfillinginpersonaldetailsandpreferredlanguage,anSMSissent
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tothephonenumbertoconfirmthenumberexists,afterwhichusersarerequired

tofilloutpaymentdetails.Insomecountries,Uberrequiresuserstohaveavalid

credit,debitcard,orsome3rdpartyservicessuchasPayPaltofacilitatecollectionof

requiredfunds[260].Inothercountries,Uberallowsthecollectionofcashpayment

[258,248,189]. Ubersendsreceiptsoftripsmadetotheemailaddressprovided

duringsignup.

MaskingofPhoneNumbers

Uberhasonrecordthephonenumbersofboththedriversandriders.Ifcontacthas

tobeafteratriphasbeenrequested,Uberanonymisesthephonenumbersofboth

parties,suchthattheridersandthedriversdonothavetherealphonenumberof

theother.

SafetyTips

Inordertofurtherprotectusersfromfraudsters,Ubergivesalistofsafetytipsthat

userscanadhereto,suchas,“Followyourintuition,Trustyourinstincts,Useyour

bestjudgmentwhenridingwithUber”[262].

Transparency

Whenusersrequestrides,ridersareabletoseethenameofthedriver,thecarlicense

number,pictureofthedriver,reviews,andratings.Thisway,ridersareabletoknow

aheadoftimewhowillbepickingthemup.Theyarealsoabletodecide,basedon

theinformationtheyhave,iftheywouldrathercanceltherequestandmakearequest

foranotherdriver.

SharingofTripInformation

Ridersarealsoabletosharethestatusoftheirentiretripwiththeirfamilyand

friends.Thestatusreportnormallycontainsthedriver’sname,location,licenseplate

number,andphoto.Theyarealsoabletosharetheirestimatedtimeofarrivalwith

theirfriendsandfamilymembers. Thisway,ifsomethinggoeswrongduringtheir

trip,theirfriendsandfamilycanbemadeawareofitsoonerratherthanlater.
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Map

Riderscanwatchthetrip’sprogressinrealtimeonthemapprovidedbyUber.They

canbeabletotellifthedriverisfollowingthebestrouteprovidedbyUberorifthe

driverisofftrack. UberalsoprovidesaserviceknownasuberPOOL,whereriders

cansharearidewithotherstoreducecost. WhenridersmakeuseofuberPOOL,

Uber’smapgivesridersinformationabouttheotherpeopletheyaresharingatrip

with.Thisway,ridersarenotridingwithcompletestrangers.

Tracking

UberalsostatesthatforeverytripmadetheycollecttheGPSdata.Thisistoensure

theyhavearecordofwherealldriversandridersareatanypointduringthetripand

tomakesuredriversaretakingthebestroutetoadestination[256].

RatingsandFeedback

Bothdriversandriderscanleavereviewsandratingsfortheotherafterarideis

completed. Uberalsoassuresusersthattheyreviewallfeedbackleftbyridersand

driverstoensuresafetyontheplatform.

24/7EmailServices

Uberboastsofhavinga24/7customersupportintermsofemailsservicesforriders,

wherebyriderscanreachthemwithquestionsandconcernsthroughemailatany

timeoftheday.

LegalIssues

Uberstoresinformationacquiredfromusers,whichcanbeusedtoassistinlegal

processes,shouldtheneedarise.

NoSexRule

Uberhasanosexrulebetweenridersanddriverswhichitstatesinit’scommunity

guideline,“Nosexualconductbetweendriversandriders,nomatterwhat.”[259].
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SecurityChecksforUberDrivers

Uberrequiresalldriverstoprovidetheirfullname,socialsecuritynumber,driver’s

carlicensenumber,acopyoftheirdriver’slicense,vehicleregistration,andproofthat

completevehicleinspectionhasbeencarriedout.Uberalsocarriesoutsomeformof

checkstoverifyitsdrivers. Theintensityandcredibilityofthesechecksvaryfrom

countrytocountry.Forinstance,inCanada,Uberrequiresalldriverstosubmita

policerecordcheckannually[255].

IntheUS,UbermakesuseofHireaseandCheckrtocarryoutbackgroundchecks

onitsdrivers[59,138].InthecaseofCheckr,ifacriminalrecordisfoundUbersends

someoneinpersontochecktherecordinthecourthouse[138].

InNigeria,Uberpreviouslyrequiredalldriverstocarryoutafour-stageverifica-

tionprocesswhichincludedsubmissionof“policereports,guarantors,addresschecks

andpreviousemployer”[261].However,in2016,Uberresortedtocarryingoutchecks

makinguseof“psychometricanalysis”,whichchecksfor“driver’sintegrity,truth

score,acuity,honestyandcharacter.”Thistestiscompletedjustonceanddoesnot

havetoberepeated[261].

3.3 Meetup.com

Meetup.comisanonlinecommunitywherepeopleareintroducedthroughtheinternet

tosetupameetingoffline,basedoncommoninterests.Similarinterestscouldrange

frombikingtowinetasting,writing,religiousbeliefs,technology,reading,dancing

andmanymore.Tojoinameetupgroup,interestedpeoplesignuponthewebsite,

basedontheirlocation. Aftersignup,userschoosegroupstheyareinterestedin,

jointhegroup,andmeetofflineforthegroup’splannedmeetupsandevents.Users

donotpaytosignuponMeetup.com;however,everyMeetupgrouporganizermust

payamonthlysubscriptionfeefortheirgrouptobehostedonthesite. Meetup.com’s

grouporganizers,attheirowndiscretion,candecidetochargemembershipduesfor

userstojointheirMeetupgroupsoreventfeesforuserstoattendanyeventorganised

[170,175,174,171].Somegrouporganizersallownewmemberstoattendalimited

numberofeventsforfreeinordertotryoutthemeetupgroup,afterwhichtheyare

requiredtopayforeveryothereventattendedwiththegroup[173].Sincemonetary
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exchangecansometimesbeinvolvedintheinteractionsmadeoffline,wetherefore

classifyMeetup.comhasamixofbothpersonalandbusinessCMIs.

HerearethetrustmechanismsbeingusedbyMeetup.com,

3.3.1 MechanismsUsedToDevelopAnd MaintainTrustin Meetup.com

ReportAbuse

Usersareadvisedtoreportmembersofthesiteoragroupthatmaybeviolating

theirtermsofusebysendinganemailtoMeetup.com.Thesiteencourageseveryone

tosubmitareportifthemeetupgrouphadeventscarriedoutthatwereagainstthe

termsofuse,orifusersencountersomethingunusual[173].

SafetyTips

Meetup.comhasalistofsafetytipsforuserstoadhereto. Theyalsoadviseusers

tocontactalawenforcementagencyshouldpeoplebehaveinappropriatelyduring

meetups.Theplatformalsoprovidesalistoflegalresourcesuserscanmakeuseof.

Theyencouragepeopletoconsulttheirlawyersforspecificproblemsassociatedwith

meetups,aswellassendanemailtothewebsite.

Blockingof members

Usersalsohavetheoptiontoblockothermembersthatmaybeactingagainstthe

site’stermsofuse.Ifauserblocksamember,theywillbeunabletosendmessages

orreceivemessagesfromsuchmembers.

ReviewsandRatings

OnMeetup.com,memberscanleavereviewsaboutaMeetupgrouporevent[172].The

platformalsomakesuseofratingswhichcouldbeStarRatingsorRatingComments

[176]. StarRatingsofpast Meetupeventsareleftanonymously,howeverRating

Commentsshowthememberswholeftthem. WhileRatingCommentscannotbe

edited,theycanbedeletedbythewriter[176].



32

LinkingofSocial MediaAccount

UsersofMeetup.comalsohavetheoptionoflinkingtheplatformtotheirsocialmedia

account,suchasFacebook.Ifasocialmediaaccountislinked,userscanbeableto

loginthroughthesocialmediaaccountandalsomonitortheactivitiesoftheirfriends

ontheplatform.

3.4 Vayable

VayableisatypeofbusinessCMIwhichisquitesimilartoAirbnb;however,unlike

Airbnb,Vayabledoesn’tofferanyformofaccommodationservices,butsolelyprovides

experiencesforpeopletoparticipatein. Forafee,usersonthesitehostvarious

experienceswhichotherscansignuptoparticipatein.Theseexperiencesaretailored

tohelptravellersbetterunderstandthecultureofacityorcountry.Theusersinvolved

inhostingtheeventsarecalledinsiders.

3.4.1 MechanismsUsedToDevelopAnd MaintainTrustinVayable

Verification

Toverifypotentialinsiders,Vayablegivestheoptionofverificationoftheinsider’s

emailaddressandphonenumber.Potentialinsiderscanalsocarryoutvideoverifica-

tion,whichentailsthemuploadingavideoofthemselvesontheirprofile,explaining

theirservicesandwhattheyoffer.

FeedbackandRating

Vayablealsoallowuserstowritereviewsandratehowinsidersperformedinthe

experienceshosted.

Reviewofinsiders

Vayableassuresusersthatthey,“carefullyvetallinsidersforqualityandsafety”

[267].Theyspecificallystateintheirguide[267]:“EveryInsideronVayable:

1.Commitstodeliveringahigh-qualityexperiencetoeverytraveler.

2.Prioritizessafetyandsecurityaboveallelse.
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3.Ispassionate,personableandtrustworthy.”[267]

Thisprovidesahugesenseoftrustinusersthattheinsidersontheplatformhave

beencarefullyreviewedandvetted.

3.5 Couchsurfing

CouchsurfingisapersonalCMIthatinvolveshostssharingtheirhomesandexperi-

enceswithguestsforaspecifieddurationoftime,atnomonetarycost.Theplatform

servesasaformofhospitalityservicefortravelersvisitingdifferentcitiesandcoun-

tries.Thehosts,whoareusuallylocalsofthosecities,signupforcouchsurfingservices

andoffertheir‘couches’forfreetoguestscalledsurfers. Thoughnomonetaryex-

changeoccursbetweenhostandguest,theplatformencouragessurferstoshowtheir

appreciationoftheirhost’shospitalitybydoingsomethingnicefortheminreturn.

Theyspecificallystate,“Wedorecommendthataguestshowtheirappreciationby

cookingameal,takingthehostout,bringingasmallgiftorofferingsomeother

gesture”[50].

Themainpurposeofbringinghostandgueststogetherofflineistocreateoppor-

tunitiesforpeopletomakenewfriendswithothersaroundtheworldandhavenew

experiences.Usersareadvisedtointeractand“sharesomething”whichcouldinclude

stories,favoritedishes/meals.Theyareencouragedto“spendtimewiththeirhostor

surfer. Makenewfriendsandhelpeachotherdiscovernewthingsabouttheworld”

[51].

Guestscaneithersearchforhoststohousethem,ortheycanmaketheirtripplans

publicontheplatformandhostscancontactthemiftheyareinterestedinhosting.

Apartfromlodgingwithpeopleforfree,userscanalsovieweventsorganizedbyother

couchsurfersthataretakingplaceinanycityandattendtheseeventstogetherwith

othersurfers.Thisway,travelersandlocalscanmeetupforeventstogetherinanew

city.Couchsurfingalsohascrasheventswhichisthelargestcouchcrashingevent.At

thisevent,surfersfromallovertheworldcometoattendcouchcrashingeventsthat

havebeenplannedbylocalsforadurationoftime,sometimesforalongweekendor

more.Theplatformensuresthatalleventsorganizedbysurfersarenotbusinessesfor

theorganizers.Theyencourageandapprovefreeeventsoreventswherethecostof
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gasorfoodissplitamongmembersasopposedtoeventswherethesurfersorganizing

theeventgainapercentageoftheamountsurferspaytoattendtheevent[45].

Usersalsohavetheoptionofsettingtheircouchstatusorhostavailabilityto

“AcceptingGuests, MaybeAcceptingGuests,NotAcceptingGuestsor Wantsto

MeetUp”[48].Userswhomakeuseofthecouchsurfingapplicationcanalsoseeother

surferswhoareinterestedinhangingoutatanypointintime,bysettingtheirstatus

to“HangoutNow”[49].

3.5.1 SimilarityofCouchsurfingtoDatingSites

TheservicesCouchsurfingprovideshavebeensaidtobesimilartosomeextentto

whatdatingsitesoffer.Couchsurfingencouragestheiruserstoknowtheirhosts,have

conversationswiththem,anddiscusshowtheirexperienceswillbewhentheymeet

inperson.Similartodatingsites,allthisisdonetomakesureusersfindtheperfect

matchtheywillbecomfortablespendingtimewith[270].Theyencourageusersto

“reviewpotentialhosts’profilesandfindoutiftheyseemlikeagoodmatch”[47].

Whilegivingguidelinesonhowtowriteagoodcouchrequest,tohelppeoplebetter

answerthequestion,“WhydoIwanttostaywithahost?”thesitestates,“Ifyour

answerissomethingalongthelinesof,‘IarriveinCordobatomorrownightandthis

personlivesnearthebusstation,’youhavesomemorethinkingtodo.Nobodylikesto

feellikeafreehostel.Ifyou’rechoosinghoststhewayyou’dchooseadormthendon’t

expecttobetoopopular.You’reontherighttrackifyouranswertothisquestionis

morelike,‘TheylovecookingandsodoI,’‘Ibettheyhavesomeinterestingthoughts

aboutmusictheory,’or‘Wecouldhaveacrazynightouttogether.’Knowwhyyou’re

interestedinmeetingthishost,andletthemknowaboutit!”[270]

Theyfurthergivemoreguidelines,“Findcommonground. Whensendinga

specificCouchRequest,youshouldshowyourpotentialhostthatyou’vereadhisor

herprofileandfinditinteresting.Therearereasonsyou’vechosenhimorher,

soletthemknow!Tellthemwhatyoumighthaveincommonorwhatyouthinkyou

cansharewiththem.Introduceyourself!Don’tsendyourresumeandlifehistory,

justletyourpotentialhostknowwhyyouthinkhe’llenjoygettingtoknowyou.

Itcouldbeassimpleasadescriptionofyourtripandamentionofyourhobbies”[270].

Thoughtheplatformstatesthatthesiteisnotfordatesbutforfriendship[45],using
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thesitetofinddatesisquitecommon[198,209,208,207,207,250,120,23,149,246].

Asausercommented,“anytimeyouputtwopeoplewithsimilarinterestsinthesame

roomovernight,feelingsareboundtodevelop”[198].

Belowaresomeofthetrustmechanismsemployedbythesite,

3.5.2 MechanismsUsedToDevelopAnd MaintainTrustin

Couchsurfing

Verification

Aftersignup,usersmustconfirmtheiremailaddressandaddaprofilepicturetobe

allowedtousemostservicesontheplatform,includingcommentingongroups.For

userstohostamemberortorequestforanothermembertohostthem,theirprofile

musthavebeenfiftypercentcompleted. TheirprofileismadeupoftheAccount,

ProfileandReferencessections. AslistedbyCouchsurfing,therubricforprofile

completionisitemizedbelow[44]:

•Account

–Confirmyouremailaddress5%

–Addyourphonenumber5%

–ConnecttoFacebook5%

–GetVerified25%

•Profile

–Upload2profilephotos5%

–Addyourinterests5%

–Describeyourselfin“AboutMe”15%

–Complete4moreProfilesections20%

•References

–AddaFriendonCouchsurfing10%

–GetaReference15%
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–Geta2ndReference15%

Onceusersengageinanyoftheactivitiesaboveandobtainasumof50%,userscan

thenhostandbehosted.

FortheGetVerifiedoptionlistedabove,Couchsurfingverifiesusersthroughtheir

PayPalorcreditcardinformationforanannualfee.Afterpaymentofthefee,users

gettheverifiediconandalsohaveaccesstosendunlimitedmessagestootherusers

ontheplatform.Usersalsohave24/7priorityaccesstothecouchsurfingtrustand

safetyteamoncethefeeispaid. Memberscanbefurtherverifiedthroughtheir

phonenumber,addressorgovernmentID.Theseadditionalverificationstepsarenot

necessarytohostorbehosted. Onceaprofilehasbeen50%completed,userscan

freelyhostothersurfersandviceversa.

Couchsurfingbelieveshostsshouldnothavetopaytoenjoythesite.Therefore,for

everytimeauserhostsaguest,thehostgetsthreemonthsoffreeverifiedmembership.

SafetyTips

Couchsurfingprovidesasetofsafetytipsforuserstoadheretowhilemeetingpeople.

Tipsincludereviewofreferencesandprofiles,trusttheirgutfeeling/instincts,make

certainthereisabackupplan,andacknowledgingpersonallimits.

MessagingPlatform

Couchsurfingencouragesallformsofcommunicationtobemadesolelythroughcouch-

surfingastheirtrustandsafetyteamcanbeabletonoticeifsomethingisoff,“identify

issuesandreactquickly”[44].

References

Users’reviewsarereferredtoasreferencesinCouchsurfing. Hostsandguestscan

leavereferencesfortheotheraftermeetingoffline.LikeAirbnb,thesereferencesare

notreleaseduntilfourteendaysafterthemeetup,orwhenbothpartieshavelefta

referencefortheother.Peopleareunabletodeleteorchangeanyreferenceleftfor

them.However,referencesgoawayifanaccountisdeleted[52].Theplatformalso

doesn’ttakedownnegativereferencesexceptifitviolatestheirguidelines.
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Couchsurfingalsohasapersonalreferencesection. Thissectionismadeupof

referencesacquiredfromfriends,familymembersorfrompeoplethatusershavemet

throughtheplatformbuttheirmeetupwasnotofficiallysetupontheplatform.Both

sectionscollectivelycounttowardsthetotalnumberofreferencesauserissaidtohave

andcanbeusedforverificationpurposes.

Feedback

Anonymousfeedbackcanalsobewrittenforbothguestsandhostafteratriphasbeen

completed[271]. Thisanonymousfeedbackcanbedonewhenthereisaconfirmed

oracceptedmeetuprequestbetweenguestsandhosts.Thefeedbackisfilledoutas

tags.Ausercannotfilloutbothnegativeandpositivetagsonafeedback;theycan

eitherbeoneortheother.Afterataghasbeengivenatagnumber,thepositivetags

aredisplayedunderasectioncalled‘Praise’ontheperson’sprofile,withanumber

assignedtoeachtag.Forexample,aperson’s‘Praise’couldread,“Wantedtohang

out4,Punctual4,Goodlocation2”[75].Thenegativefeedbacksarenotdisplayed

butare“reviewedbythesafetyteam”[271].

ReportofAbuseandBlockingof Members

Couchsurfingalsoprovidesameanstoconfidentiallyreportanybadornegativeexpe-

riences,throughsendingemails[44].Userscanalsomakeuseofthe“ReportAbuse”

buttontoreportoffensivemessages.

Membersarealsoabletoblockothermemberstheyarenotcomfortableinteracting

with. Ablockedmemberwillnotbeabletocontacttheuserthroughcouchsurfing

andviceversa.Also,theblockedmemberwillnotbeabletoseesomedetailsabout

theusersuchastheirAboutme,PhotosandDescription.Theblockedmembercan

howeverstillwritereferencesfortheuser,readuser’sreferences,andstillbeableto

findtheuser’snameandgenerallocation.

Whilemeetingwithothersurfersoffline,Couchsurfingencouragesuserstoreport

totheauthoritiesshouldsomethinggowrongintheirhangout,eventormeetup,

afterwhichtheyarealsoadvisedtoreporttotheCouchsurfingsafetyteam.
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Privacy

Userscanalsoupdatetheirlocationatanytime;however,justtheircity,stateand

countrywillbemadevisible.Theirstreetaddressiskeptprivate.

3.6 CraigslistandKijiji

CraiglistandKijijiarebothonlineadvertisingmediathatactasplatformsforthe

introductionofgoodsandservicestopeople.TheyareexamplesofCMIsthatcanbe

classifiedasbothpersonalandbusinessCMIassomegoodsandservicesexchanged

involvemonetaryvalue,whileothersdonot.Theybothactasaformofintroduction

forpeopleseekingservicessuchasrideshare,accommodation,friendship,dating,sale

ofitems,discussionforums,andnannyservices.

Whileuserscanregisterforanaccountonthewebsites,registrationishowevernot

arequirementtousethesite.Registrationisalsonotneededtopostanadvertisement

ortorespondtoone.Ifuserswantaverifiedaccount,Craigslistcancarryoutphone

numberverification;howeverboththeverifiedandanonymousaccountshavealmost

thesameprivileges.

TopostadsonKijijiandCraigslist,theuser’spostalcodeandemailaddressis

required.Thepostalcodeisneededforuserstoknowwhatlocationthegoodsand

servicesarein.Foranadtobesuccessfullyposted,usersmustlogintotheiremail

addressandclickonthelinksentinordertoactivatethead. Thereisnocaptcha

putinplacetocontrolspamadvertisements.

Allpostingsmadearefreeexceptsomespecificpostings.Theseexceptionshave

beenlistedontheirsite[55].Thereisalsoalistofitemsthatareprohibited,such

astheadvertisementofweapons,ammunition,andspammingactivities.Allpostings

aredeletedonceexpired.

Profilepicturesarenotusedonbothplatforms.Itisalsonotarequirementto

addapictureofthegoodsbeingputupforsale.Bothplatformsalsodonotemploy

areview,ratingorreputationsystem.

Thetrustmechanismsusedbythesitesarelistedbelow.



	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	 AIRBNB	UBER	MEETUP.COM	VAYABLE	COUCHSURFING	CRAIGSLIST	KIJIJI	

VERIFICATION	STRATEGIES	 Y	 Y	 Y	 Y	 Y	 N	 N	
PRIVACY	 Y	 Y	 Y	 N	 Y	 N	 N	

BACKGROUND/SECURITY	CHECKS	 Y	 Y	 N	 N	 N	 N	 N	
SECURED	MESSAGING	PLATFORM	 Y	 N/A	 N	 N	 Y	 N	 N	

REVIEWS/REFERENCES/FEEDBACKS	 Y	 Y	 Y	 Y	 Y	 N	 N	
RATING	SYSTEM	 Y	 Y	 Y	 Y	 Y	 N	 N	
LINKING	TO	SOCIAL	MEDIA	 Y	 N	 Y	 N	 Y	 N	 N	
SAFETY	TIPS	 Y	 Y	 Y	 N	 Y	 Y	 Y	
FLAGGING/REPORT	ABUSE	 Y	 Y	 Y	 N	 Y	 Y	 Y	
BLOCKING	OF	MEMBERS	 N	 N	 Y	 N	 Y	 N	 N	
24/7	CUSTOMER	SUPPORT	 Y	 Y	 N	 N	 Y	 N	 N	
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Figure3.1:TableShowingTrustMechanismsUsedByTheEvaluatedCMIs

3.6.1 MechanismsUsedToDevelopAnd MaintainTrustinCraigslist

andKijiji

SafetyTips

Bothsiteslistsafetytipsuserscanadheretowhenusingthesiteandwhilemeeting

peopleoffline.Theyalsolistauthoritiesthatuserscancontactintheeventofascam.

FlaggingofAbusivePosts

Userscanflaganyabusivepostoradvertisementthattheyencounter.

TheabovesectionsgiveadetailedanalysisofthevariousstrategiesCMIshave

putinplaceinanattempttobuildtrustinusersandsafeguardthemfromdangerous

others. However,someofthemechanismsmentionedhavenotbeenproperlyor

successfullyimplementedbytheseplatforms,therebycreatingafalsesenseoftrust

andsafetyinusers.Inthenextsection,weanalyzesomeofthesemechanisms,and

determinethecredibilityandusefulnessoftheapproachesmadeinimplementing

them.Insubsequentchapters,wewillevaluatethetrustmechanismsusedbydating

sitesanddetermineifthesuccessfulapproachescarriedoutherewillalsobeuseful

whenappliedtodatingsites.

Itshouldalsobenotedthatsomeoftheissueshighlightedinthesectionbelow

arenotlimitedtotheCMIplatformforwhichitwasmentioned.
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3.7 Alternative MethodsOfImplementingTrust Mechanisms

1.LinkingofAccounttoSocial Media

Makinguseoftheexistenceofaperson’ssocialmediaaccountisapoorform

ofverificationassuchaccountscanbeeasilyforgedorcreatedsolelyforverifi-

cationpurposes.Insomecases,userscanalsobuyfriendsandcontactsonsuch

platforms,hencecreatingafakesocialmediapresence[130,100,286,73,20,

235,239].

Intheeventthatavalidsocialmediaaccountislinkedtotheseplatforms,if

aninteractionortransactiondoesn’tworkasplanned,communicationbetween

thosepartieswillstillexist.Hence,guestandhostcaneasilyresorttocyber-

bullyingshouldatransactionnotgointheirfavour[275].

2.Verfication

AirbnbmakesuseofgovernmentIDasaformofverificationforsomeofitsusers.

However,thereisnorealguaranteethattheIDbeingverifiedbelongstothe

personinquestion.AlsoAirbnbgivesaverifiedicontothosefullyverifiedbut

no‘unverifiedicon’isgiventothosewhoareunverified.Asaresult,newusers

maynotbeabletoidentifythedifferencebetweenprofilesorspotunverified

profiles.

BasedontheconditionsprovidedbyAirbnb,itispossibleforapersontobe

assignedassuperhostbytheplatformwithoutgoingthroughtheVerifiedID

optionorhavingtheVerifiedIDsymbol[6]. Thatis,asuperhostcouldhave

justbeenverifiedusingonlytheirphonenumbersandemailaddresses,which

shouldnotbethecase.

Vayableseemtocreateafalsesenseofsafetyforitsusers,wheninreality

usersareleftwiththeresponsibilitytoverifythosetheychoosetointeract

with. Thesitestatesintheirguidethatthey“carefullyvetallinsiders

forqualityandsafety”andthateveryinsideris,“trustworthy,priori-

tizessafetyandsecurityaboveallelse”[267].Butintheirprivacypolicy,they

specificallystatethat,“VayabledoesnotendorseanyExperiences. Wedonot

attempttoconfirm,anddonotconfirm,anyuser’spurportedidentity.

Youareresponsiblefordeterminingtheidentityandsuitabilityofotherswho
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Figure 3.2: Bar Graph Showing The Number of CMIs Employing Specific Trust
Mechanisms

you contact via the services.” “Vayable cannot and does not control legality or

suitability of any experiences. The planning or partaking of any experiences are

at the provider’s and/or traveler’s own risk”[266].

This greatly contradicts their claims of carefully vetting all their insiders, when

in reality, the site puts the entire responsibility of verification on users.

On Couchsurfing, for users to host they simply need to meet the fifty percent

profile completion requirement. This fifty percent requirement can be met by

getting references from friends, updating profile pictures, adding interests, con-

firming email address, and phone number, which may not be sufficient.
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3.24/7CustomerService

Thoughsomeoftheplatformsassureusersof24/7customerservice,therehave

beenrepeatedreportsofpeopleunabletoreachtheplatformswhenneeded[76].

4.BackgroundChecks

ForCMIsthatcarryoutbackgroundchecks,thesechecksarenotcarriedout

onallregisteredusersonthesites,duetovariouslimitationsinaccessingthe

requireddatabases. AccordingtoAirbnb’sprivacypolicy,thoughcheckscan

becarriedoutintheUS,thischeckscannotbecarriedoutoneverystate

record.Theyarealsolimitedintheircapacitytorunaccuratechecksonthose

livingoutsidetheUS.Toanextent,thisdefeatsthepurposeofcarryingoutthe

backgroundcheckinthefirstplace,asAirbnbdoesnotspecificallystatewhich

users’backgroundcheckshavebeencarriedout. Backgroundchecksarealso

notconductedonadditionalgueststhataccompanyauser[13,14].

Uberalsofacesthesamechallengeintermsofcarryingoutbackgroundchecks

fortheirdriversastheyengageinlimitedandlesscomprehensivechecks[59].

Thishasresultedinacoupleofissuesinrecenttimes[191,242].

5.ReferencesandRating

OnVayable,newusersthatsignupontheplatformautomaticallygetassigned

afivestarrating,evenbeforebeingverifiedbyemail. Thiscouldbevery

misleadingtootherusers.

OnCouchsurfing,sincereferencescansignificantlyimproveauser’sverification

status,thereferencingsystemshouldthereforebebetterstructured. Atthe

moment,surferswhohavenevermetordiscussedwithausercanmistakenly

leavethemreferences[46].Thiscouldhappentonewcomerswhodon’tunder-

standhowthesystemworks.Forsuchcommentstobetakendown,usershave

tocontactCouchsurfingtotakethemdown,andtheprocessmaytakeawhile

tocomplete[46].

AlsoCouchsurfing’sreferencingsystemworkssuchthatuserscanleavemore

thanonereferenceforasinglepersonatatime.Eachofthereferenceswritten

willbecountedasdistinctindividualreferences[113],assuchapersoncan



43

getmultiplereferencesfromthesameuser. Thesedoesnotmaketheuseof

referencesagoodverificationoptionfortheplatform.

Craigslistdoesnexttonothingtobuildtrustinitsusers.Thesitestates,“The

overwhelmingmajorityofcraigslistusersaretrustworthyandwell-meaning”[54].

Theyexplainthatbillionsofcrimesoccur,but mostofthemarenotrelatedto

Craigslist[54].

Inbuildingtrust,Craigslistadvisestheirusersto“takethesamecommonsense

precautionsonlineastheywouldoffline”[54].Theyalsoofferan‘AvoidingScams’

page[53],wheretheirnumberoneruleis,“Deallocally,face-to-face:followthisone

ruleandavoid99%ofscamattempts”[53].Howeversuchadvicecannotbeapplied

totheirserviceswherepeoplearerequestingtohangoutorforhookups.

Kijijiissimilarintermsofbuildingtrust. Theyspecificallystate,“Whilemost

individualswhouseKijijihavesuccessfulexperiences,fromtimetotimewedoreceive

reportsofpeopleattemptingtoscamordefraudthecommunity. Wehavefoundthat

oneofthebestwaystostaysafeistoensurethatalltransactionstakeplacelocally

andin-person.”[124]

3.8 Discussion

AnexaminationofdifferentcategoriesofCMIshasprovidedinsightintothespecific

strategiesemployedinanattempttodeveloptrustandkeepuserssafe,bothonline

andoffline. WhilethesemechanismsneedtobeappliedonsomeoftheCMIplatforms

studied,someofthemechanismsinuseneedtobeproperlyimplementedinorderto

improveusers’security.Thepoorortotalfailureintheimplementationofthetrust

mechanismsmentionedabove,hasresultedinanumberofincidentsontheseplatforms

inrecenttimes[275,76,13,14,191,242]. Whilesomeofthesestrategies,ifwell

executed,canbeappliedspecificallytoonlinedatingsites,somewillbeineffectiveasa

resultofthetypeofinteractionthatoccursontheplatform.Forbetterunderstanding,

thenextchapterpresentsthethreatmodelofonlinedatingsites.



Chapter4

TheThreat ModelOfOnlineDatingSites

Inthischapterweevaluateandanalyzethethreatmodelofatypicaldatingsite.

Understandingthethreatsthatdatingsiteusersfaceandhowtheyoccur,canhelp

usbetterunderstandthecurrenttrustmechanismsthathavebeenputinplace,and

definebetteronestomitigatethesethreats,ifneedbe.

Therestofthischapterisdividedasfollows:Thefirstsectiondefinestheterms

used,andthesecondtotheforthsectionsexaminetheidealrolesofboththedating

serviceandtheusers,before,during,andafteramatchrespectively.Thefifthsection

presentsdetailedscenariosofpossiblethreatsanditemizeswherethedatingservice

hasfailedtocarryouttheirassignedroles. Weconcludeinthesixthsection.

4.1 Definitions

AliceandBob: Peopleseekingmatches.

Irene:ThepartycarryingouttheintroductionofpotentialmatchestoAliceand

Bob.(Irenecouldbeapersonoranonlineservice.)

Beforethe Match:ThetimefromwhenAliceandBobsignupforIrene’sservices

towhentheygetmatched.Duringthisperiod,AliceandBobareexpectedto

submittheirinformationdirectlytoIrene,completeIrene’sprofiletemplate,or

linktheirprofilesfromexisting3rdpartyservices.Oncethisiscompleted,they

canactivelystartsearchingforapotentialmatch’sprofileorwaitforIreneto

suggestpossiblematchestothem.

Duringthe Match: ThetimeduringwhichAliceorBobinteractsonlinewitha

potentialmatchfoundviaIrene’sservices.Thedecisiononwhethertoproceed

tomeetingamatchofflineisusuallymadewithinthistimeperiod.
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Afterthe Match: ThetimeperiodwhereAliceandBobmeetofflineaftertheir

introductiononline.

SuccessfulandUnsuccessfulIntroductions:Theaimofdatingsitesistointro-

ducepeopleonlineforthepurposeofeventuallydatingandhavingaromantic

relationshipoffline. Therefore,anintroductionissuccessfulonlyifAliceand

Bobengageinaromanticrelationshipoffline. Otherwisetheintroductionis

unsuccessful.

4.2 BeforeThe Match

4.2.1 AliceandBob’sRoles

1.SufficientBackgroundInformation:AliceandBob’sroleatthisstageisto

truthfullyprovideIrenewithanyrequestedcurrentbackgroundinformation.It

couldrangefromtellingIrenetheirhobbies,tolikesanddislikes,toproviding

verypersonalinformation.TheinformationcanbeverballygiventoIreneorcan

becollectedbyfillingoutrequiredfieldsinIrene’sprofiletemplate.Depending

onthetypeofservicesofferedbyIrene,AliceandBobmayhavealreadygiven

suchinformationtoother3rdpartyservices,suchasFacebook,andareonly

requiredtolinktheinformationtoIrene’sservices.AliceandBobshouldalways

providetruthful,currentandsufficientinformationtoIrenetoensuretheyare

properlymatched.AliceandBobarealsorequiredtoupdatetheinformation

giventoIreneastheirrequirementsorotherinformationchange.

2.NotificationofGenuineInterest:IfAliceorBobfindprofilesofotherusers

thattheyareinterestedin,theyshouldnotifythepotentialmatchand/orIrene

oftheirinterest.

4.2.2 Irene’sRole

1.DetailedInformation Requirements: Ireneshouldrequestinformation

frombothAliceandBobthatwillhelpherchooseappropriatematchesfor

them. ThisinformationshouldalsobeabletoassistAliceandBobindeter-

miningwhetherapotentialmatchisofinterest.
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2.VerificationofInformation Collected: Ireneshouldverifythatshehas

alltherequestedinformationorthatalltherequiredfieldsinAliceandBob’s

profilesarecomplete.

3.AuthenticityofIdentityandCollectedInformation:Ireneshouldverify

theauthenticityofAliceandBob’sidentityaswellastheinformationcollected,

ensuringthattheyarenotmalicious,untruthfulorotherwisedangerous(to-

wardspotentialmatches,notjustIrene).

4.SecuredProtectionofInformationandIdentityofUsers:ItisIrene’s

responsibilitytoemploysecuritymechanismsthatwillensuretheprotection

andintegrityofAliceandBob’sinformationaswellasprotecttheiridentity,

suchthatAliceandBob’sinformationandidentitycannotbecompromisedin

theeventofasystem’sbreach.

5.PreserveUsers’Privacy:ItisIrene’sresponsibilitytoensurethatonlythe

informationgiventoIrenebyAliceforuseinIrene’sservicesismadeavailable

toBobandviceversa. AtBob’srequest,Bob’sinformationcanbecollected

backfromAlicewithoutAlicehavinganyonlineaccessorofflinecopyofBob’s

information.

6.AuthenticClaims: ItisIrene’sroletoclearlyexplainthefeaturessheoffers

andtomakeauthenticclaimsoftheviabilityofherservices.Theclaimsmade

shouldnotinanywaymisinformAliceorBob.

7.AvailabilityofPotential Matches: ItistheroleofIrenetomakepoten-

tialmatchesavailabletoAliceandBob. Thiscouldbedonethroughsearch

functions,suggestionsfromIreneoracombinationofboth.

4.3 Duringthe Match

4.3.1 AliceandBob’sRoles

1.Honestcommunication: ItistheroleofbothAliceandBobtohonestly

communicatewitheachotherandavoiddeceitofanykind.
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2.Reactto Matches: Itistheroleofbothpartiestoreacttomatchesduring

thistimeframe.Reactioncouldinvolveblockingofamatch,reportingmatch,

flaggingmatch,ignoringmatch,cuttingoffallformsofcommunicationwith

match,searchingforotherpotentialmatchesormovetothenextstagewitha

match,whichismeetingoffline.

4.3.2 Irene’sRole

1.EffectivelyReacttoUsers’Requests:ItisIrene’sroletoeffectivelyacton

AliceandBob’srequestsmadeduringmatches.

IfAliceflagsBobasactinginappropriately,itistheresponsibilityofIreneto

verifyAlice’sclaimand,iftrue,takepropersanctions.

IfAlicerequeststhatIreneblocksBobfromcontactingher,Ireneshouldcarry

outthisrequestsuchthatAliceandBobwillbeunabletocontacteachother

eitherthroughtheplatformoroutsidetheplatform.

IfAlicerequeststhatherprofilebedeletedfromIrene’spoolofprofiles,itis

Irene’sresponsibilitytoensurethatAlice’sprofileisremovedandmadecom-

pletelyinaccessibletootherprofileowners.Inotherwords,Bobshouldno

longerbeabletoviewAliceasamembermakinguseofIrene’sservices.

2.Preserve Users’Privacy: ItisIrene’sresponsibilitytoensurethatAlice

andBob’sprivacyisprotectedandonlyinformationprovidedtoIreneismade

availabletoBob.AtAlice’srequest,suchinformationisretractedfromBobin

suchawaythatBobcannolongerusetheinformationprovidedeitheroffline

oronline.

Ireneshouldalsokeepallpast,presentandfuturecommunicationsmadeby

AlicetoothermembersstrictlyprivateandconfidentialtoAlice.Inotherwords,

BobshouldhavenoknowledgeofwhenorifAlicecontactsothermembersusing

Irene’sservices.

Inaddition,duringthematch,Ireneshouldalsoensureshecarriesoutthe

followingrolesaspreviouslyexplained:

3.SecuredProtectionofInformationandIdentityofUsers
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4.AuthenticClaims

5.AvailabilityofPotential Matches

4.4 AfterThe Match

4.4.1 AliceandBob’sRoles

1.Honestcommunications: ItistheroleofbothAliceandBobtocontinue

communicatinghonestlyoffline.

2.Reactto Matches: Reactionshouldbeduetohonestcommunicationsbe-

tweenbothparties.Reactioncouldincludeblockingofmatch,reportingmatch,

flaggingmatch,cuttingoffcommunicationwithamatch,seekoutotherpo-

tentialmatchesordatingthematch. Thereactionsatthisstageessentially

determineiftheintroductionwassuccessfulorunsuccessful.

4.4.2 Irene’sRole

Irene’sRoleafterthematchisessentiallythesameasherroleduringthematch. While

Ireneismostlyoutofthepictureafterasuccessfulintroduction,ifanintroduction

wasunsuccessful,Irenemayberequiredtocarryoutthefollowingroles:

1.EffectivelyReacttoUsers’Requests

2.PreserveUsers’Privacy

3.SecuredProtectionofInformationandIdentityofUsers

4.AuthenticClaims

5.AvailabilityofPotential Matches

4.5 Scenarios

Bothmaliciousandnon-maliciousfactorscouldleadtoanintroductionbeingunsuc-

cessful. WhilewemaynotbeabletocontroltherolesthatAliceandBobassume,we
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canhowevermakeeffortstocontroltherolethatIrenecarriesoutsoastoimprove

users’security.Herewegiveexamplesofscenariosthatcouldvarytheoutcomeofan

introductionindatingsitesandspecifytherolesIrenefailedtocarryoutthatcould

havechangedthenegativeoutcomeofanintroduction.

Thescenariosbelowallassumethefollowing.Aliceisseekingloveandcompan-

ionship.Shewantstomeetmorepeoplebeyondhereverydaysocialinteractionsand

improveherrelationshiplife.Alicedecidestoengagetheservicesofanintroduction

personcalledIrene,whospecializesinintroducingstrangerswithsimilarinterests,in

thehopethattheyfindlove.Ireneoffersbothfreeandpaidservices,withthepromise

ofofferingbetterservicesshouldheruserspay.Aliceobtainsaprofiletemplatefrom

Ireneandtruthfullyfillsoutpersonalandconfidentialinformationaboutherself,with

thebeliefthatthemoreIreneknows,thebetterthechancesofherintroducingsome-

oneAlicewilllikeandviceversa.AlicehandsbackherprofiletoIrene,whoincludes

ittoherpoolofprofiles.AlicetruststhatIreneisacredibleintroducerwhoonlyhas

validprofilesinhercollectionofprofiles.

4.5.1 TheIdeal

Bobisalsoinsearchoflove.Hehadpreviouslytruthfullyfilledouthisprofile,and

handedittoIrene.BothBobandAlicebelievethat,likethem,everyoneisalsosin-

cereinfillingouttheirprofiles.IreneintroducesmanyprofilestobothAliceandBob.

TheseprofileswereprofilesIrenefoundsimilartotheirsubmittedprofiles. Engag-

ingtheservicesofIrenealsomeantAliceandBobcouldgointothepoolofprofiles

Irenehasandlookatothersubmittedprofilestodecideforthemselvesiftheywould

liketodatethepersonwiththeprofiles. AliceandBobnowhavemanyprofilesat

theirdisposal. OfalltheprofilesAlicewasintroducedto,Bob’sprofilecaughtAl-

ice’sattentionthemost.AlicedecidestocontactBobthroughtheonlinespaceIrene

providedandsendsBobamessage.BobseesAlice’smessageandgetsAlice’sprofile

fromIrenetofindoutifhelikesherprofile.BobdecideshelikesAlice’sprofiletoo

andchatswithheronlineforawhile.BothAliceandBobeventuallymeetinperson

andBobfindsoutAlicewaswhosheclaimedtobeinherprofileandviceversa.They

goonacouplemoredates,fallinloveandeventuallygetmarried.Theintroduction

madebyIreneinthiscasewassuccessful.
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Figure4.1:DiagramShowingTheIdealScenario

4.5.2 TheGracefulEnding

InthiscaseIrenegivesAlice,Charlie’struthfullycompletedprofileandviceversa.

Charlie,likeAlice,isalsolookingforlove. BothCharlieandAlicedecidetochat

intheonlinespaceIreneprovided.Afterfewonlineinteractions,theyfindoutthey

don’thaveasmuchincommonastheythoughttheyhadanddidn’treallylikeeach

other. Theydecidetoendthings. AliceandCharliebothdisposeofeachother’s

profileandgobacktoIrenetogetmoreprofileswithsimilarinterests.Inthiscase

theintroductionwasunsuccessful.

4.5.3 One-sidedInterest

Cole,likeAlice,isalsoinsearchoflove. Coletruthfullycompleteshisprofileand

givesittoIrene.IrenegivesAlice,Cole’sprofileandviceversa.Thebothdecidethey

liketheother’sprofileandresolvetointeractinIrene’sonlinespace.Afterchatting

onlineforawhile,Alicefoundoutshedidn’tlikeColeasmuchasshethoughtshe

didanddecidestoendallinteractionsbetweenthetwoofthem.Coleontheother

handthinksdifferentlyandfeelshehasfoundhissoulmateinAlice.Alicedisposes

ofCole’sprofileandgoesontorequestformoreprofilesfromIrene. Coleonthe

otherhandholdsontoAlice’sprofileandstartsmolestingheronlineconsistentlyas

awaytogetAlice’sattention. AlicedecidestoreportthesituationtoIrenewho

blocksColefromaccessingAliceontheonlinespaceIrenehadinitiallymadefortheir
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Figure4.2:DiagramShowingTheGracefulEndingScenario

communication. However,ColestillhasAlice’sprofiledetailsandresortstocyber

bullyingofAlice.AlicedecidestocollectherprofilebackfromIreneandcutoffall

tiestoIrene’sintroductionservice,butColestillhasacopyofAlice’sprofilethat

cannotbereturned.EventhoughAlicenolongerusesIrene’sservice,Colecanstill

findAliceandbullyherbothonlineandofflinewheneverhepleases.Inthiscasethe

introductionwasunsuccessful.

Irenefailedinthefollowingroles:

1.Effectivelyreactingtouser’srequestofhavinghermatchblockedandherprofile

deleted.

2.Preserveuser’sprivacy

4.5.4 AnIncompleteProfile

IrenegivesAlice,Cody’sprofileandviceversa.However,Cody’sprofileisincomplete

andomitsanumberofdetailsaboutCody.AlicedecidesthelittleCodywroteabout

himselfwasinterestingandresolvestointeractwithhimonline.Notlongafter,Alice

foundoutCodywasn’tsomeoneshewantedtokeeptalkingtoanddecidestobreakoff

allcommunicationwithhim.Shedisposesofhisprofileandblockshimfromaccessing

heronthespaceIrenehadprovided.Codyontheotherhandhasmajorissueswith

angerandrejection,whichwassomethingIrene’sprofiletemplatedidn’taccountfor.

CodyusesAlice’sprofiletostalkheronlineandresortstoassaultingherconstantly.

CodyalsofoundAlice’sFacebooknameandpicturesandwrotealotofdemeaning

commentsonherFacebookwall. Throughthismeans,Alice’scoworkersfoundout
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Figure4.3:DiagramShowingTheOne-sidedInterestScenario

shewasengagingtheservicesofIrene. ThisfurtherledtoAlicebeingharassedin

herworkplacebyhercoworkers.Inthiscasetheintroductionwasunsuccessful.

Irenefailedinthefollowingroles:

1.DetailedProfileRequirements

2.VerificationofProfileCompletion

3.Effectivelyreactingtouser’srequestofhavinghermatchblocked

4.Preserveuser’sprivacy

4.5.5 AKiller

AlicewasintroducedtoCamthroughIrene’s“Soul Mate Match”specialfeature.

IreneclaimedthefeatureonlyshowcasespeopleshewasstronglyconfidentAlicewill

date. Alice’sunderstandingofthefeaturewasthat,ofthepossiblematchesIrene

suggested,Camhadtobehersoulmateandwasthereforethebestmatchforher.As

such,Alicewasconfidentshehadfoundtheone.BothAliceandCamwerelooking

forlove.However,unknowntoIreneandAlice,Camhadabadcriminalrecordanda

violentpast.BothAliceandCamseemedtolikeeachotheralotwhentheyinteracted

online. Theyeventuallydecidedtomeetinperson. Camalmostinstantlybecame

obsessedwithAliceonmeetingherinpersonforthefirsttime. Aliceontheother

hand,didn’tthinkshelikedCamasmuchasshethoughtshedid.Shedecidedtoend

theirfirstdateearlierthanplanned. Camwasn’thavinganyofthat. Hewasvery

obsessedwithAliceandwantedtospendeverysecondofthatdaywithher. Cam
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Figure4.4:DiagramShowingAnIncompleteProfileScenario

endeduprapingAlice. WhenAlicethreatenedtotellthepolice,Cammistakenly

killsAliceinabidtoshutherup.Inthiscase,theintroductionwasunsuccessful.

Irenefailedinthefollowingroles:

1.DetailedProfileRequirements

2.AuthenticityofIdentityandCollectedInformation

3.Authenticclaims

4.5.6 Blackmail

WhileAliceisseekinglove,Daveisnot.Davedeceitfullyfillsuptheprofiletemplate

hegotfromIreneandhandsitbacktoher.IrenesuggestsDave’sprofiletoAlice

asaprofilethatcloselymatcheshersandAlicelovedDave’sprofile.Irenealsogives

Dave,Alice’sprofileandDavesendsAliceamessagealmostinstantly.Davechatted

withAliceforacoupleofweeksandthenrequestsnudepictures. Alicesendshim

afewandDavealsosendsAliceacoupleofpictureswithoutproperlyshowinghis

face.DaverequestsformorenudesandAlicesendshimsomemore.Afterward,Dave

starteddemandingmoneyfromAliceandthreatenedtoreleasethenudepictures

toherFacebookcontactsifsherefusedtopay. Alicewasscaredbecausesheknew

DavecouldeasilyfindoutherFacebooknameandaccessherfriends.Alicecouldn’t

reporttoIreneasthatwouldonlymakeDavecarryouthisthreat.Alicedecidesto

giveDavethemoneyherequested. However,Davecouldnevergetenoughandhe

keptdemandingformore.Alicekeptgivinghimbutsheknewshecouldn’tkeepup.

Alice’sreputationwasparamounttoherandsheonlysentthenudepicturestoDave
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Figure4.5:DiagramShowingAKillerScenario

becauseshethoughthetrulycaredabouther.Aliceslowlyslidintodepressionand

eventuallycommittedsuicide.Inthecase,theintroductionwasunsuccessful.

Irenefailedinthefollowingroles:

1.AuthenticityofIdentityandCollectedInformation

2.PreserveUsers’Privacy

4.5.7 Trafficking

DevonhasalsodeceitfullyfilledouttheprofiletemplatehegotfromIrene.Devon’s

profileincludedpicturesofplacesheclaimedtohavetraveledto. Hestatedonhis

profilethathelovedexploringnewcitiesandhewaslookingforsomeonewhowould

bewillingtotraveltheworldwithhim. Alicehadlistedtravelingasoneofher

hobbies,soshewaselatedwhenIreneintroducedDevon’sprofiletoher.Devonand

AlicechattedintheonlinespaceIreneprovidedandAlicewaspleasedathowmuch

sheseemedtohaveincommonwithDevon.Afterawhile,DevonexplainedtoAlice

thathewasoutofthecountryexploringanewIsland.HetoldAlicehewouldreally

lovetoseeherinpersonbuthedidn’twanttowaittotravelbacktowhereAlice

was. DevonsuggestedAlicemeetshimontheIslandwherehewascurrently,so

theycouldexploretheplacetogether,afterwhichtheycouldtravelback.Heoffered

tobearthecostoftransportationandaccommodationinvolvedincarryingoutthe

trip.AliceagreedtoDevon’ssuggestionasitseemedlikeadreamcometrueforher.

However,whenAlicegottotheIsland,sherealizeditwasallascamandDevonwas

asextrafficker. Alicewasstrippedofallherbelongingsandwasdeniedaccessto
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theInternet.AlicetriedtorunawayandalerttheIslandauthorities,butallefforts

provedfutileasshewasaforeignerintheIsland.Inthiscase,theintroductionwas

unsuccessful.

Irenefailedinthefollowingrole:

1.AuthenticityofIdentityandCollectedInformation

4.5.8 Fraud

AlicewasintroducedbyIrenetoDan’sprofile,andaftertalkingonlinewithDan,

Alicefeltlikeshehadfoundtruelove.Danontheotherhandhadaverydeceptive

profilewithafakeFacebookaccount. DaninsistedtheymeetinpersonandAlice

obliged. Whileontheirdate,DansedatedAliceandstoleallhercreditcards,money

andjewelry.AfterAlicewokeupanddiscoveredwhathadhappened,shedecidedto

reporttheincidenttoIreneandthepolice.However,whenAlicewenttoIrene’spool

togetmoreinformationaboutDanfromhisprofile,shediscoveredthatDanhad

collectedhisprofilefromIreneanddiscontinuedtheservice. Dan’sfakeFacebook

profilehadalsobeendeleted.Danwentontofilloutanotherprofileandhandedit

backtoIrenewithanewfakeidentity.Inthiscase,theintroductionwasunsuccessful.

Irenefailedinthefollowingroles:

1.AuthenticityofIdentityandCollectedInformation

2.PreserveUsers’Privacy

3.Effectivelyreactingtousers’report

4.5.9 Hacking

HenryhasbeensurveyingIrene’spoolofprofilesforawhilenowandanalyzingthe

mechanismsheusestooperateanddeliverherservices. Afteracoupleoftrials,

HenrywassuccessfullyabletohackintoIrene’slargepoolofprofilesandreleasedthe

personaldetailsofmanyofIrene’suserstotheinternet.Henrywentontoblackmail

otheruserswiththethreatofreleasingtheirconfidentialprofiledetailsaswellas

theiridentity.Henrywasalsoabletogetsomecreditcarddetailsofuserswhopaid

forIrene’sservice.
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Irenefailedinthefollowingroles:

1.SecuredProtectionofProfilesandIdentityofUsers

2.PreserveUsers’Privacy

4.6 Discussion

Inthischapter,weexaminedthethreatmodelofonlinedatingsitesandusedvarious

scenariostoshowcasethepossiblethreatsthatoccuronthisplatform. Wealso

identifiedrolesthedatingsitemodelfailedtoperformthatwouldhaveprevented

negativeoutcomes.Inthenextchapter,wepresenttheresultsofauserstudycarried

outtofindouthowdatingsitesusersdeterminewhototrust,inordertomitigate

thevariousthreatsidentifiedabove. Wealsodetermineifthesetruststrategiesare

adequateorifbetteronesneedtobedefined.



Chapter5

Users’TrustandSecurityStrategiesforOnlineDating

Inthischapterwepresentauserstudycarriedouttodeterminethestrategiesusers

employintrustingpeopletheyareintroducedtoonline,andhowtheyensuresafety.

Throughsemi-structuredinterviewswithtensubjectsandqualitativedataanaly-

sis,weexploredhowusersofonlinedatingsitesaddresstheirprivacyandsecurity

concerns.Thegoalsofthisstudywereasfollows:

1.Understandthesecurityandprivacyprecautionstakenbyusersinonlinedating

sites.

2.Understandhowusersbalancetheneedforsharinginformationwiththeneed

toprotectthemselves.

3.Exploresituationswhereusersdiscoverotherswereuntruthfulintheirrepre-

sentationsandhowthismightendangerthem.

4.Explorehowusersgaugetheaccuracyofinformationrevealedbyotherson

datingsites,todeterminewhototrust.

Thischapterisdividedintothreesections.Inthefirstsection,wedescribethe

methodologyoftheuserstudy.Inthesecondsection,wepresenttheresultsoftheuser

study. Weanalyzeanddiscusstheresultsinthethirdandfourthsectionsrespectively.

5.1 Methodology

AfterreceivingclearancefromourUniversity’sResearchEthicsBoard,werecruited

10participants,primarilythroughauniversity-wideemailannouncementandsubse-

quentsnowballing. Wehaddifficultyrecruitingmoreparticipants,duetothestigma

attachedtousingdatingsites;howeverthenumberofparticipantswassufficientto

carryoutin-depthqualitativeanalysisofdata. Wealsodidnotoptforasimple
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mechanicalturksurveyasthiswouldhavenotbeenasuitablemeansforproduc-

ingsubstantialdataforqualitativeanalysis. Theparticipantsincludedsixfemales

andfourmaleswithagesrangingfrom18-50yearsold.Sixparticipantswerestu-

dentswhiletherestwereuniversitystaff.Allparticipantshadusedadatingsiteat

somepointforatleastamonth. Theparticipantdemographicsaresummarizedin

Table5.1.

Weconductedindividualsemi-structuredinterviewswithparticipants. Whilethe

interviewwasstructuredaroundaquestionguide,digressionswereallowedsopar-

ticipantscouldexpandupontheirexperienceswhereappropriate. Wechosethis

approachbecauseitoffersparticipantsthefreedomtoexpresstheirviewintheirown

terms,providingmorereliable,comparable,qualitativedata.

Participantscompletedademographicquestionnairebeforetheirinterviews.In-

terviewsessionswereaudio-recorded.Participantswereaskedtodiscussthevarious

activitiestheyhavecarriedoutondatingsitesandtheendresultsofthoseactivities.

Participantscouldskipanyquestiontheywerenotcomfortableanswering.Partici-

pantswerefurtherencouragedtoshareadditionaldatingsiteexperiencestheymay

havethatcouldbeofbenefittotheresearch.Eachsessionlastedapproximately20

minutes.

Thequestionscovered:

1.Thesitestheyuse,whethertheypayfortheseservices,whethertheironline

interactionshaveresultedinreallifemeetingsorrelationships.

2.Thecompletenessandaccuracyoftheirprofileinformation,andhowthisaf-

fectedtheirexperiences.

3.Theprecautionstakentoavoidscammers.

4.Anysituationswheretheyhavedealtwithscammers,untruthfulothers,or

dangeroussituations.

Weconductedthematicanalysisontheinterviewdata.Thisformofdataanalysis

issuitableforqualitativedataanalysisandinvolvesasmallnumberofparticipants.

Fromtheusers’responses,weextractedrelevantincidentsandcommonthemes,pay-

ingparticularattentiontoissuesoftrust,security,privacy,andsafety. Wealso
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ID Gender Age Occupation
P1 Female 22 MastersStudent
P2 Female 18 UndergraduateStudent
P3 Male 21 UndergraduateStudent
P4 Male 19 UndergraduateStudent
P5 Female 24 ResearchAssistant
P6 Female 20 UndergraduateStudent
P7 Female 49 Administrator/Advisor
P8 Male 20 UndergraduateStudent
P9 Male 23 Trainer
P10 Female 50 Staff

Table5.1:Demographicssummaryofparticipants

tabulatedcommonresponsesasanindicationoftheirfrequency. Wenotethatthese

numbersrepresentalowerboundsincesomeparticipantsmayalsohavesimilarbehav-

iororopinionsbutnothaveexplicitlymentioneditsinceresponseswereopen-ended.

5.2 Results

Usingthematicanalysis,participants’responseshavebeengroupedintothemes,fo-

cusingonsecurity,privacy,trust,andpersonalsafetyissues.

5.2.1 SecurityAndPrivacyPrecautions

Participantsgenerallyfeltaneedtoprotectthemselveswhileondatingsitesoron

dates.Theyreportedseveralstrategiesandprecautions,assummarizedinFigure5.1.

Weobservethatfemalesreportedmoreprotectivestrategiesthanmales. Next,we

describethesestrategiesandofferexemplarquotesfromparticipantsdescribingtheir

approaches.

ProvidingLimitedorIncorrectInformation

9participants(5femalesand4males)reportedomittinginformationwhenfillingout

theirprofilesondatingsites.Noonefeltthatthishadnegativelyaffectedtheirdating

siteexperiences.

Notallparticipantsomittedinformationsolelyforsecurityorprivacyreasons.

Twoparticipants(1maleand1female),saidtheyomittedinformationinorderto
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Figure5.1:Thenumberofparticipantsreportingeachprecautionarymeasure
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invokesomeformofmystery.P2explains,“Ifyouputoutalloftheinformationat

once,whatareyougoingtosaywhenyoumeettheperson?”.Therefore7participants

omittedinformationasaprecautionarysecurityandprivacymeasure.Participants

claimedtheyleftoutinformationthatwastooreadilyidentifiableorrevealing,such

astheirhomeaddress,occupation,dateofbirthandincome. P3commented,“If

youcallyourbankatanytime,thefirstthingtheywouldaskyouisyourdateof

birth,henceIneverputupmycorrectdateofbirthwhenfillingoutprofiles”. One

participant,P5,explainedthatinadditiontoomittinginformationaboutherself,she

alsogavemisinformationtostaysafe,saying,“Ialwaysfilloutawrongdigitortwo

inmymobilenumberwheneverIneedtoputitup”.

Theremainingparticipant,ontheotherhand,saidshetruthfullyfillsoutallfields

anduploadshermostrecentpictureswhenfillingoutprofiles.Sheexplains,“Iam

always100%true...thereisnothingyoucandoifpeoplerecognizeyourpicturefrom

adatingsite,it’sthepriceyouhavetopay.”

Interestingly,all10participantsuploadedtheirpictures. Whenaskedwhether

theyconsideredphotospersonallyidentifiable,noneoftheparticipantscoulddefend

thispractice,acknowledgingthatitwasaconcernbutbelievingitwasanecessary

risk.P5explained“Yeah,theycantraceme...butnoone’sgoingtotalktoyouif

youdon’thaveyourpictureup,that’showdatingsiteswork.”

SharingFurtherInformation

Asasecuritymeasure,participantsdelayedsharingsomeinformationuntiltheyfelt

theycouldtrusttheirmatchesbetter.Participants,however,hadvaryingideason

howlongthewaitingperiodshouldlastbeforeexchangingmorepersonalinformation

oragreeingtomeetinperson.P5explainedthatshewouldtalktoamatchforat

leastaweekbeforeexchangingphonenumbers.P2,ontheotherhand,saidshewould

neverexchangephonenumbersorfurtherpersonaldetailsuntilshemetthematchin

person.P10wasoftheopinionthatitwasbesttocollectthematch’sphonenumber

buttonevergivehersandhidehercallerIDwhenevermakingcallstothematch.
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SettingUpFirstDates

All10participantsbelievedthatafirstdateshouldbesetupinapubliclocation,for

example,atacoffeeshop. However,strategiesforwhentomeetpotentialmatches

varied.Twofemaleparticipantssaidthatforsecurityreasons,itwasbettertomeet

soonerratherthanlater. P5narratedanexperienceofhowadatingsiteusershe

wasstartingtolike,keptpostponingtheirdate.Shesoondiscoveredtheuserwasa

scammer.Sheexplainedthatscammerswouldrathernotmeetandthatifamatch

repeatedlypostponedthemeetingtimethenyoushouldbesuspicious.However,three

otherparticipantswereoftheopinionthattobesafe,itwasbettertomeetonlyafter

talkingforanextendedperiodoftime.P2thoughtthreeweekswassufficienttoknow

aperson,afterwhichshewouldsetupadate.P1insistedthattwomonthswasthe

besttimeframe.

Recognizing WeirdRequestsAsRedFlags

Twofemaleparticipantsstatedthatasasecuritymeasure,theystayedawayfromguys

whomade‘weird’requestssuchasaskingfornudepicturesormonetaryassistance.

Theybelievedthosetypeofguysweremostlyscammers. Tofurtherillustrateher

point,P10said,“OneguyIwaschattingwithonlineclaimedhewasstayingatSussex

Drive[inOttawa]...onlythePrimeMinister[ofCanada]staysthere!ItwasthenI

discoveredhewasascammer...andsoonenoughhestartedrequestingmoney.”She

furtherexplainedothercuesthatsheutilizestoidentifypotentialredflagsinher

conversationswithotherdatingsiteusers,suchaslocationortimedifferences.In

stayingsafeonline,halfoftheparticipants(4malesand1female)mentionedthat

goingwiththeirgutfeelingwascriticalasitwasalmostneverwrong.

StalkingSocial Media

Threefemaleparticipantsadmittedtocarryingoutsocialmediastalkingasaprecau-

tionarymeasuretouncoverdetailsaboutpotentialmatches.P2explained,“[before

agreeingtomeetup]I’mgoodatstalking,IlookuppeopleonFacebook,Twitter,In-

stagram...everywhere!”P10furtheraskedquestionstoverifyifpotentialmatches

canbackupwhattheysharedonline;sheexplains,“Ialwaysdomyresearchonline,
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thenIaskthemdirectquestionstoconfirmifwhattheywroteistrue.”

BeingCautious WhileOnDates

Fivefemaleparticipantstookadditionalprecautionswhileondates,suchasmaking

sureathirdpartywaspresent.P1commented“...(mymatch)cametomyapartment

forthefirstdate,butImadesuremyroommatewasin.”P2agreed,sayingshealways

wentondateswithafriend,“WheneverIgotoStarbucksforthedates,Ialwayswent

alongwithmyfriend...he[thedate]wouldneverknowmyfriendandIknoweach

other...myfriendsatoutofsightwatchingusallthroughthedate.”

Othersmadesurethatsomeoneknewthedetailsofthedateandsometimesmade

itcleartotheirdatesthatthiswasthecase.P6explained,“Iwouldgivemyfriends

hispictureandtheywillalwaysknowwherewearemeeting...likewhenIwantedto

gowithaguyonafirstdate,Itookapictureofhislicenseplatenumber.Hedidn’t

know.Ithentextedmyfriendsthemakeofthecar. Duringthedate,Ikepttelling

himI’mupdatingmyFacebookstatus.Itwaslikemakingasubtlethreattohim”.P5

alsoexplained“Myroommatesalwaysknewwherewewereheaded.”

5.2.2 BalancingPrivacyandSociability

Participantsstruggledwithhowtofulfilltheirdesireforprivacywiththepurposeof

thedatingsite,whichistomeetpeople,socialize,andgettoknoweachother.In

manycases,theysacrificetheirprivacywhenfacedwithachoicebetweenthetwo.

Thisisclearlyasituationwherethesecurityandprivacyarehinderingtheuser’s

primarytask[276].

Threeparticipants(2males,1female)agreedthatthereissuchathingas“too

muchinformation”whenusingdatingsites. Butnonecouldgiveadefiniteanswer

onwheretheydrawthelineonhowmuchinformationisconsidered“toomuch.”

Thosewhoconsideredomittinginformationfromtheirprofileswereaskedhowthey

decidedwhatshouldbeincludedandwhatshouldbeleftout,butnoconsensus

emerged. P3noted,“There’snothingyoucanreallydotokeepsafeonlinecause

it’sonline...theycouldalwayshackintoitanyway...so...”.Hefurtherexplained,

“Whenusingdatingsites,sometimesIwouldputupsensitiveinformation...inmy

headI’mlikeyoushouldn’tbedoingthat,butthere’snotmuchyoucando.”P5went
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ontosay,“IjustassumethatpeopleattheotherendarealsoassincereasIamand

arelookingtojustdatetoo”.P10andP5explainedthatitwasonlywhentheywere

“lessprotectiveandloosenedup”thattheyfoundsuitablematches.P10explained,

“Iwasverycarefulnottogiveouttoomuchinformation,butthenitcouldrestrict

you...soIloosenedup...youjusthavetobewise.”P5commented,“Istartedto

havelotsofsuccesswhenIstartedjokingaboutitandletdownmyguard.”

Participantsthuscompromisedbetweentheneedtoshareinformationandthe

needtostayprivateandsecure.Inthesecircumstances,participantsclearlybelieved

thatonehadtobesacrificedfortheothersincetheysawpositiveresultswhenthey

revealedmoreinformationthantheyinitiallywanted.

5.2.3 DetectingScammersandGaugingTrustworthiness

Participantshaddevelopedseveralstrategiesforidentifyingpotentialscammersand

determiningwhototrust, mostlybasedonsocialcuesfromthepotentialmatch.

Figure5.2summarizesthesestrategies.

TrustingAGutFeeling

Fourparticipants(allmale)claimedtheyreliedontheirgutfeelingtoknowifthe

informationprovidedonlineistrueorwhetherascammerisatplay.Theyrecognized,

however,thatthiswasnotafoolproofstrategy.P3commented,“it’stough...Imean

ifyouareagoodjudgeofcharacterthatmayhelp,butreallyyouneverknow.”

RelyingOnSocialNorms

Participantsreliedoncharacteristicsoftheconversationandinteractiontoidentify

potentialthreats. Whenthesevariedfromtheexpectedsocialnorms,thiswasacause

forconcern.

Threeparticipants(2females,1male)claimedthatthetopicandpaceofcon-

versationcouldsometimeshelpthemdetermineifapotentialmatchisascammer.

P1commented,“Creepyonesalwaysstarttheconversationwayofftheline.” P4

explained,“ifafirstconversationstartswith‘Heybaby,howyoudoing?’...I’mlike

‘really’?”Twofemaleswerealarmedifmatchesconsistentlyrequestednudepictures.

Onemaleparticipant(P4)stronglybelievedthatiftheconversationspeedwastoo
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Figure5.2:Showsthemaleandfemaleratioofhowparticipantsgaugedtheaccuracy
ofinformationsharedonline
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fast,thenthepersonwasmostlikelyascammer. Heexplained,“Peoplewhoreply

waytoofastorwaytoooftenaredefinitelyscammers”.P2elaborated,“Iftheyask

tohangouttoosoon,theyarescammers!”

Othersthoughtthatdisplaysofemotionthatseemedoutofsyncwiththestage

oftherelationshipweresuspicious. Twoparticipants(1male,1female)strongly

believedthatifamatchprofessedfallinginloveveryfast,itwasanothersignofa

scamwasunderway.P7comments,“Allofasuddentheyareinlovewithyou...they

wanttomeetyourightaway,thosearefakepeople.”

NoticingInconsistenciesinProfiles

Sixparticipants(4femalesand2males)believedthatinconsistenciesinnormalpro-

filecontentandpicturecouldsignalascammer. Participantsattributedweightto

theprofilepictures,expectingthemtodepict‘average’peopleandexpectedprofile

descriptionstoprovidesufficientdetailabouttheperson.Twofemalesfeltthatifa

profilepictureistoocutethentheprofileissuspicious.Threeparticipants(2males,

1female)saidweirdpicturesaccompanyingweirdprofiledescriptionswereacause

forconcern.Toillustratethis,P4explained“Somepeoplehavelikeadogasprofile

picture...andwriteasdescription‘I’madog’...thosearecompletelyfake...”P6

claimedsightingmultipleprofilesforthesamepersonwasalsoaredflag,“Ifound

sameperson(thesameprofilepicture)multipletimes,butIcantellit’sadifferent

personbecauseofthewaytheyspeakandrespond.”

RequestingProof

Insomecircumstances,participantswhowerealreadysuspicioustookextrastepsto

determinewhethertheywereinteractingwithascammer.Twoparticipants(1male,

1female)believedthataskingforproofofidentitywasoneofthemajorwaystodetect

whetherapersonwasascammer.Theydidnotexpandonhowtheydeterminedthe

authenticityoftheprovidedproof.P8explains,“It’shardtodo[detectscammers]...I

askthemtoproveit[theiridentity]bysendingmaybeapictureorsomethingspecific.”

P10sharedherexperiencewithascammer,“SotheNigerianscammerthatclaims

hestaysatSussexDrivestartedaskingmeformoneythathewasstucksomewhere,

Itoldhimtoscanhispassportandsendtome...Ineverheardfromhimagain.”It
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isunclearwhathernextstepswouldhavebeenhadthescammerprovidedaphoto

ofapassport.

YouCanNeverTell

Onefemaleparticipantheldontothethoughtthattherewasnowayyoucouldtell

ifapotentialmatchwasascammersolelythroughonlineinteractions.P6explained,

“It’sreallyhardtodo.It’sonlyifyouaregoingtomeetsomeone,youwouldknowif

thepersonisscammerornot.Youjusthavetomeetinapublicplace.”

5.2.4 GeneralDatingSiteExperiencesandFeedback

Lookingatoutcomes,participantsseemedtohavehadreasonablesuccesswithdating

sitesdespitetheirconcernsabouttrust,privacyandsecurity. Overall,eightpartic-

ipants(6females,2males)hadsetupdateswithpeopletheymetondatingsites.

Themostdatessetupbyaparticipantwas30dateswithinaspaceofsixmonths.

Sixparticipants(5females,1male)werecurrentlyinarelationshipwithsomeone

theymetonadatingsite.Twoparticipantssaidtheymetpeopleonline,who,even

thoughitdidnotresultinaromanticrelationship,werestillveryclosefriends.P3

explainedthateventhoughhehadnevergoneonadatepersonally,heknewalotof

hisfriendshadbeensuccessfulatusingdatingsites.

Interestingly,theiropinionsseemedtocontradictthisapparentsuccess. When

askedwhatadviceparticipantswouldgiveafriendwhowasconsideringusingadating

site,halfoftheparticipants(4males,1female)advisedthatpeoplestayawaycom-

pletelyfromusingdatingsites.Twoclaimedthattherewasasocialstigmaattached

tousingdatingsitesandthatpeoplewerebetteroffwithoutthem. P2explained

further,“Don’tuseit[datingsite],it’sawasteoftime...imaginemyparentsasksme

wherewemet?Iwouldthensaydatingsite?...itmakesonelookirresponsible.”P4

alsoremarked,“Don’tgodoit[datingsites]...don’tgothere...itgetsyoudown.It’s

alsoeasytowasteyourtimeandveryemotionallydraining”.P3cautioned,“Tryas

hardasyoucannottouseit...stayoffcompletelyfromit,it’snotworthit...tryand

meetsomeoneinreallife”. P6,whowasinsupportofusingdatingsites,advised,

“Alsodon’tgointoitthinkingyouwouldhavealongtermthing,gowiththemindset

thatyouwanttohavefunandifitworksthatlongtermwaygood...elsegood.”
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P5alsorecommendedthatdatingsitesshouldadoptadditionalverificationof

usersatregistrationtoreducethenumberofscammersandhenceimprovetrust.She

explainedthatshewouldlikeuserstoscantheirpassportordriver’slicenseasaway

ofverifyingtheiridentity.Shealsoworriedaboutherpastinteractionsondating

sites.Sheworriedthatherpreviousdatingsitemaybehackedandallhersensitive

sexualinformationwouldbemadeavailabletothepublic.Shecontinues,“Ididn’t

thinkhardaboutthatuntilwhenIwasdonewithit[thedatingsite].Iwaslike,I

shouldn’thavebeensotruthfulwiththesequestions,whatiftheycomebacktohaunt

meinfuture?” Asdatingsitesbecomemorepopular,thesetypesofregretsand

anxietyaboutpotentialattacksarelikelytoincrease.

5.2.5 AwarenessofSecurityandPrivacyRisks

Participantsweresufficientlyawareofsecurityandprivacyissuesarisingfromonline

datingtocorrectlyidentifythemajortraitsexhibitedbydatingsitesscammersand

theirscamsasidentifiedinthethreatmodel.

Huangetal.[115]discussedhowdatingsitescammersmakeuseofmultipleprofiles

withthesamefakecontent.Sixparticipantscorrectlyidentifiedthisscam. They

notedthatunusualprofilecontentandmultipleprofileswiththesamecontentcould

belongtoscammers.Huangetal.furtherexplainedhowscammersuseveryattractive

profilepicturestoattractunsuspectingusers;ourparticipantsalsonotedthisas

suspicious.30%ofparticipantsalsocorrectlyidentifiedthatunusualrequestsfrom

datingsiteuserssuchasrequesttosharenudepicturesormoneycouldbearedflag

thatsomethingisfishy,acharacteristicpreviouslynotedintheliterature[115].Also,

10%ofparticipantsidentifiedthatthespeedatwhichdatingsites’usersrespondto

conversationscouldalsoverifyiftheuserisascammer(see[115,201]). Whittyetal.

[277]notedthatadatingsiteuserwhofallsinlovetoofastoralmostimmediately,

couldbeasignthattheuserisascammer.20%ofparticipantscorrectlyrecognized

thistrait.

Onhowusersgaugetheaccuracyofinformationsharedonlineandhowthey

protectthemselvesfromscammers,Gibbsetal.[93]identifiedusingbasicinstinctas

oneofthemethods.Thiswascorrectlyidentifiedby40%ofparticipants.However,

gutfeelingmaynotbesufficienttojudgetheaccuracyofinformationputonlineor
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todetermineanotheruser’ssincerity.

Whittyetal.[277]notedthatdatingsiteusersshouldtakeprecautionsbefore

meetingnewpeople,includingtakingtimetogettoknowindividualsandletting

othersknowtheyaregoingonadate.60%ofparticipantsletsomeoneknowtheir

planswhengoingonadate.Allparticipants(100%)wereoftheopinionthatmeeting

someonefromadatingsiteshouldbedoneinapublicplace.Also90%ofparticipants

correctlyidentifiedthatsharinglimitedinformationcouldhelpprotectoneselffrom

scammers.

LikeMcRaeetal.[169],ourparticipantswereunabletocometoaconclusionon

howmuchinformationsharingwastoomuch.

5.3 AnalysisofUserStudy

Basedontheresultsoftheuserstudy,Figure5.3presentsamodelshowingthe

relationshipbetweentheproblemsfacedbydatingsitesusersandthemethodsthat

usersusedtoprotectthemselves.Themodelisstructuredinthreecategories,

1.OnlineDatingRealities:Thisshowcasestherealtiesinvolvedinmakinguse

ofonlinedatingsitesasidentifiedbyusersinthestudy.

2.Risks ArisingFrom Realties: Thisdescribesthepossiblerisksuserscan

faceasaresultofthefactsandrealitiesidentified.

3.MitigationStrategies: Thisreferstothevariousmethodsimplementedby

usersintheuserstudy,toprotectthemselvesfromtheriskassociatedwiththe

correspondingreality.

5.4 DiscussionofResults

Asseenintheresults,theproblemofbalancingsecurityandprivacyisaprominent

issuefacedbydatingsitesusers.Userssometimesprovidelimitedorfalseinformation

intheirprofiles,buthopetheirpotentialmatches’profileistruthfullyfilledout.Some

usersalsocreateprofilesthatcan’tbedirectlylinkedtothem,buttheyhopetobe

abletolinkotherusers’profilesinothertogetthebestpossiblematch.Thiscreates

aparadoxasseeninsocialpsychology.
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Figure5.3: Modelshowingonlinedatingrealities,risksandmitigationstrategies
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Onthecollectivetruststrategiesusersemployed,Bonabeauetal.[25]notedthat

thoughintuitionplaysanimportantroleindecisionmaking,itcanbedangerously

unreliableincomplicatedsituations.Usingintuitiontojudgetheaccuracyofinfor-

mationsharedonadatingsitemaybeevenmoredangerousbecause,aspreviously

stated,scammerstendtoexploitthevulnerableemotionalstateofusers[115],leav-

ingtheirgutfeelingsclouded.Ourresultsindicatehoweverthatintuition,directlyor

indirectly,iskeytohowusersofonlinedatingsitesdeterminewhototrustandhow

theyensuretheirsafety.

Theylookfor“weird”requestsanddeceptiveprofilesbasedonheuristicsderived

fromregularprofiles.Theyobservewhethercorrespondentsreplytooquickly.They

determinewhattoshare,andwhatnottoshare,onanad-hocbasisdependingon

howsafetheyfeelinagiveninteraction. Thesemethodscanalllowertherisksof

normalthreats,i.e.avoidingthe“creeps”andthe“crazies.” Conartists,however,

areadeptattakingadvantageofsuchemotionally-drivendecisionmaking,andthe

relativeanonymityanddataanalysisopportunitiesofonlinedatinggivespurveyors

ofscamsplentyofopportunitiesinwhichtooperate.

Whilenoneofourparticipantswasdeceivedbyanoutrightscamintheironline

datingexperiences,thismaybearesultofourrelativelysmallsamplesize.Evenso,

virtuallyallofourparticipantsencounteredsomelevelofdeceptioninonlinedating

atasufficientlevelthatacommonrefrainwas“youcanneverknow.”Mechanisms

thatcanreducetheabilityofindividualstodeceiveeachotherinonlinedatingthus

havesignificantpotentialforimprovingthequalityoftheentireexperience. More

practicalapproachesareneededtohelpdatingsites’usersbettergaugetheaccuracy

ofinformationsharedanddeterminewhototrust,astheavailableonesarenot

sufficienttoprotectusersandtopreventthemfromfallingpreytoscammingattacks.

Theyalsoneedhelpinsharinginformationaboutthemselvesinawaythatprotects

theirprivacyandsafetywhilealsohelpingthemfindpotentialpartners.Sinceusers

donotpossesssufficientstrategiestokeepthemselvessafewhileusingdatingsites,in

thenextchapter,wesurveythetruststrategiesemployedbydatingsitesinsecuring

users,evenastheyintroducethemtoothersonline. Wecomparethesestrategies

withIrene’sidealrolesdiscussedinChapter4,todeterminetheviabilityofthese

trustmechanisms. Wefinallycomparethemwiththetrustmechanismsemployedby
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otherCMIs.



Chapter6

TrustStrategiesUsedByDatingSites

Alldatingsitesprovidemechanismstohelpindividualsestablishtrustwithpotential

matches.Inthischapter,weevaluateandanalyzethevariousmechanismsusedto

developtrustandimprovethesecurityofusersonthreepopulardatingplatforms,

Match.com,PlentyofFishandTinder. Wecomparethesemechanismswiththeroles

describedinthemodeldatingservice,Irene,inChapter4. Wealsocomparethe

truststrategiesemployedbydatingsiteswiththoseimplementedbyotherCMIs. We

finallydiscusswhysomeofthetrustmechanismsemployedonotherCMCsmaybe

ineffectivewhenappliedtoonlinedatingsites.

Therestofthechapterisdividedasfollows. Weevaluatethetrustmechanisms

usedbyMatch.com,PlentyofFishandTinderinthefirstthreesectionsrespectively.

Inthefourthsection,wecompareourfindingswiththeidealroleoftheintroduction

servicediscussedinChapter4.Inthefifthsection,wecomparethedatingsites’trust

mechanismswiththoseofotherCMIsanddiscusstheirdifferences. Weanalyzeand

discusstheresultsoftheevaluationinthesixthandsevensections,respectively.

6.1 Match.com

Whennewuserssignupto Match.com,awelcomemessageandregistrationconfir-

mationnotificationissenttotheemailaddressusedtoregister. Match.comsends

anotheremailwithanoptionalverificationlink,whichifleftunclicked,doesnotin

anywaystoptheuserfrommakinguseoftheservice. Usersarealsomadetofill

uptheirprofilesduringsignupwheretheygiveinformationaboutthemselves,both

personalandotherwise,thatcouldassisttheminbeingmatched. Matchtakesafew

minutestoapproveaprofileandpicturebeforeitcanbedisplayed. Userscanalso

signuponMatch.comusingtheirFacebookaccount.

Matchhasbothfreeandpaidversions. Withthefreeversion,usersreceivenotifi-

cationswhenprospectivematcheshaveshowninterestinthemorsendthemmessages.

73
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However,usersarenotallowedtoseethepictures/profilesofthesepeopleorthemes-

sagessent,untiltheyhavefullysubscribedfortheservice.Subscriptionisdoneby

payingarenewablesubscriptionfee.Ifusersfailtosubscribe,Match.comwillcon-

tinuetosendregularupdatesofeventshappeningontheiraccountwhichtheuser

canonlyseeaftersubscription.Thisisusuallydonetopromptuserstosubscribeto

theirservices.

WenowdescribethevariousmechanismsMatch.comemploystoestablishtrust

betweenpotentialmatches.

•Match.comprovidesuserstheabilitytobeabletoblockandunblockother

usersfromcontactingthem.Userscanblocknomorethan2000members,after

whichuserswillhavetounblockoldusers,forthemtobeabletoblocknewones.

Userscanalsoreportpeopletheydonotfeelcomfortableinteractingwith.The

optionsaredisplayedas,“Blockfromcontact,BlockfromsearchandReporta

concern”[162].Theblockedmembersareusuallyunawarethattheyhavebeen

blocked,andcanstillviewtheuser’sprofileandsendmessages.However,the

userwhoblockedthememberwillbeunabletoreceiveanymessagessentfrom

them[156].Cobbetal.explainsthatdatingsitesusersfeel“empowered”by

theabilitytobeabletoblockotheruserstheywouldrathernotcommunicate

with[41]. Theytendtofeelasenseofsafetyknowingtheycancontrolthose

theycommunicatewithandviceversa,whichinturnhelpsusersbettertrust

theplatform[29,263].

•Thesitealsogivestheoptionofviewingonlyuserswithprofilepictures.Pre-

viousresearchhasshownthatuserswhohavemorephotosaregenerallymore

trustedthanthosewhodon’t,wherebyusersaremorelikelytocontactthose

withprofilepicturesthanthosewithout[81,278,117,110].Also,whileprofile

picturesarebeingreviewedby Match.com’scustomerserviceteam,thepic-

turesareusuallynotdisplayed[155].Thereforeprofilepicturesgiveusersmore

confidencethattheprofilesaswellasthepictureshavebeenapprovedbythe

site.

•Match.comusesthefrequencyofusers’loginsasawayofbuildingtrustinusers.

Usersgenerallytrustprofileswithmorerecentlogins,asthisisviewedasan
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indicatorofaperson’sreliability,seriousnessandavailability[74].

•Match.comalwaysindicatesthatamorecompletedprofilegetsmoreattention

[154],whichinturnsuggeststousersthatcompleteprofilesaremoretrustwor-

thy.

•Match.comalsooffers Mutual Match,Daily Match andSingledOutfeatures.

Thesefeaturespresentpotentialmatchestousersasselectedby Match.com.

Thesiteexplainsthatthematcheshavebeenchosenfromtheirlargepoolof

users,basedoncompatibility,andhavebeenfoundtobestsuittheuseras

potentialmatches[159,161].OftheirSingledOutfeature,Match.comexplains

thattheyhavehighconfidencethattheselectedfewsingledout,willbepoten-

tialdatesforusers[161]. Thishelpsuserstrustthattheywillmostlikelybe

interestedindatingmembersacquiredviathesefeatures.

•Subscribedmembersgenerallyhavemuchmorebenefitsthannonpayingusers,

suchasbeingabletoreceiveandsendmessagestootherusers,evenifaprofile

isyettobeapprovedbythesite[160]. Whileexplainingthebenefitsofpaid

subscription,thesitestatesthatsubscription“createsamoresecureenviron-

mentandhelpsensurethatthoseyou’recommunicatingwithareasseriousin

theirsearchasyouare.”[158]Thisencouragesuserstotrustpaidsubscribers

morethannonpayingusers.

•Usershavetheoptionoffillinguptheirprofilesatsignuporattheirownconve-

nience.Aftertheprofilesectionhasbeenfilledup,Match.com’scustomercare

teamtakessomeminutestoapprovetheprofilebeforeitisdisplayed.During

thisperiod,freeuserscannotsendmessages,thoughpaidsubscribersarefreeto

communicateeveniftheirprofilesareyettobevetted.Thisprocesshelpsusers

trustthateveryone’sprofileonthesiteisbeingvettedbyMatch.com’steam,

andcanbetrusted.Italsocreatesasenseoftrustintheserviceprovided,with

usersfeelingthatsomeone,somewhereiswatchingoutforthem,wheninreality

thisisnotnecessarilythecase[163,213].

•Match.comadvertisesupcomingeventsforsinglestoparticipatein.Thishelps

createasenseofcommunityfeelforthosethatattendtheeventandaidsin
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Feature Match.com POF Tinder
Block/Unmatchusers Yes Yes Yes
Viewonlyuserswithpictures Yes Yes No
Warningaboutfraudsters Yes No No
Reportusers Yes Yes Yes
Frequencyofusers’login Yes Yes No
Completedprofiles Yes Yes No
Subscriptiontopaidversions Yes Yes Yes
Delayedapprovalofprofilesandpictures Yes No No
Events Yes Yes Yes
SpecialFeatures Yes Yes Yes
Facebookverification No No Yes
Instagramverification No No Yes

Table6.1: Mechanismsusedinonlinedatingplatformsthathelpsbuildtrustinother
users.

buildingtrustintheavailabilityofpotentialsinglesonthesite.

6.2 PlentyofFish

PlentyofFish(POF)isoneofthelargestfreedatingsitesavailable[196].Thesite

howeverhasanupgradedversionwhichusershavetopayforinordertoputtheir

picturesinmajorsearchesandbeseenbymorepeople.However,thebasicservices

offeredbydatingsitessuchasviewingpictures,receivingandsendingmessages,and

findingmatches,areofferedforfree.Duringsignup,usersfillouttheirprofilewhich

includespersonaldetailsandbasicinterestquestions.LikeMatch.com,POFdoesnot

verifyyouraccountthroughyouremailaddress.Aftersigningup,newusersreceive

awelcomemessagefromtheCEO,afterwhichtheuserscangoontothesiteand

findpeopleofsimilarinterests.

LikeMatch.com,POFusesseveralmechanismstoestablishtrustbetweenpoten-

tialmatches.

•POFdoesnotallowuserstochangetheirbirthdaysorgenderaftertwoweeksof

signingupfortheservice. Webelievethisisasafetyandprecautionarymeasure

takenbysite,whichhelpstobuildtrustintheprofilesoftheusers,whereby

usersarecertaintheirpotentialmatchisunabletochangetheirageinorderto

fittheuser’scriteria.
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•Userswhopresentavarietyofpicturesonthesiteareviewedasmoretrustwor-

thy,withthesiteencouraginguserstouploadaminimumof3photos,explaining

thatthemorepicturesusersputupthemorepeoplewillbeabletoknowhow

theytrulylook[98]. Thesemultiplepictureshelpbuildconfidenceinpeople,

makingthembelievethattheyareinteractingwiththesamepersonandnot

fakeindividuals.Thesitefurtherstates,“POFuserswithatleast10imageson

theirprofilereceive8timesmoremessages!”[194,70]

•POFclaimstodeleteaccountswithsexuallanguage;theyexplicitlystate,“If

yourprofilecontainssexuallanguageofanykindyouraccountwillbedeleted.”

Thesitealsoexplainsthatonceauserisdeleted,theywillbepreventedfrom

signingupagain. Thishelpsusersbettertrusttheservicesofferedonthe

platform.However,userssigningupagainfortheirservicecansimplybedone

bychangingtheemailaddressusedtosignupinitially.

•POFalsohasafeaturecalled“RateImages”wheretheydisplayaseriesof

profilepicturesthataremostlyinappropriateandaskuserstomakePOFbetter

byratingthesepictures.Theyalsopresentinstructionsonhowthesepictures

shouldberated. Byenablinguserstoenforcecommunityguidelines,POF

implicitlybuildstrustinthecommunityofpotentialmatchesonthesite.

•POFalsoprovidesloginupdatesofusers,showingusersthatareconsistently

loggedin.Thishelpsusersidentifyactivemembersandtrustthatthosethey

areinteractingwithareactivelyinvolvedintheplatform.

•POFgivesuserstheoptionofreceivingmessagesfromonlyupgradedusers.

Thesitestatesthat,“ThebestwaytobesuccessfulonPOFistobecomean

UpgradedMember.”[193].Thiscreatesaformoftrustinusers,makingthem

believethatthose“upgraded”profilesaresincereusersandnotscammers.

•POFalsohasasectionthatdisplaysmutualmatchesforusers,tagged“My

matches”,whichstates,“Noneoftheuserswhohave messagedothersfor

sex/intimateencountersshowupinyourmatches.Ifyouwanttopreventpeo-

plewhohavemessagedothersforsexorintimateencountersfromcontacting

you,youcanblockthementirelyhere”.Thisfilterhelpsuserstrustthatthose
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theyareinteractingwiththroughthisfeature,havenevercommittedthoseacts,

whichisnotalwaysthecase[213].

6.3 Tinder

Tinderisadatingplatformthatcurrentlyonlyworksonmobiledevices. Unlike

otherdatingsitesandapplications,TinderforcesalluserstosignupwithaFacebook

account. Tindermakesuseofusers’Facebookprofiletosetupaprofileontheir

account. Aftersignup,userscanseepicturesofotherusersthatarewithinclose

range.Asseriesofthesepicturesisdisplayedandusersswipetoverifytheirinterest

inthepictureofaparticularperson.Ifthatpersonalsoshowsmutualinterest,then

amatchisformedandbothpartiescanbeginchatting.

Tinder’sstrategiesforestablishingtrustbetweenpotentialmatchesisabitdiffer-

entfromthoseofMatch.comandPOF.

•AmajorwayTinderbuildstrustanddevelopsasenseofsecurityinitsusersisby

allowinguserstosignupontheplatformonlythroughtheirFacebookaccount.

ThisisTinder’smethodofverifyingusersarewhotheyclaimtobeandto

checkforpeople’sidentity. Whilethisseemslikeabetterstrategyemployed

thanotherconventionaldatingsites,thishoweverdoesnotstopcreepsand

scammersfromcreatingfakeFacebookaccountswiththesolepurposeofusing

themonTinder[185].

•OnTinder,whileuserscanadjustthedistancewithinwhichamatchcanbe

searchedfor,userscannotchangethelocationfromwherethesearchismade.

Tinderappliesauser’sFacebooklocationorthecurrentGPSlocationofthe

user’sphone,dependingonthechosensetting.Thishelpsbuildtrustinusers

thatpeopleareactuallywheretheyclaimtobe.Foruserstochangelocationto

aspecificplace,gettheirprofileboostedtothetopsearchesonceamonth,turn

offads,controlwhoseesthem,maketheirdistanceinvisibleandotherfeatures,

usershavetopayafee.

•TinderhasTindersocial,whereusers’friendscaninvitethemtogooutona

social.Thisbuildsaformofcommunityfeeltothesiteforthosepeoplethat



79

choosetoengageinthesocial. Tinderalsoallowsthecreationofgroupson

Tindersocial.

•ThoughnoteveryoneusesInstagramasanadditionalfeature,Tinderallows

peopletoalsoconnecttheirInstagramaccounttothesitetohelpbuildtrustin

users.

•UserscannotchangetheiragesfromtheirprofilesonTinder,wherebyforthat

tobedone,usershavetodeletetheTinderaccount,whichalsoautomatically

deletesallpreviousmessagesandpreviousmatches,changetheirageonFace-

book,andthencreateanewaccount.ToalsochangeausernameonTinder,the

userhastoupdatetheirFacebookname.IftheirTindernamedoesn’tchange

afterfewdays,thentheyhavetodeletetheiraccountandstartover. This

processalsoapplieswhenauserwantstochangetheirinterests.

•Tinderalsohas“verified”badgestoconfirmtheauthenticityofprofiles;how-

ever,itoffersthisfeaturetoonlycelebrities,brandsandpublicfigures. For

thosepeopletogettheverifiedbadgetheyhavetosendanemailtoanau-

thorizedemailaddress.Thekeyquestionthoughis,whywouldapublicfigure

wanttobeverifiedonadatingapplicationorsite?

•Tinderusersalsohavetheoptionofreportingusers. Whenauserisreported,

Tinderbanstheuserforacoupleofdays,duringwhichtheyreviewtheaccount

[264].IfreporteduserswanttoclarifytheirstandtoTinder,theyhavetosend

anemailtoTinder. Userscanalsoblockorunmatchwithsomeoneifthey

please. Howeveronceauserisblocked,itispermanent,andtheycannotbe

unblocked.Blockingmeansyoucompletelydisappearfromtheotherperson’s

search,suchthatyouwillbeunabletomessagethemandviceversa.

6.4 Comparison WithIrene’sIntroductionServiceRoles

Basedonexperimentsandthefindingsinthecasestudylistedabove,wenowcompare

therolescarriedoutbytheintroductionservicesMatch.com,PlentyofFish(POF)

andTinder,withthosecarriedoutbyIreneinanidealsituation,asdescribedin

Chapter4.Table6.2showsasummaryofthecomparison.
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1.DetailedInformationRequirements: WhileMatch.comandPOFrequire

userstoanswersomepersonalquestionsinordertobematched,thereiscur-

rentlynoprofilerequirementquestionthatwillenableuserstoknowabouttheir

matches’personalandsocialvicesorhabits.Thoughsuchinformationmaynot

readilybegiven,thepresenceorobviousabsenceofsuchinformationcanhelp

usersbetterdecideonwhotheywouldratherbematchedwith.Tinderonthe

otherhanddoesnotaskforpersonaluserpreferencestoaidmatchmaking,but

simplymakesuseoftheusers’Facebookprofile.

2.VerificationofInformationCollected:InMatch.comandPOF,users’pro-

filesdonotneedtobecompletedinorderforuserstointeractwithpotential

matchesorforthedatingservicetosuggestpotentialmatchestothem.Thisalso

appliestoTinderwhoseusers’Facebookprofilesdonotneedtobecompleted

foramatchtooccur.

InthecaseofMatch.com,profilesarecheckedtoensuretheabsenceofoffensive

words[163],howeverusersaresentmatchesalmostassoonastheysignup,even

beforeprofilesarecheckedandapproved.

WhensigninguponPOF,whileallprofilefieldsaremarked“required”,theydo

notneedtobefilledupforuserstomakeuseoftheirservices.Users’profileare

alsonotvettedforcontent.Thesitealsostatesthattheydeletepictureswhich

donotmeettheirrequirement[192,195],howevertheygivetheresponsibility

backtousersthroughtheir“RateImages”feature.

3.AuthenticityofIdentityandCollectedInformation: Ourdefinitionof

authenticityofidentityandcollectedinformationspecifiesthatusersarechecked

toensuretheydonothaveprevioustraitsorarecordthatcouldjeopardizethe

safetyothers. Match.comandPOFdonotauthenticatetheidentityoftheir

users.TinderattemptstouseFacebookasameansofauthenticatingitsusers;

however,Facebookdoesnotcarryoutanybackgroundchecksorpreventusers

withapastcriminalrecordfromsigningupfortheirservices[78].

4.SecuredProtectionofinformationandIdentityofUsers:Instancesof

securitybreaches,whereusers’informationwasleaked,havebeenreportedon

allthreedatingservices[84,101,139,95,186,128].



81

Irene’sIdealRoles Match.com POF Tinder
DetailedInformationRequirements No No No
VerificationofInformationCollected No No No
AuthenticityofIdentity No No No
SecuredProtectionofInformationandIdentityofUsers No No No
PreserveUser’sPrivacy No No No
AuthenticClaims No No Yes
AvailabilityofPotentialMatches Yes Yes Yes
EffectivelyReacttoUser’sRequests No No No

Table6.2: ComparisonofIrene’sidealintroductionroleswiththoseofferedby
Match.com,POFandTinder

5.Preserve Users’Privacy: OnTinder,users’Facebookinformationisused

astheirprofileinformation. Userscanalsosubscribeto Match.comthrough

Facebook,andhavetheoptionofuploadingtheirFacebookpicturestothe

platform.InMatch.com,non-activemembers’profilescanbeseen[163,153].

Thesitealsoretainsusers’profilesintheirdatabaseafterdeletion[157,11,285,

83].InPOF,userscanstillviewdeletedprofiles.

6.AuthenticClaims: Asseenintheirspecialfeaturesandtheirwebsitestate-

ments, Match.comandPOFmakeclaimsthatarenotnecessarilytrueand

cannotbebackeduporverified[206].

7.EffectivelyReacttoUserRequests:BlockingofusersonMatch.com,POF

andTinderdoesnotpreventtheuserfrombeingcontactedthroughotherlinked

socialmediaplatforms.Users’profilesarealsonevercompletelyremovedfrom

thedatingservice.

6.5 Comparison WithTrustStrategiesImplementedByOtherCMCs

Figure6.1showsthecomparisonofthetruststrategiesusedbydatingsiteswith

thoseemployedbysomeCMIs,aslistedinChapter3. Datingsitescurrentlydo

notmakeuseofmostofthesetrustmechanisms. Animportanttrustmechanism

implementedoneveryotherformofcomputermediatedcommunications,butwhich

willbeineffectiveindatingsites,istheuseofreputationsystems. Asexplainedin

Chapter2,reputationsystemsareusedinCMCsasamajorwaytobuildtrustin
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onlineusersabouttheviabilityofacommunication,basedonpastsuccesses.Ithelps

onlineusersdecideiftopurchaseaparticulargoodorengageinaservice.Reputation

systemsareimplementedintheformoffeedback,ratingsorreviews;however,itwill

bedifficulttomakeuseofreputationsystemsinimprovingtrustinonlinedating

platforms. Thisisbecause,tousereputationsystemsinonlinedatingservices,a

seriesofquestionsarises,suchas,Shouldreputationbebuiltonhowgoodadatea

personis?Howromanticadatingexperiencewas?Howlongthepersonhasbeenon

thesite? Mostly,ifanindividualgetspositivelyratedbasedonthese,thenideally

suchpersonswillnolongerbeusingthedatingserviceandtheirprofilesshouldbe

unavailable. Assuch,thereputationbuilthasnobenefittopotentialdaters. For

instance,ifanindividualhasahighreputationbasedonhighamountofdateshad,

theinherentquestionthenis,“whyistheindividualstillonthedatingsite?”;if

otherwise,thequestionbecomes,“whyisnoonegoingondatewiththeindividual?”

Also,thereiscurrentlynowaytoknowifadateoccursbetweendatingsitesusers,

asisseeninotherCMIssuchasUberandAirbnb.Thisisbecausedatingsiteshave

norecordofwhenorifusersgoondatesaswellasthelocationofthedates.

Inothercomputermediatedcommunicationsalso,reputationisusuallybuiltbased

onthequalityoftheserviceanindividualprovides.Inonlinedating,theservice

providedisthe‘dating’itself,andiftheserviceiswellprovided,thechancesofthe

personstillbeingonthedatingsiteislow. Datingsiteusersalsocannotratetheir

datingexperienceswithanotherindividual,asanidealdatingexperienceforone

personvariesforanother,andifadateisgoodtheindividualideallyshouldnolonger

beontheplatformandassuchcannotberated.Itwillalsobedifficulttobuild

reputationwithoutbiasondatingsitesintheeventthatapotentialdatedoesnotgo

asplanned.

Datingsitesattempttoemploystoriesofsuccessfullymatchedcouplesasaformof

feedbackreputationmechanism,butusuallythereisnoincentivetocomebacktothe

sitetoleaveastory.Also,unlikeconventionalcomputermediatedinteraction,leaving

areviewongoodsboughtorservicesofferedisdonesothatotherscanpurchasethose

samegoodsfromtheindividual.Indatingsites,thoseservicescannotbeacquired

fromthatindividualatthatpointintime. Theultimateproblemtheninusing

reputationsystemsondatingsitesisthattheservicesdatingsitesofferaredistinct



	

	 MATCH.COM	PLENTY	OF	FISH	 TINDER	

VERIFICATION	STRATEGIES	 N	 N	 Y	
PRIVACY	 N	 N	 N	

BACKGROUND/SECURITY	CHECKS	 N	 N	 N	
SECURED	MESSAGING	PLATFORM	 Y	 Y	 Y	

REVIEWS/REFERENCES/FEEDBACKS	 N	 N	 N	
RATING	SYSTEM	 N	 N	 N	
LINKING	TO	SOCIAL	MEDIA	 Y	 Y	 Y	
SAFETY	TIPS	 Y	 Y	 Y	
FLAGGING/REPORT	ABUSE	 N	 N	 N	
BLOCKING	OF	MEMBERS	 Y	 Y	 Y	
24/7	CUSTOMER	SUPPORT	 N	 Y	 Y	
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Figure6.1:TableShowingComparisonofTrustMechanismsUsedByOtherCMIs
WithDatingSites

andspecifictoindividuals,wherebyoncesuccessfullygiventoanindividualfromone

user,theycannotbeofferedtoanotherbythatsameuser.

Also,theuseofpictures,asaformofmultimedia-basedtrust,maybeofhelpin

someCMCs,howeveritbecomesatrickermeansofestablishingtrustinCMIsasa

whole,andmoresoindatingsites. Asseenintheuserstudyresultspresentedin

Chapter5,picturestendtoconfusedatingsitesusers,withsomeusersidentifying

attractivepicturesasasignofdeception;inothercontexts,moreattractivepictures

increasestrust[168].Otherdatingsiteresearchshowsthatmenfrowningandwomen

smilingwerecitedastrustworthysigns[24].

6.6 AnalysisofResults

Basedontheaboveevaluation,themodelinFigure6.2showstherelationshipamong

therealityofdatingsites,therisksinvolvedandmitigationstrategiesusedtoaddress

thoserisks.

Themodelisstructuredinthreecategoriessimilartothemodeldevelopedfrom

theuserstudyinChapter6.
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Figure 6.2: Model showing dating sites realities, risks and mitigation strategies
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1.DatingSitesRealities: Thisshowcasestherealitiesfacedbydatingsites.

2.RisksArisingFromRealties: Thisdescribesthepossiblerisksdatingsites

aresusceptibletoasaresultofthefactsandrealitiesidentified.

3.MitigationStrategies: Thisreferstothevariousmethodsdatingsiteshave

implementedtoprotectthemselvesfromtheriskassociatedwiththecorre-

spondingreality.

6.7 Discussion

IncomparingthemodelsdevelopedinFigure5.3andFigure6.2,itshouldbenoted

thatthefocusofonlinedatingsitesmaybesaidtodiffersignificantlyfromthoseof

theirusers.Somedatingsitesusersmakeuseoftheplatformtoflirtanddonothave

planstomeetupwiththosetheyinteractwithontheplatform. Otherdatingsite

usersfocusongettingpotentialmatchestheycouldinteractwithoffline. However

asseeninChapter5,nomattertheusers’reasonsformakinguseofdatingsites,

userscontinuouslyseekwaystobalancetheirprivacyandsecuritywhileusingthe

platforms. Datingsitesontheotherhandarefacedwiththerisksoflosingusers

andthereforeemploystrategiestoretaincurrentusersandacquirenewones. For

example,theuseoffalseprofilestoretainuserscanbeseenintheAshleyMadison

datingplatform.TheAshleyMadisondatingsitewashackedin2015[114],whichled

tothereleaseofinformationonmembersofthesitesaswellasfalseprofiles[151,216].

Thedifferenceinfocusmaybeamajorissueindatingsitesestablishingtrustand

ensuringthesecurityofusers.

Table6.2summarizesthecomparisonsbetweenIrene’sidealrolesspecifiedin

Chapter4andtherolescurrentlyplayedbythedatingsitessurveyed,whileTable6.1

summarizesthekeymechanismsthesurveyeddatingsitesusetoestablishtrustbe-

tweenpotentialmatches. WhatisremarkableaboutTable6.1isthatnoneofthe

mechanismsarerobustagainstamaliciousadversary.Anyonereadingadatingpro-

fileasksthemselves,“Isthisreallywhotheyare? Aretheyleavingoutimportant

details? Aretheyoutrightlying? Arethosepicturesevenreal?”Thesearebasic

questionsthatweconstantlyaskwhenwemeetsomeonenew.Inpersonwecanlook

apersonintheeyeinordertoassesstheirintentions. Whileconartistsandactors
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canimitatesincerity,in-personcuesaregenerallysolidmechanismsforestablishing

trust.

Incontrast,everytrustsignalpresentedbydatingsitescanbeeasilymanufac-

tured.Socialmediaaccountscanbefaked.Timeoflogincanbefaked.Acomplete

profilecanbefaked.Ablockedusercancreateanewaccountandattemptcontact

again.Noneofthesesignalsrepresentasignificantimpedimenttopartieswhowish

tomisrepresentthemselves.Today,then,itisunwiseforindividualstogointoafirst

in-personmeetingwithasignificantleveloftrustiftheironlypreviousinteraction

hasbeenthroughanonlinedatingsite.Havingafriendsittingatthebarwatching

theprogressofyourdatemayinfactbeagoodidea.

Butcanwedobetter?



Chapter7

DevelopingSecurity MechanismsforOnlineDating

Trustmattersinonlinedatinginpartbecauseofthehighstakesinvolvedinmeeting

astrangerinpersononeononeforsuchanintimatepurpose. However,trustis

alsoavitalissuebecausepeoplegenerallyprefertobesomewhatanonymouswhen

meetingstrangers. Wheninteractinginpublicspaces,strangerswillgenerallynot

exchangenamesorcontactinformationuntiltheybothfeelcomfortablewitheach

other. Similarly,usersofonlinedatingsitesusepseudonymsandconcealcontact

informationuntiltheysensesomedegreeoftrusthasbeenestablished.

Unfortunately,theprotectionprovidedbyanonymityisalsoadangerbecauseit

allowsmaliciousactorstoconcealthemselvesaswell. Variousinstanceshavebeen

recordedofusers’privacybeingviolatedaswellasusersexperiencingviolence,sexual

assault,cyberbullying,physicalstalking,workplaceharassment,monetaryfraud,sex

traffickingand,evenworse,death,asaresultofusingonlinedatingservices[103,

245,127,96,8,40,231]. Mostoftheseincidentsgounreportedorunknowndueto

thestigmaattachedtosuchdisclosure[233,134,123,165,22]. Databreachesalso

occurindatingsites,withpreviousincidentsleadingtothedisclosureofthosewith

HIVorsexuallytransmittedinfections[269,21,212].Sensitivepastmessagesaswell

astheaccurategeolocationofdatingsitesusershavealsobeenreleased[79,205].

Whilesafetyconcernscouldinprinciplecauseindividualstoobfuscateoroutright

lieintheironlineprofilesandinteractions,inpracticethisisoftennotthecase.

Onlinedatersarerelativelytruthfulabouttheirphysicalattributes[106],andthey

tendtorevealasignificantamountofpersonalinformation—enoughtopotentially

makethemsusceptibletoscammers[169].Indeed,peoplearesometimestraumatized

bytheirexperienceswithonlinedating.Sometimesthetraumacomesfromgoing

on“baddates,”orfromendingupinabusiverelationships. However,individuals

arealsotraumatizedbybeingoutrightscammed[277]. Onlinedatingscamscan

resultinfinanciallossesforvictimsandformsofblackmailsuchassextortion[69].

87
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Sometimesthesescamsaren’tevenconducteddirectlybyhumans.Instead,chatbots

candeceiveindividualsintodisclosingenoughsensitiveinformationthatanattack

canbemounted[115].AsstatedbyNorcieetal.,“becauseoftheinherentneedto

engagewithandrevealpotentiallysensitiveinformationtounknownothers,dating

sitesamplifymanyofthetraditionalsocial-networkingsecurityandprivacyissues”

[190].

TheresultsoftheuserstudyinChapter5showthatusersessentiallydonot

knowhowtoprotectthemselves,wherebyonlinedatersgooftenintoinitialmeetings

withsignificantamountsofdistrust. Tocompensate,theyengageinavarietyof

riskmitigationstrategiessuchasonlinesearches,stayingincontactwithfriends

electronicallyduringadate,andhavingthirdpartiesquietlyobservethedatefrom

adistancesotheycanstepinifanythinggoeswrong. Datingsitesalsodonot

providealternativestothesubtleinteractionofverbalandbodylanguagecuesthat

canhelppeopledetectdeceptionandaggressioninface-to-faceinteractions.Asseen

inthemodelpresentedinChapters5and6,whileusersaimatbalancingsecurityand

privacy,thisisnotnecessarilythegoalofdatingsites.Datingsitesthemselvesdonot

employsufficientstrategiestosafeguardusers. Whilestandardtrustmechanismsexist

forothercomputermediatedcommunications,someofthesemechanismscannotbe

effectivelyappliedinonlinedatingsites.Therearehoweveranumberofwaysdating

sitescanimprovetheleveloftrustpotentialmatcheshaveineachother. Wediscuss

thesebelowintermsofwhatcanbedoneinthreephases:beforethematch,during

thematch,andafterwards.

Therestofthechapterisdividedintothreeparts. Wefirstdiscussalternative

trustmechanismsthatcanbeemployedbyonlinedatingsites,before,duringand

afteramatchhasbeenformed.Inthesecondpartwediscusstheevaluationofthe

suggestedtrustmechanismsandsummarizeinthethirdpart.

7.1 AlternativeTrust Mechanims

7.1.1 Beforethe Match

Datingsitescouldtakestepstonotjustrecommendusers,butactuallyverifythe

userstheyrecommend. Theuseofgeneralemailaddressesasasingleidentifierof
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aperson,shouldbediscouraged. Makinguseofotherformsofverificationofthe

identityofpeopleshouldbelookedinto. Couchsurfing[44]verifiestheirusersby

verificationoftheirpaymentmethod,phonenumber,addressandgovernmentID.

Thesestepscouldbetakenbydatingsitestoensurepeoplearebetteridentified.The

usersdonotneedtoknowthetrueidentityofwhotheyareinteractingwith,unless

thepersonchoosestorevealthemselves.However,thedatingsiteshouldbeableto

adequatelyvouchfortheperson’sidentity.

Thedatingsitescanalsobestructuredsuchthattofurtherverifypeople,they

requestthemtotakeselfieswithamobileversionofthedatingsite.Theseselfiescan

thenbecomparedwiththeuploadedpicturesonthesite.Theselfiesdonothaveto

beplacedasprofilepictures;theyonlyneedtobeseenbydatingsitesadministrators

(ortheirautomatedproxies)forverificationpurposes.Byrequiringthecapturingofa

liveimage,itmakesitmuchharderforanadversarytomisrepresenttheirappearance.

WhileTinderemploysFacebookasaverificationmethod,itdoesnotabsolutely

protectusersasfakeFacebookprofilescanbeeasilycreated. Datingsiteuserswill

mosttimesprefertoremainanonymous,sousingFacebookaccountstogetaprofile

pictureandprofiledefeatsthewholepurposeofanonymityondatingsites.Ifa

userdecidestoblockanotheronadatingsite,theblockedusercanfindtheuser

onFacebook,whichcouldhavethesamepictureusedonTwitter,LinkedIn,and

othersocialmediaaccounts. Therefore,makinguserssignupwiththeirFacebook

nameandprofilemaycausepeopletocreatefakeFacebookaccountsinsteadfor

perfectlylegitimatereasons. However,havingthesiteanonymouslyproperlyverify

theseaccountswouldgoalongwayinsolvingtheproblemoffakeaccountsandreduce

theeaseatwhichpeoplecancommitcrimesandchangetheiridentity.

Ontheissueoffakeprofiles,Amblerinanarticleaddressedtheproblembylisting

possiblestepsthatcouldeasilyweedoutfakeprofilesondatingsites;however,he

suspectedthattheseprofilesareinsteadleftonthesitesforprofitmakingpurposes

[9]. Weimploredatingsitestoimprovethefilteringoffakeprofiles,byusingreadily

availablealgorithmsandmonitoringofusers’activities,inordertoimprovetruston

theseplatforms[9].

Ifverificationfeaturescannotbeappliedtothefreeversionofdatingsites,then

theyshouldbeappliedtothepaidorupgradedversions. Atthemoment,paid
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versionsofdatingsitesputthepaidusersatthetopofsearches,therebyincreasing

theirexposuretofraudsters.Paidversionsofdatingsitescouldinsteadensureusers

interactwithonlyverifiedmemberswhilealsobeingverifiedbythemeansoutlined

above.Thoughthismaynotcompletelyeliminatethecreepsorconartists,itwillgo

alongwayinreducingtheiractivitiesondatingsites.

Peopleondatingsitesshouldalsobeclearlyabletodifferentiatebetweenverified

andnon-verifiedmembers. Match.comwritesaboutaverifiedbadge,butitisun-

knownwhatitlookslikeorwhichmembershavebeenverified.Verifiedbadgesshould

alsobeforeveryonewhorequestsandpossiblypaysforit,notjustforcelebritiesas

inthecaseofTinder.

TinderalsotriestobuildreputationbyputtinganumbernexttoaFacebook

friend. Thefirstnumbermeans“youandyourmatcharebothfriendswiththis

person.”ThesecondnumbertotheFacebookfriends’picturemeansthatyourfriend

knowssomeonewhoknowsyourlastmatch[251]. Whilethisisagreatidea,itshould

beappliedspecificallyondatingsites,ifpossible,andnotthroughFacebook,because,

aspreviouslydiscussed,theuseofFacebookasameansofverificationondatingsites

shouldbediscouraged.

A“RatetheInteraction”fieldcouldbeintroducedondatingsiteswherebyearly

oninaconversationwithsomeone,auserispresentedwiththeoptiontoratean

interaction,basedonthespeedatwhichthepersonrepliesmessages,thetoneof

conversations,useofwords,andtheoverallqualityoftheinteraction. Toavoid

biasedrating,theratingshouldbegatheredduringtheearlystagesofamatched

pair’sinteractionssotheratingisoftheinitialinteractionratherthanthequalityof

anongoingrelationship.Suchratingswouldhelpusersfilteroutthosewhoarerude

orotherwiseobviouslyantisocial.

7.1.2 Duringthe Match

Datingsitesshouldmakeuseofmoreuserfriendlymessaginginterfacesthatencourage

userstoremainontheplatformandcontinuetheirconversationson-site.Asinthe

caseof Match.comandPOF,whiletheirmobileversionsdoareasonablejob,it

ishardertohaveaconversationwithamatchusingthewebinterface. Anysuch

difficultiesassistconartistswhentheyencouragetargetstomovetheirconversations
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toothermessagingplatforms.

“Safety”linkswithtipsondatingsiteguidelinesandsafetymeasuresshouldbe

mademorevisibletousers.Ifusersdonotknowsuchlinksexisttheywouldnotbe

abletoreadthemandbetterprotectthemselves.

Intheeventthatdatingsitesusersareopentotheideaofhavingselectedfriends

knowthattheyaremakinguseofdatingsites,potentiallypeer-groupevaluationof

profilescouldbeimplemented.Thedatingsitecouldbestructuredsuchthatatusers’

request,theirselectedfriendscanbeabletoaccesspartoftheirconversationswitha

matchandthematch’sprofile.Sincedatingsitesuserscanbeemotionallyvulnerable,

theirfriendscanhelpthemdecideiftheythinktheyshouldmeetofflinewithamatch

ornot.

Also,astext-basedchattinghasbeenidentifiedashavingmajorissuesindevel-

opingtrustinhumans[28],othermethodsofcommunicationshouldthereforebe

supported.Thedatingsitescouldoffer3communicationstepstousersasawayto

betterverifytheirdatesbeforemeetup.Step1couldinvolvetextbasedchats,Step

2couldinvolvevoicebasedcommunicationwiththematchforadurationoftime,

andStep3couldinvolvealimited-timevideoconversation.

7.1.3 Afterthe Match

ThisstepisthecoreofCMIthatdifferentiatesitfromotherCMC.Ifproperpre-

cautionarymeasuresaretakenbeforeandduringtheperiodamatchisformed,then

makinguseofthisstepmaynotbenecessary.

Onemethodthatcouldbelookedintobydatingsitestoensurethesecurityof

usersondatesistoemploytheuseofsomethingliketheUberpanicbuttonmecha-

nism.UberpanicbuttonoptionexistsforUberusersinIndia. Oncethisbuttonis

pressedontheapp,anincidentresponseteamistriggeredandthepolicearealerted

immediately. Detailsaboutthetriparealsoimmediatelysenttothosebeingcon-

tacted[204].Althoughthismayraisesomeprivacyconcerns,asimilarfeaturecould

potentiallybeappliedondatingsitestofurtherprotecttheirusers.
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7.1.4 EvaluatingSecurity MechanismsforOnlineDating

Aswithothersecuritymechanisms,itwillbeimportanttoevaluatewhetheranynew

mechanismactuallyimprovesthesecurityofonlinedating.Themoststraightforward

evaluationstrategywouldbetogatherfeedbackfromusersaftertheymeetwitha

matchoffline.However,aspreviouslystated,gettingfeedbackfromdatingsitesusers

canbedifficultbecauseofthetypeofinteractionthatoccursontheplatform.

InotherCMIinteractions,suchasAirbnb,guestsandhostsgivefeedbackbecause

theyhaveincentivestodoso:hostswanttoattractmoreguests,andguestswantto

beappealingtohostssotheycanstaywheretheywantforareasonableprice.These

sameincentivesdonotholdondatingsites.Indeed,thegoalofmostusersofdating

sitesistostopusingthem—oncethey’vefoundsomeonetodate!

Ideally,datingsiteswouldneedfeedbackfromusersoncetheymeetinpersonso

thatpatternsofmisrepresentationorfraudcanbeaddressed. Weareyettoidentify

effectivemeansthroughwhichadequatefeedbackcanbeacquiredfromusersassoon

asanofflineinteractionoccurs. Periodically,datingsitescouldengageresearchers

tocarryoutuserstudiesinordertofindouttheeffectivenessofthesuggestedtrust

mechanisms.Thecost,challengeofscale,andinvasivenessofanysuchstudy,however,

makesuchresearchextremelychallenging.TomakemoresecureplatformsforCMI,

however,wewillneedtoaddressthesechallenges.

7.2 Summary

Inthischapter,wereviewedstrategiesthatcanbeappliedondatingsitestoimprove

trustandsecurityintheirservices. Weitemizedmechanismsthatcouldbeemployed,

before,duringandafteramatch. Wealsodiscussedtheevaluationofthesuggested

strategies.
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Discussion

Thischapterisdividedintofourparts.Inthefirstpartwediscussthemaincontri-

butionsofthisresearchtocomputersecurity. Wediscussthelimitationsandfuture

workinthesecondandthirdpartsrespectively. Wegivesomeconcludingremarksin

thefourthpart.

8.1 Contributions

Our maincontributionistheidentificationofComputer MediatedIntroductions

(CMI)asanareaofpotentialstudyincomputersecurity. WegroupedCMIinto

businessandpersonalCMIs,basedonthepresenceorabsenceofmonetaryexchange.

CMIidentifiesaseparatenicheofonlinecommunicationsthathasnotbeenprevi-

ouslyidentifiedincomputermediatedcommunications. Weplaceourfocusonthe

importanceoftrustontheseplatformsbecausetheseonlineCMIinteractionseven-

tuallyleadtoofflinecommunications. Tothataim,inSection3,wepresentan

in-depthanalysisofthetrustmechanismsimplementedbysevenCMIs. Wecritically

analyzedthesemechanismsandsuggestalternativemethodsofimplementationthat

willsafeguardusers. Whilerecognizingtheuniquetypeofinteractionsthatoccur

onaspecifictypeofpersonalCMI,onlinedatingsites,wedesignedandevaluated

thethreatmodelofdatingsitesinSection4. Weidentifiedthepossiblethreatsthat

couldoccur,throwingmorelightontheimportanceofthedevelopmentofeffective

trustmechanismsinthistypeofcommunications.

InSection5,wepresentedresultsfromauserstudytofindoutifusersareaware

ofthepossiblethreatsandtoidentifythemechanismstheyimplementtoprotect

theirsafetywhenusingdatingsites. Wedidaqualitativeanalysisoftheresultsand

carriedoutanevaluationinSection5.2.Resultsshowedthatusershadinsufficient

strategiestoprotectthemselvesfromtheidentifiedthreatsandwerequitevulnerable

toattacksbydangerousothers. WediscussedthisinSection5.3,acknowledgingthat
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theemotionalvulnerabilityofdatingsitesuserscanbeeasilyexploited,makingthem

susceptibletoattacks. Weconcludedthatdatingsitesarethereforetaskedwiththe

responsibilityofprotectingusersasusersarenotdoingagoodjobofit.

InSection6,wecarriedoutastudyofthecurrentmechanismsimplementedby

datingsitestoprotecttheirusers. Wecomparedthesestrategiestotheidealroles

discussedinthethreatmodelinSection6.4. Wediscoveredthatdatingsitesdonext

tonothingtoeffectivelyprotecttheirusers.InSection6.5,wecomparedthecurrent

trustmechanismswiththosebeingappliedinotherCMCs,andestablishedthatthe

natureoftheinteractionsthatoccurondatingsitesmakesitdifficultforconventional

trustmechanismstobeappliedtothistypeofCMI;thereby,weestablisheditasan

independentresearcharea.

Wesuggestedpossiblemechanismsthatcouldbeimplementedtodatingsitesin

Section7andencouragedtheresearchcommunitytocarryoutmoreresearchintohow

trustcanfurtherbedevelopedandmaintainedinCMIsthatareheavilydependent

onhumans’emotionalexchange.

8.2 Limitations

InevaluatingtheproblemoftrustinCMI,westudiedthetrustmechanismsimple-

mentedbyCMIplatformsandtheusersoftheplatforms. Thetrustmechanisms

usedbytheplatformsrefertovarioustechniques,methods,andfeaturesthatare

implementedbythesitesinordertobuildtrustintheirusersandimprovesafety

bothofflineandonline.Themechanismsimplementedbyusersrefertothestrategies

employedbyusersindeterminingwhototrustonline,andeventuallymeetupwith

offline. Therearehoweverlimitationsintheapproachesusedinourstudy.Inthe

nextsection,weidentifytheselimitationsandwealsocommentonproblemswefeel

areinevitablewhencarryingoutresearchsuchasthis.

8.2.1 LimitationsInOurApproach

Research Methods

TheresearchmethodsusedtoidentifytrustmechanismsappliedbyCMIsmayhave

limitedtheauthenticity,scope,anddepthofthefindingsmade.Thetrustmechanisms
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discussedinthethesiswereidentifiedprimarilythroughevaluationofthevarious

CMIs. ThisinvolvedtheresearchercreatinganaccountontheCMIplatformand

surveyingthesites’servicesandfeatures.Thus,thetruststrategiesidentifiedwere

largelydependentontheresearcher’spointofview.Thismayhaveledtosomefalse

claimsandfalseconclusions,astherewasnostudyconductedtofindoutifthese

weretheactualmechanismsthatbuilttrustforusers. Also,experimentswerenot

performedtodiscoverifthesewerethetrustmechanismsusersusedindecidingwho

tointeractwith.Assuch,thereisneedtoverifythetruststrategiesidentifiedinthe

thesis.

Analternativemethodwhichcouldpotentiallyhaveimprovedtheresultswould

involvecarryingoutuserstudies. Theuserstudieswouldaimtoidentifyspecific

featuresandtechniquesimplementedbytheCMIsthatactaspositivecueswhich

helpuserstrustinthecredibilityofthosetheychoosetointeractwith,bothonline

andoffline.Thismayfurtherassistinbetteridentifyingmechanismsthathavebeen

implementedbytheplatformwhichbreedconfidence,trust,andasenseofsafety

inusers.Itcouldalsoaidindeterminingifthereareotheronlinecueswefailedto

observe.Thistypeofuserstudycanbestructuredsuchthattheresearcherstudies

participantsinaone-on-oneorgroupsetting,toobservehowtheychoosewhoto

communicatewithontheCMIplatforms. Discussionsonthechoicesmadecanbe

carriedoutwithusersafterward. However,itshouldbenotedthatthistypeof

studymaynotnecessarilyproducebetterresults,asparticipantsareawareofbeing

watched.Assuch,participantsmayoptforchoicestheywillnotnecessarilyconsider

inreallife.AlsoincomparisonwithrealCMIinteractions,thedurationusedtocarry

outsuchastudymaynotbesufficientforuserstodecidewhotheywillnormally

trust.InCMIcommunications,userssearchforthosetointeractwithandinsome

cases,establishasignificantrelationshipwithsuchpeople,beforedecidingtotrust

themandeventuallytaketheconversationoffline. Therefore,determiningwhoto

trustonline,maytakemuchmoretimethantheuserstudycanaccommodate.Hence

carryingoutsuchresearchinthissettingmaynotproducebetterresults.

Optionally,researcherscouldaskpastandcurrentusersofthoseplatformsto

recallfeaturesonthesitesthathelpedthemtrustthattheyarebeingintroduced

tocrediblepeople. Suchinformationcouldbegatheredofflineoronlinethrough
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surveys.Inthesurveys,participantscanbeaskedtoidentifywaystheychoosethose

totrustbasedonthesite’sfeatures.Carryingouttheresearchonlinecouldinvolve

conductingsurveysusingwebservicessuchasAmazon’sMechanicalTurk.However,

onlinesurveyshavebeenknowntoproducefalseresults. Havingtheresearchdone

offlinecouldinvolveconductinginterviewswithsuchusers.Thismayproducebetter

resultsthantheonlineresearch,howevertheremaybetheproblemofusersidentifying

specificfeaturesontheplatformthathelpedthembettertrustthosetheyinteracted

with. Also,therearetypicallyfarfewerparticipantsinofflineinterviews,andso

resultscouldbelimitedorskewed.

Alternatively,theresearchercoulddecidetorecruitpeopletousetheCMIservices

foratleastamonth.Suchparticipantswillbegivenincentivestousetheplatform.

Thisformofstudymayalsohelpdeterminetheviabilityofthetrustmechanisms

usedbytheCMIplatforms.Ideally,participantswilldocumenttheirexperiences,

highlightingfeaturesofthesitethatmotivatedthemtotrustindividualstheycom-

municatedwith. However,thereistheproblemoffindingtherightincentivesto

encourageparticipantstousetheservicesforthespecifieddurationoftime,inwhich

theywillbeexpectedtointeractandmakeuseofthesite’sfeatures.Itmayalso

bedifficulttoverifyifusersarebeingsincereintheirchoices,orifthechoicesare

beingmadeinabidtofinishupwiththeresearch.Thisapproachmayalsoactas

aformofdeceittolegitimateusers,asparticipantswillbeinteractingontheplat-

formnotbecausetheyareinterestedinmakinguseoftheservicesbeingoffered,but

forresearchpurposes. Forexample,inanAirbnblisting,participantsmayengage

ininteractionswithahost,notnecessarilybecausetheyhaveanyintentofbooking

thehost’sservices,buttogaininformationfromthehostthatwillhelpthemde-

termineiftotrustthehostornot.Ultimately,CMIcommunicationsaresuccessful

onlyafterinteractionsoccuroffline.Therefore,furtherresearchcouldinvolvepartici-

pantsmeetingupwithpeopletheyfeeltheytrustonlineontheseplatforms,inorder

todeterminethecredibilityofthetrustmechanismsused.Suchmeetupsmaybe

endangeringparticipants’safety.

AnotherapproachthatcouldbeconsiderediscontactingtheCMIplatformsto

discussmechanismstheyhaveimplementedinothertobuildtrustinusers,andensure

usersareprotectedbothofflineandonline.Enquiringfromtheseplatformsdirectly,



97

possiblythroughinterviews,couldhaveimprovedtheaccuracyoftheresultsobtained

inthethesis.Thesecommunicationsmayleadtoclarificationsthatcouldaidbetter

understandingoftheproblemsCMIsfaceineffectivelybuildingtrustinusers.Itmay

alsohelpineffectiveanalysisofcurrenttrustmechanismsbeingimplementedbythe

platforms,aswellasindiscussingstrategiesthatmayhavebeenpreviouslyemployed,

butwereunsuccessfulinbuildingtrustandkeepinguserssafe. Theplatformsmay

alsobeabletohelpidentifyreasonsforfailureanddiscussfutureworkbeingput

inplacetosafeguardusers.Itwillalsohelpunderstandwhysomesuggestedtrust

strategiesareyettobeimplementedontheplatform.Also,betterstatisticsonthe

numberoffailedandsuccessfulintroductionscarriedoutbytheplatformsmayhave

beenobtainedthroughdirectcontactwiththeCMIs.Thiswillaidtheassessmentof

thefunctionalityofthetrustmechanismsemployed.

Amajorlimitationtothisapproachhoweverisgettingintouchwiththeplatforms

todiscussthemethodstheyhaveimplemented.Suchinterviewsmayinevitablylead

totheplatformshavingtoadmitacertainlevelofusers’privacybreachaswellas

safetyandtrustissuesonthesites,whichtheplatformsmaynotbewillingtoadmit.

UserStudyofDatingSites

Ontheissueoftrustindatingsites,whileweanalyzedthetrustmechanismsdating

sitesemployedtokeepuserssafe,wealsostudiedthemechanismsusersemployed

intrustingothersontheplatform.Tenparticipantswereinvolvedintheuserstudy

donetoevaluateusers’truststrategies. Thoughtheuserstudyaccountedfora

wideagerange(18-50years),anincreaseinthenumberofparticipantsmayhave

resultedinamoreextensiveuserstudy. Also,participantswererecruitedsolely

fromtheuniversity. Havingparticipantsfromothersegmentsofthesocietycould

havepotentiallyimprovedtheresults.Betterresultsmayhavealsobeenobtainedif

participantshadbeengroupedbasedontheircomputerliteracyskills.Essentially,all

thesemayhaveassistedinfindingoutifdatingsites’userscarryoutotherapproaches

atestablishingtrustandserveasmeansforbetterevaluationandanalysisofthetrust

strategies.
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ReputationSystemsinOnlineDatingSites

AsdiscussedinSection6.5,theinabilitytoeffectivelymakeuseofreputationsys-

temsindatingsitesisamajorlimitation.Thoughuserstudiescanbeattemptedto

evaluatethesuccessofcurrenttrustmechanisms,forbetterresults,anevaluationof

theinteraction,bothofflineandonline,needstobedone.Ideally,afterdatesoccur,

thesuccessofthetrustmechanismsimplementedbydatingsitesshouldbeevaluated

throughreviews,ratings,andfeedback,asseeninotherCMIplatforms.Thisishow-

everdifficulttoimplementbecauseofthenatureoftheservicesprovidedbydating

sites.Datingsitesusersmoveofftheplatformonceanintroductionissuccessfuland

biasedfeedbackmaybeobtainedfromusersonceanintroductionisunsuccessful(see

Section6.5foradetailedexplanationoftheproblemoftrustevaluationindating

sites).Hence,itwillalsobedifficulttoevaluatethetrustmechanismssuggestedin

thethesis,ondatingsites’users.

8.3 Future Work

Webelieveourapproachinhelpingtoformalizeandstudytheproblemoftrustisa

startingpointinimprovingtrustandultimatelysecurityinCMI. Wediscussbelow,

futureworkthatcanbedonetohelpimprovetrustinthistypeofinteractions.

8.3.1 SuggestionsForFuture Work

ContactingCMIPlatforms

WesuggestthatCMIplatformsbecontacteddirectlyforinterviews,inabidtobet-

terunderstandthetrustmechanismscurrentlybeingimplementedontheplatforms.

Thoughthismaybedifficulttodo,itmayberequiredtounderstandandproperly

addresstheproblemsCMIsfaceindevelopingtrust.Incarryingoutsuchresearch,

workhastobedoneinfindingoutwaysinwhichCMIswillavoidcompromisingtheir

integrity,butatthesametimeprovideadequateinformationthatwillhelpimprove

trustandsecurityontheplatforms.

Indatingsitesparticularly,werealizethatthesitestypicallyengageintrust

strategiesthatwillbeeconomicallyfeasibleeventhoughtheyarebeingimplemented

attheriskofusers’safety. Humanmatchmakers,whoalsoprovideservicessimilar
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todatingsites,providebettersecuredandprivateservicesfortheirusers,however

theyarenotscalableintermsofcost. Wehopetobeabletodiscussthisproblem

withdatingsitesandassistinfindingabalancesoastoensureuser’ssecurityisnot

sacrificedinanyway.

ImplementingAlternativeTrust Mechanisms

WehopetoworkwithCMIplatformstoimplementthealternativetrustmechanisms

suggestedinthethesis. Werealizethatevaluatingthepotencyofthesetrustmecha-

nismsmaybedifficulttodoindatingsites;however,themechanismscanbeevaluated

byotherCMIplatformstodetermineiftheybetterimprovetrustandsecurityon

thosesites.

DevelopinganAlternativeReputationSystem

Researchneedstobedonetofindouthowadequateevaluationandfeedbackcanbe

acquiredincomputermediatedinteractionsthatinvolvehumanemotionalexchange,

asseenindatingsites.Sincestandardreputationsystemsdonotworkondating

sites,alternativemethodsonhowreviewscaneffectivelybeobtainedfromdating

sites’usersshouldbelookedinto.Suchareputationsystemwillbebuiltdifferently

fromconventionalreputationsystemsseeninotherCMIs.Theultimategoalofthe

reputationsystemwillbetodetermineifthetrustmechanismsusedbythesite

issufficientorifbetteronesneedtobedeveloped. Thereputationsystemshould

beabletoeffectivelygetfeedbackfromusersasonlineinteractionstakeplaceand

immediatelyafterofflinedatesorinteractionoccurs.Thereputationsystemshould

bedevelopedsuchthatthereisnoavenueforanyformofbiasedfeedback,reviewor

ratingfromtheusersofthesystems.Usersshouldalsohavesomeformofincentives

tomakeuseofthereputationsystem.Incentivescouldincludethingslikerestaurant

couponsthatuserscanuseontheirnextdateswiththeircurrentsuccessfulmatch,

ortheirnextmatchfromthesite.

TrackingofCMIUsers

AsseeninUber,otherCMIplatformscouldhaveameansoftrackingmeetupsin-

volvingpeoplethathavebeenintroducedontheirsite. ThiswillinvolvetheCMI
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platformsbeingawareofwhenusersagreetomeetoffline,aswellaswhenandwhere

themeetingwillbetakingplace. TheCMIplatformsshouldalsohaveaneffective

meansofdeterminingifthemeetupactuallydoestakeplace. Thiswillinvolvethe

sitehavingsomeformofschedulesthatareregularlybeingupdated.Forexample,

indatingsites,whendatesoccurbetweenusersthathavebeenintroducedbythe

platforms,thedatingsiteshouldknowtheexactlocationofthedatesandthetime

whenthedateshappen.Thedatingsiteplatformshouldbeabletotrackinrealtime

wherebothindividualsareatanypointintimeduringthemeetup.Ifthereisany

variationfromtheoriginalschedule,theCMIplatformshouldbeveryawareofthis.

However,suchtrackingshouldonlyoccurwhenbothindividualsmeetupandshould

beturnedoffoncethemeetupiscompleted.

Implementing‘DangerAlert’IcononCMIs

AllCMIplatformscouldlookintoimplementingaDangerAlerticonthatcouldbe

usedbypeopleduringofflinemeetings. Thisiconcouldworksimilartothepanic

buttonsbeingusedbyUberusersinIndia[204]. Theiconscouldbesomeformof

softwareorapplicationthatshouldbeabletoworkoffline. Theyshouldfunction

suchthat,oncepeoplesenseanyformofdanger,theiconcanbepressedandthe

localauthoritiesarecontactedimmediately.Thiscouldpotentiallyimprovethetrust

andsecurityofusersonCMIplatforms.

AnalyzingConversations

FutureworkcouldalsoinvolveidentifyingmeansbywhichCMIscanbeableto

determinewhenusersareindangeronlineandactaccordingly,byeffectivelyanalyzing

theconversationstheusershaveontheplatform. Theseconversationsshouldbe

analyzedinrealtime.IftheCMIplatformnoticesaconversationisnotgoingas

shouldbe,theycouldasktheusersiftheyarecomfortablewiththeconversationor

iftheywouldprefertoendcommunicationswiththeuser.Ifusersoptforending

communications,theplatformshouldcarrythisoutwithimmediateeffect,suchthat

noformofcontactispossiblebetweenbothusers,exceptifrequested.
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UsingCryptographyForVerification

CMIplatformscouldconsiderusingcryptographicmethodstoverifytheidentity

ofpeopleusingthesites. Thiscouldinvolvetheuseofsomeformoftokenkey

betweenuserstoverifytheidentityofpeopleengagedininteractionscarriedouton

theplatform.Thiscouldleadtohavinguniqueindividualsontheseplatforms,and

maysolvetheproblemofhavingmultipleprofilesforthesameindividuals. When

peopleknowthattheuserstheyareinteractingwitharerealpeoplewithareal

identity,thismayultimatelyincreasetrustinthesites.

BalanceSecurityandPrivacyinCMIs

Werecognizethatwhilethesuggestedmechanismsabovemaybeabletoimprove

trustandsecurityinCMIs,theymayhoweverresultintheprivacyofusersbeing

compromised.Futureworkthereforewillincludedevelopingmethodsofimproving

trustontheseplatforms,butatthesametimeeffectivelybalancingusers’security

andprivacy.

8.4 Conclusion

Rheingoldrightlystatedthat,“computermediatedcommunicationsprovidenewways

tofoolpeople”[219]. Computermediatedintroductions(CMI)introducestrangers

onlineandbringthemtogetheroffline.Inthisthesis,weidentifiedCMIasanunder-

studiedareaofcomputersecurity. Weevaluatedthetrustmechanismsimplemented

byCMIs,andfurtheridentifiedthatPersonalCMIs,specificallydatingsites,arenot

adequatelyservedbystandardsecuritypracticessuchascryptographicauthentica-

tionandratings-basedreputationsystems. Weexplainwhycurrenttrustmechanisms

arenotsufficientinimprovingthesafetyandsecurityofusers. Wealsosuggestalter-

nativemechanismsthatcouldbeemployedtoimprovetrustinCMIs. Wehopethis

workwillencourageotherstofurtherstudythisproblemthroughuserstudiesand

thedevelopmentoftechnicalmechanismsspecializedtotheCMIproblem.
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